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Abstract—Information Security Management is focused on pro-
cesses and it is currently guided by control-based standards such
as IS027002. Controls may be: management objectives, available
resources or desired behaviours that contribute to information
security. Under this process perspective, to reach some security
level means to accomplish a specific set of controls. There are
qualitative approaches and maturity models that help managers
to select what controls to implement next, whilst quantitative
approaches have just recently emerged under simplified formula-
tions. The purpose of this paper is to show an answer set solution
to the problem of selecting what controls to implement next, based
on a given budget, security profit, and temporal dependencies
between controls. The solution is illustrated by using Clingo.
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I. INTRODUCTION

A standard for information security consists of a set of
rules that aim to regulate a company's operation, with a
special emphasis on information management and information
assurance. In general, the accomplishment of some information
security standard means to achieve a set of objectives, get
resources or implement actions defined by the standards [1].
All these elements are known as information security controls
[2] and may be grouped by dimensions.

In particular, one of the most widely-known security stan-
dards is ISO/IEC 27001:2013 [3]. This standard proposes
114 controls classified in 14 main dimensions, described in
ISO/IEC 27002:2013 [4]. The degree of compliance with
these controls determines the organization's security level and
whether it can apply for certification.

Therefore, the map of implemented/non-implemented con-
trols becomes a management tool to progress in information
security. In Table I, some examples of controls and their
corresponding dimensions from ISO27002 are shown.

The general problem of managing information security has
been addressed through different approaches and different dis-
ciplines [5]-[7]. Various frameworks have been proposed for
measuring the level of standard compliance [8]-[11]; however,
these approaches do not suggest a plan for the implementation
of controls, obtained quantitatively from the current level of
compliance to some desired security level.

Investigations in this area have led to the incorporation of
quantitative methods for managing security controls, some of
them based on multicriteria analysis, such as, [12]-[14]. Other
investigations [15]-[21], combined the System Grey Theory
[22] with other quantitative techniques of analysis.
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TABLE 1. EXAMPLES OF INFORMATION SECURITY CONTROLS
AND DIMENSIONS FROM IS0O27002.

Domain: Information security policies
Policies for information security
Review of the policies for information security
Domain: Human resource security
Terms and conditions of employment
Information security awareness, education and training
Domain: Cryptography
Policy on the use of cryptographic controls
Key Management
Domain: Physical and environmental security
Physical security perimeter
Equipment maintenance
Domain: Operations security
Documented operating procedures
Information backup
Domain: Compliance
Protection of records
Technical compliance review

Another investigation proposed a simulation-based ap-
proach [23]-[25]. In this approach, simulated attacks are run
over a model of the organization. Each attack occurs under
different scenarios of implemented controls. According to
the results of the simulations, the optimal set of controls is
determined. The difficulty of this method is that choosing
different sets of controls to simulate an attack is a human task
within a combinatorial framework.

It seems clear that optimizing controls implementations
is an open problem where quantitative approaches are just
emerging. In [26] ,the conceptual framework for a quantitative
optimization approach and several types of constraints are de-
scribed. Mainly, we remark the temporal dependency between
controls, the existence of a given budget, and the objective
function focused on maximizing security by minimizing vul-
nerabilities.

To solve this quantitative optimization problem, we propose
an answer set solution approach. Answer set programming is
a research product on knowledge representation, logic pro-
gramming and constraint satisfaction to cope mainly with np-
hard problems [27]. Nowadays, there are some mature tools
allowing the specification and solution of general models [28].

In this paper, we propose a specific solution approach for
selecting controls by using the answer set tool named Clingo
[29]. Clingo is a framework to solve combinatorial problems
with Answer Set Programming (ASP), a simple and powerful
modeling language [30].

In order to show the solution, in section II, we explain
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the basis of the model by means of a small, but illustrative
example. In section III, we show the results of applying the
model using data from a public governmental office. The
conclusion section highlights the simplicity of the proposed
model but also the necessity to compare this approach to
traditional models from operational research.

II. ANSWER SET MODELLING FOR SELECTING SECURITY
CONTROLS

The basic principle to be applicable in an answer set
solution is that there are different possible solutions, i.e.,
there is a space of solutions to be evaluated. An answer set
program may be composed of four sections: (i) the first section
expressing the basic configuration of the problem, (ii) the
second section for generating the different answer sets, (iii)
the third section for the derived or non basic definitions plus
the terms to evaluate solutions, and (iv) the fourth section
containing the problem constraints. These forms are briefly
reviewed.

The basic configuration is composed of true facts, which
are represented as literals (classic propositions) or predicates
on specific literals (objects). The possible forms are as follows:

lp.
Pi(ly). ey
Pg(lg, l3)

To represent the different answer sets, rules are needed.
These rules are known as the disjunctive form because several
alternatives, represented as a set, may be generated starting
from proved facts. These rules have the following form:

1{A0,A17...7Ak} U <— A17...7An. 2)

Under this form, the alternatives in the set stay bound by 1
and u, and these values represent the minimum and maximum
number of elements in the set, provided, of course, that it is
possible to derive them from the true conjuctions A; to A,,.

The third section should represent the definitions in the
universe of discourse. In this case, the rules follow a simplified
version of the previous form, this time without alternative sets,
i.e., having only predicates on variables or literals in the left
part. Thus, classical definitions may have the following form:

Po(V()) — A17A2,

3
Pl(Vl,VQ)FBl,Bg,... )

The fourth section specifies the constraints. These are
specified similar to the previous rules, but having only the
right part, as follows:

(_A07A1a"'aA7L' (4)

In order to illustrate the given solution, we consider an
example having ten controls, a set of temporal dependencies,
and each control having its corresponding implementation
cost and also a corresponding security profit. In Fig. 1, we
show the basic configuration of the example. First, we have
the identification of the control (C1 to C10), its cost and
profit (third value). This security profit is abstract and may
be considered from a single increment in the percentage of a
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standard accomplishment, to the reduction of vulnerabilities
belonging to key information assets. The dependencies are
represented by the curly brackets. For example, the control
C5 may be implemented if and only if controls C1 and C2
have been already implemented.

C4-120-2 -
Cl-120-3
C9-100-5 Co-202-2 | +
C2-202-5
C6-171-5
C7-230-6
Cl10-140-1 | - r
C8-100-2 | 4 | C3-150-3

Figure 1. Candidate controls to implement, their cost, profit and
dependencies.

Firstly, we notice that there are several possible answers
that match the answer set conditions to be applied, under
a bounded budget. For example, for a given budget of 500,
we may have an implementation plan including the controls
C3, C8 and C10, having a total cost of 390 (150+100+140)
and a total profit of 6 (3+2+1). But also we may have an
implementation plan including the controls C1, C2 and C6
having a total cost of 492 and a total profit of 11.

In order to code the solution, we have used Clingo 4.5.4
[29]. As described above, we divide the explanation in four
parts.

To configure the basic initial state, we have used the
predicates: control, for setting the variables that represent
controls, cost, for specifying the implementation cost of each
control, and require, for representing the dependencies be-
tween controls. In Fig. 2, we show the Clingo sentences for
this configuration.

control(cl;c2;c3;¢c4;¢5;¢6;¢7;¢c8;¢c9;cl10).

cost(cl,200).
cost(c2,301).
cost(c3,150).

% ...

profit(cl,3).
profit(c2,5).
profit(c3,3).

% ...

require (c¢9,(c4;c5;c6)).
require (c5,(cl;c2)).
require (c10,(c7;c8)).
require (c8,c3).

Figure 2. Partial configuration of current state.
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To represent the answer sets, we have used two rules that
we show in Fig. 3. The first rule represents that it is possible to
plan a specific control (variable Y) provided that this control
does not depend on other controls. The bounds 0 and 1 specify
that this control may or may not be part of the solution. The
second rule states that a control that depend on others can also
be part of the solution, provided that all their required controls
(totalRequired) have been planned (totallncluded).

%Generate
0 { planned(Y) } 1
:— terminal (Y).
0 { planned(X) } 1
:— totalRequired (X,D) |,
totallncluded (X,W), D==W.

%Test

budget (900).

:— totalCost(N),
budget(T),
N>T.

%0Optimization
#maximize
{ I:totalProfit(I) }.

Figure 3. Rules generation.

The necessary definitions are in Fig. 4. Here, we define the
formulas for total cost, total profit, total number of required
controls for each control, and total number of planned controls
among the required ones. Finally, we show the definition of
terminal controls that are defined as those controls that do not
require the implementation of previous controls in order to
plan them.

%Define
totalRequired (X,D): —
control (X),

D = #count {Z: require(X,Z),
control(Z)}.
totallncluded (X,D): —

control (X),

D = #count {Z: require(X,Z),
planned(Z)}.
totalProfit (Y):—

Y = #sum {D,X: planned(X),
profit(X,D)}.
totalCost (N) :—

N = #sum {D,X: planned(X),
cost(X,D)}.
terminal (X): —

control (X),

not require (X,_).

Figure 4. Definitions.

Finally, the fourth section is shown in Fig. 5. This contains
the definition of the available budget and the constraint that the
total cost needs to always be less than the budget. Moreover,
Clingo allows to add optimization expressions by using the
macro clauses maximize or minimize. In this case, we have
used maximize to search for the best result on information
security profit (totalProfit). In Fig. 6, the result is illustrated,
as displayed by Clingo. For the given example, the solution
included the controls C1, C3, C4, C6 and C7, having a total
cost of 871 and a total profit of 19.

Finally, we present Table II, to illustrate the combinatorial
power of this problem, under the given constraints.
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Figure 5. Constraints and Optimization.

clingo version 4.5.4

Reading from sms.lp

Solving. ..

Answer: 1

totalProfit(@) totalCost(@)

Optimization: 595

Answer: 2

planned(c3) totalProfit(3) totalCost(150)

Optimization: 592

Answer: 3

planned(c3) planned(c7) totalProfit(9) totalCost(388)
Optimization: 586

Answer: 4

planned(cl) planned(c3) planned(c7) totalProfit(12) total
Cost(580)

Optimization: 583

Answer: 5

planned(cl) planned(c2) planned(c3) planned(c7) totalProf
1t(17) totalCost(881)

Optimization: 578

Answer: B

planned(cl) planned(c3) planned(c4) planned(c6) planned(c
7) totalProfit(19) totalCost(871)

Optimization: 576

OPTIMUM FOUND

Models : B
Optimum : yes
Optimization : 576
Calls . |
Time : 8.1165 (Solving: 0.83s 1st Model: 0.88s Un
sat: 0.02s)
CPU Time : 0.120s

Figure 6. Candidate controls to implement, their cost, profit and
dependencies.

TABLE II. NUMBER OF POSSIBLE ANSWER SETS BY BUDGET.

Budget Answer sets
2000 147

1500 144

1000 103

900 87

700 57

In this table, we summarize, a what-if analysis for the
current example showing the total of possible answer sets given
by different budgets.It is possible to get them running Clingo
with the option -n 0.

III. EXAMPLE

To illustrate the operation of the proposal in a real situation,
we have applied the proposed model to a situation adapted
from a real audit of a public organization of the Chilean State.
The proposal must recommend the optimal set of controls to
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be implemented, considering a limited budget, the costs of
implementing the controls and the benefits obtained by the
progress in complying with the controls of the standard.

In this case, the organization wished to evaluate its compli-
ance with three standards of information security to which it
subscribed. As a public entity, the organization must comply
with the information security regulations established by the
Government of Chile: (i) Supreme Decree 83 (DS83) [31], a
security standard for public offices; and (ii) the methodological
guide for information security (GUI) [32], in the framework
of the Chilean government’s improvement program, which
describes the technical requirements associated with the diag-
nosis, planning and implementation of an information security
system. In addition, the organization decided to evaluate its
compliance with the international ISO Standard 27001, in its
2005 version.

For the purposes of the example, we will only present the
dimension referring to the security of facilities, since it was the
main focus of evaluation after the earthquake of the year 2010
in Chile. In this dimension, we analyzed 30 controls from the
three above standards.

The benefits associated to each control were established
considering the standard to which they belong to. We represent
greater benefits on those controls explicitly mentioned into
the Chilean norms of information security for public insti-
tutions. Therefore, those controls, that belong to more than
one standard, will report a greater benefit to the organization.
Considering this, a higher score was given to the controls
that met the rules of the government of Chile and those that
satisfied more than one norm.

The implementation costs of each control were estimated
based on the operating conditions of the organization. In
addition, a budget constraint was assigned to the problem.

In this way, the model delivers the set of controls that,
considering costs and budget, provides the higher benefit to
the organization. The implementation of the situation yielded
18 possible responses to the problem, which met the con-
straints of the problem. Table III, summarizes the progress
of the optimization process. The table shows the number of
implemented controls (second column), their corresponding
cost (third column) and the previewed benefit (fourth column).

It should be noted that the 18 delivered answers do not
correspond to the total universe of possible solutions. The
implementation only shows those sets of controls that present a
better profit than the previous answers. Therefore, the last line
represents the final recommendation which includes a set of 22
controls that reports a benefit of 55 at a cost of $ 19.950.000
(expressed in Chilean money).

The model, i.e. predicates, rules, and constraints of this
case example can be downloaded from [33]

IV. CONCLUSIONS

A contemporary approach to manage information secu-
rity on organizations is following process-based standards
as the family of norms ISO/IEC27000. This process recom-
mends the implementation of a set of security controls (e.g.
ISO/TEC27002). From this perspective, in order to accomplish
the standard, an information security assessment produces,
as relevant outcomes, a set of controls already implemented
and another set of controls to implement. Making a decision
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TABLE III. FEASIBLE ANSWERS IN THE CHILEAN PUBLIC CASE

EXAMPLE.
Answer Number of Controls Total Cost Total Profit
Answer 1 8 $ 11.360.000 21
Answer 2 9 $ 13.360.000 24
Answer 3 10 $ 16.360.000 27
Answer 4 11 $ 17.160.000 30
Answer 5 12 $ 19.960.000 34
Answer 6 14 $ 17.800.000 37
Answer 7 15 $ 18.600.000 38
Answer 8 15 $ 18.500.000 41
Answer 9 16 $ 19.300.000 42
Answer 10 17 $ 19.700.000 43

Answer 11 16
Answer 12 17
Answer 13 18
Answer 14 16
Answer 15 21
Answer 16 22
Answer 17 21
Answer 18 22

$ 18.760.000 45
$ 19.160.000 46
$ 19.960.000 47
$ 19.720.000 49
$ 19.850.000 52
$ 19.750.000 53
$ 19.250.000 54
$ 19.950.000 55

about the next information security controls to implement
is a np-hard problem. This has been demonstrated in [34]
for the general problem of process-based compliance norms.
Under this approach, the unique isomorphism to apply is
to consider as separate tasks the implementation of security
controls, which is what we have modeled in our answer set
programming approach.

Although other quantitative solutions have been proposed,
here we have presented a solution having three kinds of
constraints: temporal dependencies between controls, a limited
budget, and different information security profits given by the
different controls to implement. Under the consideration of
this set of different variables, as far as we know, it is the most
complex quantitative solution shown in an academic setting.

We have shown an answer set programming solution simple
and illustrative. Firstly, we have shown that a quantitative
solution is not hard to implement, and, moreover, secondly,
it can be easily extended to support additional controls (facts)
and constraints, due to the modular nature of rules in answer
set programming.

Howeyver, it is known that answer set solutions are based
on general optimization settings. For this reason, it logically
follows that specific operational research solutions may present
a better performance. Therefore, in terms of future work, we
will compare this answer set programming solution to classical
optimization algorithms on operation research platforms, but
we would like to add modelling time as a variable to observe.
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