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Abstract — This survey became possible due to coming requesit
one of Siemens Business Units to look for data angmization
solutions being presented in the market today. Theustomer
plans to implement and deploy it within software deelopment
projects to provide offshore team with a fully fundional
environment without any critical data in it. Criti cal data are, for
instance, Personal Identifiable Information (PII), which is related
to the nature of business application to be develeg. In this
survey paper, the introduction to data anonymizatio topic is
given, the major challenges in data privacy an IT ampany may
face during outsourcing of software development areonsidered,
and the results of evaluation of data anonymizatiortools are
provided.
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. INTRODUCTION

The outsourcing of software development is becon@ng
common practice in Siemens due to global structfr¢he
company. Either the whole development process er it
particular phases like design, implementation stirig can be
outsourced. Transfer of the testing process onlg temote
location is still a rare practice since it requirspecial
consideration regarding intellectual property, siéguand
privacy [1]. In this paper, we consider the problemdata
privacy during outsourcing of the testing procees those
business domains where data management in appilisais
especially important [2]. Usually, such applicasateal with a
lot of private information such as names, addresphsne
numbers, customer names, bank accounts, transacsionit is
very important to hide this information from offesle test team
[3]. On the other hand, the environment for theé tiesm has to
be as identical to the production as possiblehis situation,
data anonymization solution may help.

In this work, we provide an introduction to data
anonymization topic (Section Il), review of majdnatlenges
related to data privacy that an IT company may fdaeng
outsourcing of software development (Section Inda
evaluation results of data anonymization tools famndors in
SAP and non-SAP domains (Sections Il and 1V).

. DATA ANONYMIZATION

A. Definitions

Data Anonymization (also referred as data obfusnatiata
masking, de-sensitization, de-identification oradatrubbing)
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is the process that helps to conceal private datprotects
sensitive information in production data base saah be
transferred to a test team. Data anonymizatiorbeatiassified
to pure anonymization [2] and pseudo-anonymizgddnPure
anonymization does not provide any possibility éoanstruct
the initial data, while pseudo-anonymization indgedvides
such possibility through special algorithms. Thernfer
approach is the most reliable when the highest rigcis
required, while the latter one might be interegtin the
situation when the issue found by the test team thabe
reproduced with production data values.

Let us consider the following example: a databash w
personal information (names, birth dates, bank @wus) need
to be transferred to the offshore test team. THewing
typical data anonymization approaches can be appiichide
sensitive information:

Data generation. Completely new data are generated.
Special cases for dates and bank accounts neeel to b
properly handled.

Data encryption. The data is simply encrypted. Ban
restored if the key is saved.

Shuffling. The data is shuffled in one column. st
case the combination (name, bank account) willbeot
real.

Also pseudo anonymization approach can be implezdent
with almost any anonymization technique in the diaihg
way: there is a special database, which keeps toficthe
changes during application of the anonymizatiomtigms. If
the reverse operation is required the lookup olvisr database
returns the old value.

In the real situation, the combination of the ajpgtes
applied for different data fields can be considerédta
generation for card numbers, data encryption fomeso

description field and shuffling for personal namesd
addresses.
In our tools evaluation, we consider different

anonymization algorithms as well as other critéiescribed in
sub-section B.

B. Criteria

The following criteria have been used to evaluat¢ad
anonymization tools. We must note that the criteléacribed
below belong to purely technical features of toolgile
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business-related requirements (like licensing, teaBnce
costs, etc.) of the tools overview are out of sauipihis paper.

SAP and non-SAP solutiorthis criterion points to a tool’s
ability to cope with data management applicatiasnf SAP
(SAP is a market leader in enterprise applicatmftware. SAP

work with different databases or independence afetging
database widens the application scope of a toat difiterion
is not relevant and would not be considered for HaRicated
data anonymization solutions.

Resulting security- since we want to protect our sensitive

stands for Systems, Applications and Products intaDa data the level of security needs to be assuredallysest data

Processing) and non-SAP domains. Significant numtdfer
Siemens business divisions uses SAP productsimnpttogects.

According to [5], businesses that run SAP face mmon
challenge: how to get real SAP data into non-prtdoc
systems for testing, training and Production suppiiie key
issue is that, while new data reflecting the lategsiness
activity is constantly being added to Productiamsibess users
cannot easily access this data. Non-productiorat@sdare
essential for testing newly-developed features,dyecton-
support issues, and support packs. However, usimeg3AP
data for testing is becoming increasingly difficullient or
system copies disrupt the landscape, require langeunts of
disk space, take a long time to prepare, and iserézchnical-
support overheads. These challenges have to ba iake
account as far as the testing activities are pldnoeutsource
where data privacy become critical. So it becontegons that
data anonymization solution for SAP applicationsrnd be
standalone and has to be integrated in overall -clgig
solution.

Out of the box SAP schemas suppod tool provides out-
of-the-box the solution for different SAP typestbé system,
ie.,
including such parts as HCM — Human Capital Manag@m

SAP ERP (Enterprise Resources Planning System

generation tools have the highest security levelesthe data in
non-production environment will be completely di#fat from
the source system.

In general, data anonymization algorithms can leiged
in three categories: data generation algorithmgpriahms
which are dealing with already existing data andc th
combination of the above.

The first group includes all algorithms, which deea
completely new entries in the data base; they aed (for
anonymization of bank accounts, credit card numbsssial
security numbers, generating random numbers, deties,

The second group of algorithms operates with ajread
existing data in the data base. The typical exasnpiethis
group are: shuffling of the fields in one or seVaralumns,
encryption, scrambling the letters in the stringfigures in
numbers and so on.

Also it is possible to make a combination of thgoaithms
from the above groups, e.g., shuffle the fieldere of the data
base columns and add a random number as a stergj kbt the
end of the field.

Preserving application and data integrity- data

FI — Financing. LO — Logistics) and SAP CRM & SRM anonymization technologies should satisfy a simpé, strict

(Custom Relationship Management System and Suppli

Relationship Management System, accordingly). Irngor
issue here is a specific set of data within eack Séheme and
a tool’s ability to mask such data.

Such variety of types of application data makes u

searching for vendors which provide support on dafay and

data anonymization for the most of SAP system type

Especially it concerns the availability of pre-defil data
transformation (conversion) rules in a solutioneTéxamples
of such conversions for HR data implemented in CByac
Manager for HCM tool are shown in Fig. 1.

[E Extend Conversions

QQ‘F&,]*H [Z]@]2]i[#Movewe | ¥Move Down || [@suggestions |
= &1 (External Conversion Configuration)

@ i ZEET_AWART - Set all absence types to "Leave® (CUSTOM CONVERSION)
= 3o NAM - First and Last Name
@ | SSET_NAMES - Set First and Last Name to
@ | SSCRAM_NAMES - Scramble First and Last Name
< [ 7 ORG - Drganizational Plan Data
@ | SPOSITION - Change Position to Default
@ 1 SORG_CLEAR - Change Position to Default and Clear Job & Org. Unit
5008 - Change Date of Birth
SPERID - Change Personal ID Nunber Field
SCHECK - Change Payment Method to Check
D 1 S_BANKACC - Scramble Bank Account Number
© 1 SFAMILY - Change Family Manes & 1Ds
@ 1 STIME_ID - Generate New Time Recording 1D
@ | SADDRESS - Change Address
® @] 50105 - Communications (Infotype 8165)
- Scranble EMAIL address. Leave UserID as is. Remove the Rest of the Subtypes
- Scranble EMAIL address and Insert IF Unigue. Insert UserID IF Unigue
Scranble EMAIL address. Remove all other Subtypes

@ | sPaptEs
@ | S105_EMAIL
@ | S105_UNANE

Figure 1. Conversions for HR data.

éfle: the application that runs against masked pdetéorms as
I

masked data is real [6].

This is a MUST requirement for every data anonytiora
tool since without conforming to this criterion tmesulting

%atabase will be useless. The main focus durinfuatian has

een done on the tool ability to preserve datatiosia

Qutomatically (without user assistance).

Support of roles assignmenttool offers different roles to
operate and use tool's functions. There might bstesy
administrator role, super user role, user role wifferent sets
of access rights to project data.

According to [6], there are four phases for dateskiray
lifecycle identified: Data discovery and analy$dsta planning
and modeling, Developing and Implementation.

The goal of Data Analysis phase is to identify tlaga that
needs to be masked in order to sufficiently protbet data
without compromising data utility. At this phasbgthighest
level of access a tool's user has to be providedragg the
work with data mining and analysis of customer data

The Planning and Modeling phase is designed toirset
place the criteria that will be used within youvigonment to
mask the data and create context around the irdb s
discovered in first phase. The work to be donéiat phase is
not supposed to deal with critical data itself heatthan is
related to selection of data anonymization rules alata

Multi Database- underlying database used in a project putsinonymization strategy at all.

certain constraints on a data anonymization salutidbility to
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The Develop phase is designed to build data maskingrovide products in non-SAP domain, neverthelesg thd not
configuration suites based upon customer specifieccional refuse to elaborate a data anonymization solutmm SAP
Masking Needs. Again, the preparation of data amizgtion  business applications (e.g., Grid Tools Ltd, UK)th&
scripts and the proper configuration of data magkinles vendors, like IBM (US), are able to keep a sepapateluct
within a tool do not assume the direct access stocuer data.  line to cope with data privacy projects in SAP domdhe

The Implementation and Execution phase is designedt tools found for each domain are summarized below.

in place a plan for integrating data masking irtte bverall There have been also found the test data generation
production-to-non-production business process. Twisrk  solutions as well as non-commercial software.

mostly should be done in place (creating test ce(s),
moving masking scripts to source code implememntatio
libraries, etc.); thus, requiring assignment ofcigdepersons to
perform it and granting temporal access to the yton
database.

Let us shortly introduce the found tools structured three
domains: SAP, non-SAP and universal.

A. SAP tools

SAP® Test Data Migration Server (TDMS)[7] software

m the market leader allows for extracting datant the

production system and creating test landscapesowierl

volume of data. Despite of tight integration ofsttgolution

with SAP systems, such issues like unknown anorsfioia

algorithm (sales department could not provide such
Algorithms for anonymization— here, the different information) and time-consuming installation andtupe

alternatives have been considered: test data g@mera Pprocedure to be performed only by SAP consultants

encryption, data masking within several maskingsupseudo- compromised the perspectives of this tool.

anonymization, dynamic data masking, etc.

Batch operation support due to possibly huge amount of fro
sensitive data to be transferred to non-produciovironment,
due to time-consuming tasks of creating non-pradoatopies
itself it would be useful to be able to plan and such tasks
from scripts.

Accenture Clone and Test HCM (Accenture Software

It has to be noted that most of the evaluated datfor SAP HCM) [8] enables the simple configuration of reliable
anonymization tools provide possibility for custaation of and realistic test environments using actual datemfthe
data masking algorithms.  Such possibility allowsr f current SAP ERP HCM system. Within copying data and
implementing almost every imaginable algorithm, kwer it ~ creating clone the tool provides rule-based datansiling.
requires significant time to study programming téghes The solution deserves the serious attention dueotspecific
(from simple Jav" subroutine in Camouflage Enterprise to customization during setup and relatively fast dogy
ABAP routine in Data Sync Manager or even a pluggéb+  procedure. The clear disadvantage of such todisisimit of
library in IBM Optim™.). That is why this particul&riterion ~ support of SAP schemas.

is focused on the algorithms which are providedthy tool The product from GASPARIN Software Solutions
out-of-the-box. The default list of data transformavailable hr.dat.copy [9] is a pure transport of personnel data (HR data)

in the Camouflage Enterprise is presented on Fig. 2 across systems and/or clients. It allows for modtfon or
anonymization of personnel numbers or other sessitiata,;
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Figure 2. Default data transformers in Camouflage Enterprise

TOOLSANALYSIS

however the application scope of such solution athar
limited.

BCV5™ solution from (Enterprise Systems Associates,
Inc, IBM affiliate) [10] stands for fast, reliable copying and
refresh / replication of DB2 data. It is rather tfa®lution
customized for IBM mainframe.

Data Sync Manager for HCM from EPI-USE [5]
pretends to be the most complete data anonymizatrion
for SAP systems (support can be extended to otiemsas of
SAP ERP as well as to SAP SRM and CRM). The saiuso
realized as a transport to both SAP source anettaggtems,
thus no additional hardware and middleware requifddng
with seamless integration with SAP system the sefube tool
requires no specific customization, and graphieptesentation
of workflow for creating clones along with data rkiag
procedures proved to be very clear and compreHensib

B. non-SAP tools

With Oracle Enterprise Manager Data Masking Pack
11] from Oracle sensitive information such as credit card or

There was a wide range of solutions found for dat&qcial security numbers can be replaced with timslues,

anonymization task in SAP and non-SAP domains. bag
in the market, we faced with several vendors whoallg
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allowing production data to be safely used in demelent and
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testing or shared with out-source or off-shorerpgasg for other
non-production purposes. The clear advantage sfghiiution
is a library of templates and format rules usedjstantly
transforming data in order to maintain referenitigkgrity for
applications. However, the possibility to use tha tvith other
DBs needs to be investigated.

Camouflage Enterprisefrom Camouflage Software Inc.,

Anyway it might be useful for so called “anonymipat in
place” and not relevant in the case of offshorestigament and
testing.

dgmasker™ [1] solution fromdataguise Inc.masks data
to help enterprises meet various compliance reougrgs such
as PCI, HIPAA, GLBA, PIl and SOX. The vendor deekathe
support of Oracle, DB2 and MS SQL Server databases,

US [6] provides complete tool-chain for data managemeninultiple advanced masking algorithms and tool'satsliy to

tasks from data sub setting and data masking tiogecopies
of production system. It also delivers the highkstel of
customizable masking with Masking Engine, Scriptifrrgine
and database specific transformers. Extendablesealeble for
large organizations, with highly user-friendly irfeee this
solution proves to be a key player in the markehaf-SAP
data anonymization solutions.

Jumble DB from Orbium Software [12] is a complete
data scrambling solution for Oracle and SQL Sedatabases.
Despite of moderate scalability and standard dagesking
features (scrambling), the vendor declares théstaalpability
to keep referential integrity intact.

FieldShield product from Innovative Routines
International (IRI), Inc. [13] masks private data at the field
level with obfuscation and encryption functions ekhiare
applied according to your business rules. It wovks data in
the format of sequential flat files extracted fraatabase
(Oracle and DB2 are supported). Despite of multfipten
support and wide set of data anonymization tectgieso(from
encryption till masking via custom functions) théslution
offers non-trivial workflow which threatens to bery time-
consuming.

DataVantage Global ® [14] solution from Direct
Computer Resources, Inc., protects confidential health,
financial, personnel and other data and uses d#tsaation
and encryption methods for this. It declares nuldtiabase
support and provides only graphical user interfaceerform
data anonymization tasks.

Data Masker [15] software fromNet 2000 Ltd removes
sensitive data from test databases and replaedgthitrealistic
looking false information. Along with existing dasarambling
rules a user is allowed to define her ones. TodlBoas are
defined on a per DB type base (Oracle, SQL, DB2).

C. Tools providing universal solutions

Datamaker™ [3] solution fromGrid Tools Ltd creates
data from scratch, creates subset databases, médiede(mask
or obfuscate) existing data and bulks up data &fopmance
testing. The vendor declares the support of alllndatabases
across multiple platforms. It is worth to be men#dd that
based on existing products the solution for datsmgmization
in SAP domain can be found and developed as well.

Tricryption® [16] solution from Eruces, Inc. provides
secure replacement of sensitive identifiable dat&h w
anonymous but unique alias/pseudonym labels. Rrdscans
of pseudo anonymization were discussed in Sectibn
Nevertheless, the encryption technology used is ghmoduct
might be rather powerful to gain the resulting sitglof data
anonymization while preserving the possibility ézaover data.
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perform data anonymization of SAP applications.

ActiveBase Security™[17] product ActiveBase Ltd is
another novel solution which offers a new apprdaadtiatabase
security. It protects production environment by iadda
security layer within and around business applicesj masking
or scrambling sensitive information in real timettwino
changes to applications or databases. Due tortiependence
of the solution from underlying data model in datsd SAP
ERP, CRM applications are supported.

Optim™ [18] from IBM presents the complete data
management solution for all known databases anifisignt
number of application types like SAP Apps, PeopfeSid
Edwards EnterpriseOne, Siebel Apps etc. It deliypenwerful
data transformation capabilities to mask personfarination
within a structured workflow of extracting data tmo
production and sending it to development, test tathing
systems on demand.

IV. EVALUATION PROCEDURE

The evaluation procedure for the above tools han be
separated into three different phases:

Market Evaluation- Comprised high level market analysis
to choose most promising tools with regard to djetiriteria
for further technical evaluation.

This study has been performed using available niacke
materials and calls to vendor representatives.
16 different tools described in Section Il wereurid and
screened according to the specified criteria. Asrésult of this
phase 8 different tools proposed for further stidiad been
presented to the customer, who selected three arh tfor
technical evaluation.

Solution Design- Comprised the preparation for technical
evaluation of 4 tools-candidates selected at teeipus project
phase.

The technical evaluation of selected tools requitied
representative database, which has been definegrapared
during this phase. Two systems were used: Oradabdse
with MES data for evaluation of tools’ capabilitiesnon-SAP
domain and system with SAP HR data for evaluatictoas in
SAP domain.

Technical Evaluation -€omprised evaluation of the tools-
candidates which was intended to perform on testeay with
real data. The study included application of selgdolutions

Iand clarification of its capabilities on sampleatats.

This phase has been carried out by applying the todhe
real data anonymization scenarios. Special uses ¢desee been
designed to verify tools capabilities: 10 use cdseson-SAP
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TABLE I. CROSSCOMPARISONOF EVALUATION CRITERIA
=
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g S = = 2 2 5 2 8 = £ B | Criterion Factor

Q n S = < 8 £ n e o 2 =

< o = = 3 5 T 3 = 7] g

0 & [ = O K
SAP and Non-SAP 1 0 0 1 1 1 1 1 1 1 8 0,06
SAP Scheme support 1 - 1 1 1 2 2 2 2 2 2 2 18 0,14
Multi Database 2 1 - 1 2 2 2 2 2 2 2 2 20 0,15
Multi Platform 2 1 1 - 2 2 2 2 2 2 2 2 20 0,15
Technical Features 2 1 0 0 - 2 2 2 2 2 2 2 17 0,13
Licensing Costs 1 0 0 0 0 - 2 1 2 2 1 2 11 0,08
Maintenance Costs 1 0 0 0 0 0 - 0 1 0 0 2 4 0,03
Setup Costs 1 0 0 0 0 1 2 - 1 0 0 2 0,05
Service / Support 1 0 0 0 0 0 1 1 - 1 0 2 6 0,05
Training costs 1 0 0 0 0 0 2 2 1 - 0 2 8 0,06
Customization costs 1 0 0 0 0 1 2 2 2 2 - 2 12 0,09
Required user profile 1 0 0 0 0 0 0 0 0 0 0 - 1 0,01

data and 12 use cases for SAP data. These use aaszsd
common difficulties in data anonymization procefkseign-
primary key relationships, triggers, dependencywbeh
different columns (e.g., dates dependency), uskmete
objects and fields in SAP system, bank accounfdjcgion of
custom anonymization algorithms, etc.

Quantitative assessment
candidates turned to be possible at this phasetlyirthe
customer provided the cross comparison of the atialu
criteria in order to define the “relative importaicof each
criterion. The results of such cross comparisorpaesented in
Table |. Secondly, there was performed the beneditie
analysis of the tools-candidates which receivedragput the
list of weighted criteria and the criteria valueonfi our
technical evaluation. The results of the beneflu@aanalysis
are summarized in Table II.

V. SUMMARY

The results of data anonymization tools market .até&n
have shown that there is a wide range of solutimaslable for

data anonymization task in SAP and non-SAP domains.

The solutions usually offer the longer list of ftinoality for
creating non-production environment in addition data
anonymization, e.g., identification of sensitivetajadata
subsetting, application templates, and data
However in most cases practical applicability af firomising
data anonymization solutions has to be confirmetthéncourse
of more detailed study with involvement of trialrsiens of
evaluated solutions.

Camouflage DLM Suite (Camouflage Software Inc.and
DataVantage Global® toolsin non-SAP domain andata
Sync Manager (EPI-USE) for SAP domain have been
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of capabilities of 4 tools-

preliminary selected as the most promising datatieois due
to the following distinctive characteristics:

« User-friendly GUI and relatively short learning eear

e Comprehensive workflow and intuitive interface

the most types of sensitive data

e Sensitive data identification can be provided bg th
vendor.

In this work data anonymization solutions only hdezn
studied. Nevertheless, Camouflage DLM Suite aimguét
functional support of creating non-production eamment
(sub setting, sensitive data identification, datasking) and
provides the average learning curve for

applications working with databases.

DSM covers SAP application domain providing tramspa
workflow for creating non-production environmentdatarge
set of pre-defined conversions for SAP ERP businbgects.

copying
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« Available predefined conversions/masking rules for

future auser
Camouflage allows for masking the data in non SAP
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TABLE II. BENEFITVALUE ANALYSIS
Camouflage
Tool Comparison Enterprise IBM Optim™ IBM InfoSphere Data Sync Manager
(DLM Suite) Data Privacy 7.2 Optim TDM for SAP for HCM
. . . B Value :
Relative Value Relative Value Relative Value Relative for tool Relative
Criteria Benefit for tool 1 Value for tool 2 Value for tool 3 Value 4 Value Tool
Factor (0-10) Tool 1 (0-10) Tool 2 (0-10) Tool 3 (0-10) 4
SAP and Non-SAP 0,06 0 0,00 0,00 0,00 0,00
SAP Scheme support 0,14 0 0,00 0 0,00 3 0,41 9 1,23
Multi Database 0,15 10 1,52 10 1,52 10 1,52 10 1,52
Multi Platform 0,15 10 1,52 10 1,52 10 1,52 10 1,52
Technical Features 0,13 10 1,29 8 1,03 3 0,39 10 1,29
Licensing Costs 0,08 9 0,75 7 0,58 4 0,33 5 0,42
Maintenance Costs 0,03 5 0,15 5 0,15 5 0,15 6 0,18
Setup Costs 0,05 9 0,48 7 0,37 7 0,37 5 0,27
Service / Support 0,05 7 0,32 6 0,27 4 0,18 9 0,41
Training costs 0,06 8 0,48 4 0,24 4 0,24 7 0,42
Customization costs 0,09 8 0,73 6 0,55 1 0,09 6 0,55
Required user profile 0,01 8 0,06 5 0,04 4 0,03 6 0,05
Total Benefit Value 1,00 7,29 6,27 5,23 7,83
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[11] www.oracle.com<retrieved: October, 2011>
[12] www.orbiumsoftware.com <retrieved: October, 2011>
[13] www.iri.com <retrieved: October, 2011>

[14] Data Solutions for Data Privacy, Direct Computers®eces Inc.,
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