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Abstract—Data Management in scientific and research pro-
cesses needs to comply with rules defined in the Good Scientific 
Practice polices, e.g., issued by scientific institutes and research 
organizations. Typically these regulations include definitions to 
protect the data privacy and security throughout the entire 
lifecycle of the scientific data. Beginning from the generation of 
the data and ensuring its provenance up to the final archival 
and corresponding long-term data storage management. This 
paper introduces a simple way to manage the scientific data 
that ensures long-term protection and provability of the data 
quality. Furthermore an easy to use implementation which 
offers a possibility to structure the scientific data and to ar-
chive it according to Good Scientific Practice is presented. 

Keywords-ELN; scientific data; data formats; long-term 
preservation; evidence 

I. INTRODUCTION 
During the research process scientists have to deal with 

electronic data and its management. Complex applications 
like electronic laboratory notebooks (ELN) and laboratory 
information and management systems (LIMS) are developed 
to support the scientists during day-to-day work. In addition 
several rules, e.g., the good scientific practice (GSP) defined 
by scientific institutes and research organizations, have to be 
respected in the research process and the entire lifecycle of 
the scientific data. In some research areas, e.g., social science 
or computer science, the documentation with a laboratory 
notebook is not common and sometimes inefficient regarding 
the amount of data that is processed in the research process. 
In this case the documentation of the research process is typ-
ically not based on laboratory notebooks and applications 
such as ELN or LIMS are less frequently used. Nevertheless 
a data management according to GSP is needed.  

The paper is outlined as follows. Section II describes the 
requirements for good scientific practice (GSP) and its im-
plications for data management. In Section III different 
forms and formats of scientific data and related work in this 
research area are shown. Using the requirements given in 
Section II and the various forms of scientific data described 
in Section III, Section IV focusses on appropriate research 
data management tools and practices. Section V contains a 
software implementation that facilitates data management 
according to GSP requirements introduced in this paper. Fi-
nally in Section VI a conclusion, major strengths and weak-
nesses of the solution along with future work are presented. 

II. THE GOOD SCIENTIFIC PRACTICE 
A sustainable documentation of the research results re-

quires keeping several rules, e.g., the rules of GSP. The in-
tention is to guarantee a high quality in the research area and 
the work of scientists to prevent scientific deception or fraud. 
The spectrum of scientific misconduct ranges from several 
violations of scientific ethics to criminal intentions [1]. 
Hence, the transparency in dealing with primary data is a 
basic claim of GSP. With the term “primary data” all data 
from an experiment or a scientific survey is covered [1].  

By the rules of GSP the following requirements are ad-
dressed: traceability, long-term interpretability and sustaina-
ble archiving. The traceability is deemed necessary when the 
scientific process is documented in a way such that the re-
sults need to be completely reproducible. Hence, a long-term 
interpretability to understand and reproduce the results is 
important as well. For the sustainable archiving, correspond-
ing techniques are required. For example, the German re-
search foundation (DFG) requires archiving for 10 years [2]. 
The DFG proposes the documentation based on a laboratory 
notebook, but nowadays especially for large amounts of data 
digital archiving is needed as well. In addition the rules of 
the DFG are used by several organizations as well [1][3]. 
Especially for the work in a laboratory there are further regu-
lations, e.g., the good laboratory practice [4]. There are also 
legal regulations, for example in the healthcare sector, e.g., 
rules with regard to the archiving period for documents like 
the digital patient file. 

So, the data management in the research process has not 
only to deal with data structures, but also with several regu-
lations relating to the respective research areas. 

III. SCIENTIFIC DATA 
Establishing policies for GSP has an influence on the da-

ta being generated and processed in laboratories and scien-
tific processes. The following sections give an overview of 
typical forms and formats of scientific data and related work 
that focusses on the proper management of scientific data 
and metadata. 

A. Data Formats and the Long-term Preservation 
In the research process electronic data is generated and 

used in varying volumes depending on the research field and 
approach. Based on this data existing research results are 
confirmed or new approaches are elaborated. For example, in 
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social science, data, which was generated in the research 
process, is used, e.g., in surveys, experiments or observa-
tions, or in non-scientific works, e.g., official statistics [5]. 
The scientific data and its data formats vary over different 
kinds of approaches and the software used in the research 
area. 

In experimental research electronic data is generated in 
varying file formats in each process phase as well. For ex-
ample, at the Max Planck Institute for Dynamics and Self-
Organization (Göttingen, Germany) experiments are carried 
out in a wind tunnel using three high speed cameras. Each of 
these cameras generates 10,000 images per second [6]. 
While digital cameras usually take pictures in widely-used 
file formats other measurement instruments generate data 
whose proprietary format is specified by the manufacturer. It 
is even possible that the format is dependant on the device. 
This could be common formats in ASCII code or XML, but 
also complex formats specified individually by applications. 

The scientific data is managed using its metadata in the 
research process. With the metadata the corresponding data 
will be described (descriptive metadata) and technical infor-
mation will be documented (administrative metadata).  

Although standards such as Dublin Core, Metadata Ob-
ject Description Schema (MODS) or Metadata Encoding and 
Transmission Standard (METS) aim to uniform the format of 
metadata, the volume and form of metadata strongly vary 
throughout the research areas [7].  

Metadata is very important for the long-term preservation 
as well. Using the metadata, the corresponding data can be 
found even if a unique identifier does not exist, is unknown 
or has been lost. Therefore the long-term preservation data 
formats such as XML formatted Archival Information Pack-
age (XAIP) or the universal object format (UOF) usually 
contains a combination of data and metadata. For example, 
XAIP was designed for an archive system, whose construc-
tion is based on the technical directive of the Federal Office 
for Information Security (BSI, Germany) [8]. The archival 
information package is an XML file that contains the data in 
the Base64 format and the corresponding metadata. In the 
UOF the data is stored as a file in a tar archive instead of the 
Base64 format. To save the metadata, a separate file, based 
on METS, is also stored in the tar archive [9]. 

B. Related Work 
The data handling in the research process [7] and the re-

quirements of the scientists [10] are current research topics. 
Because of the amount of information and data [28], respec-
tively, the goal is to find a way to support the scientists in 
their day-to-day work [30]. 

Many software applications for the documentation of the 
research process, e.g., ELN or LIMS, with different empha-
sis are available today [11]. The requirements of scientific 
data management are addressed in several research projects 
[12][13]. Even if the documentation varies with the research 
area, all research fields need sustainable archiving of the 
scientific data [14]. The use of designed applications and 
archiving solutions has to be kept simple [10].  

We address these requirements with an intuitive and sim-
ple application that will be described in Section V.B. Using 

this application a simple data collecting and management is 
achieved as well as a sustainable archiving mechanism. Oth-
er projects in the same area can be found, e.g., in [27][29]. 
Compared to our solution these approaches do not offer ex-
plicit protection of the probative force of the scientific data. 
Somehow [27] focusses on the provenance of scientific data 
without implementing long-term preservation of the proba-
tive force. Our solution offers a small light-weight client that 
can be simply used like a file explorer by the scientists. In 
addition, by using the BeLab system as basis for our imple-
mentation, as explained in Section V.A., the data will be 
long-term archivable according to GSP.  

IV. RESEARCH DATA MANAGEMENT 
As described in Section III.A, data and corresponding 

metadata is produced and used in a variety of formats 
throughout scientific processes. As the processing and inter-
pretation of the data is essential for generating results from 
the scientific process (e.g., for publications), efficient storage 
and management of the generated research data is necessary 
in scientific environments. Several management tools and 
frameworks for scientific data have been developed in the 
last decades. Especially web-based information and docu-
ment management tools have evolved and extended to fulfill 
the requirements of scientific processes. To allow a profound 
integration with specific scientific processes a new category 
of software products has been formed, e.g., ELN, that is de-
scribed in the next section. These tools enhance the man-
agement of research data by facilitating its retrieval and pro-
cessing beginning from the generation (e.g., by directly im-
porting data from sensors during experiments), modification 
(e.g., data processing or manual interaction) up to publica-
tion, archival and deletion of data forming the scientific data 
lifecycle. 

A. Electronic Documentation 
The increased use of computers and the corresponding 

amount of electronic data led to the need of electronic docu-
mentation in the research process. By using a paper-based 
laboratory notebook and storing the electronic data separate-
ly, the danger of losing data is increased. Nevertheless this 
kind of documentation is used in several institutions [15]. A 
central electronic data management reduces these risks and 
also offers further advantages. For example, a collaboration 
with other colleagues is facilitated, the search for data be-
comes easier and faster and the research process gets more 
efficient [16]. 

To implement a central approach of documentation and 
data handling a corresponding software solution is needed. 
Hence, various systems are available on the market today. 
ELN can be defined as “a secure system assembling scien-
tific content from multiple sources related to each other, al-
lowing for contextual annotation, and packaging it in a legal-
ly acceptable document to be searched, mined and collabo-
rated” [17]. In general, ELN can be understood as “an elec-
tronic embodiment of what is currently being done in a paper 
laboratory notebook” [18] whereas LIMS is more integrated 
in the research process. It offers the possibility to collect data 
from connected measurement instruments, such that the sys-
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tems naturally have to deal with more scientific data. Addi-
tionally, LIMS is used for administrative processes as well as 
for documentation. It is also possible to integrate a separate 
ELN in LIMS. A clear separation between these systems is 
therefore difficult because they deal with similar use cases 
and the precise definition depends on the range of use [19].  

In addition to the applications named here, other pro-
grams that are not designed for this purpose are used in the 
research process. For example, web-based information and 
document management systems (e.g., Wiki systems) or even 
simple office applications are used [20]. In other cases, an 
individual ELN solution has been developed by the research 
group. For example, the solution “open enventory” has been 
developed as an administrative system for chemical sub-
stances in the first phase. Later on the system has grown to 
an ELN that is tailored to address the requirements of re-
search groups in chemistry [21]. 

B. Practical Requirements 
As the workflows that generate and process data in insti-

tutions and groups differ, it is hard to establish a unified data 
management, e.g., using ELN and LIMS as described in the 
previous section. The trade-off between individual optimiza-
tion of the data processing workflows and using standardized 
software solutions holds for both scientific and corporate 
scenarios. Often the users simply want to archive the data 
during or at the end of the scientific process. Moreover not 
every scientific institute has the necessary resources to im-
plement ELN or LIMS systems for their research environ-
ments. 

Establishing GSP for scientific data does not require spe-
cific frameworks like ELN or LIMS. The benefit of using 
ELN and LIMS regarding the GSP depends on the integra-
tion of workflows and, i.e., measuring the probative value of 
the data in an early phase during the data generation in the 
scientific process (e.g., combing and verifying information 
from different sensors and user interaction). However this is 
typically not required by GSP regulations. Additionally it is 
nearly impossible to get the entire raw data during its genera-
tion and verify it in real-time, i.e., because of its increasing 
volume, e.g., due to high resolution sensors. For example, 
the regulations by the DFG require the scientific institutions 
to protect the integrity of the data on the long-term, e.g., 
while being stored in a digital archive, and not to include the 
data of every single sensor and verify the entire workflow of 
data generation which would be rather complex both during 
archival and verification. This could also be achieved by 
checking the integrity and sign the data before archiving it 
using a simple client that is able to store generic files and 
thus data and metadata containers. To allow a long-term 
preservation of the data and proving its probative value, 
standards for the signature and archival format should be 
used. Also the client application should offer a simple way 
for verifiers and scientists to search retrieve and verify the 
data. It should also handle the evaluation of the probative 
value and the import and export of data and metadata extrac-
tion in a highly automated manner. The effort necessary to 
evaluate the probative value and archive the data should be 
as minimal as possible to allow for a higher acceptance. The 

majority of the data is stored in files, so the application 
should be file-based. 

V. UNIFORM DATA PREPARATION 
As described in Section III, specialized applications can 

be used for the documentation of the research process and to 
manage the scientific data. For many research areas these 
applications are over-sized, because the scientist simply has 
to deal with a few files during a workday. In this case indi-
vidual programs, e.g., office applications, are used [20]. 
However, this case requires a solution to address the regula-
tions of the GSP. In the following section a system that can 
be used for the long-term preservation of the scientific data 
and its probative value is described. An application that is 
based on this system is presented in Section V.B. The appli-
cation enables the scientist to use the system in an easy way 
to manage the data and to ensure the GSP requirements. 

A. Evidential Long-term Preservation 
In many research areas a long-term preservation of scien-

tific data is required, e.g., by German law or internal regula-
tions of research organizations like the GSP, as described in 
Section II. The goal of the BeLab project founded by DFG is 
to develop a concept for the long-term preservation of scien-
tific data and its probative value to secure the quality of 
complex data. Therefore the requirements of the long-term 
preservation of scientific data, the probative value of elec-
tronic data and the possibilities of its conservation are ana-
lyzed. 

Even if paper-based laboratory notebooks are still used in 
the scientific process [15], today’s scientific documentations 
include an increasing amount of electronic data. Also, in 
research areas in which the documentation is typically not 
based on the use of an ELN or a paper-based laboratory 
notebook, the volume of electronic data is constantly grow-
ing, as described in Section III. 

 
Figure 1. The BeLab system. 
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Electronic documents are considered to be insecure and 
to have less probative value in comparison to digital certifi-
cates relating to the German law [22]. By using electronic 
security technologies, the probative value can be increased to 
the same level as in paper-based documents. Especially to 
secure the integrity and authenticity, digital signatures can be 
used, based on the German Digital Signature Act. In the Be-
Lab project a concept for a middleware (BeLab system) was 
designed and implemented. The BeLab system, as shown in 
Figure 1, can be used from various specialized applications, 
e.g., ELN, to prepare the scientific data for the evidential 
long-term preservation. After that the scientific data will be 
submitted to a connected archive system [23]. For example, 
the archive can be used as mentioned in Section III.A.  

The technical directive (BSI TR-03125) defines an ar-
chives system, which is able to update digital signatures be-
fore they are invalid [8]. To enable a uniform processing of 
the data and evaluation of its probative value within the Be-
Lab system, a data model based on UOF is used. Therefore 
the files to be submitted will be packed in a TAR or ZIP ar-
chive. Additionally, a metadata file (mets.xml) will be sepa-
rately added to the archive [23]. The structure of the metada-
ta file is based on METS that was designed to ensure a uni-
form management and exchange of electronic data [24]. 

The BeLab system executes verification modules, which 
are based on the file format [23]. These modules analyze the 
probative value, the suitability for long-term preservation 
and the characteristics of the data generation. The verifica-
tion of the probative value is mainly based on the use of digi-
tal signatures but also on hash values of files being submit-
ted, that are defined in the metadata file. For the verification 
of the suitability for the preservation, the current file format 
is analyzed and a verification of the data generation is per-
formed.  

In a subsequent classification process, as depicted in Fig-
ure 1, the result of the data and metadata verification is 
mapped to a category, which describes the degree of the pro-
bative value, the suitability for the long-term preservation 
and the security measures during the data generation [23]. 

The results of the data and metadata verification are rec-
orded together with the classification in a log file as well as 
in the updated metadata. To ensure the integrity of the 
metadata file the results are added in a separate copy (be-
lab.xml) of the file. The copy of the metadata will be signed 
by the BeLab system and is added to the data model (BeLab 
object), which contains the scientific data in the UOF. Using 
this digital signature the integrity and authenticity can be 
verified while the data is stored in the archive. Finally, the 
BeLab object will be submitted to the connected archive 
system. The user gets a unique identifier, which represents 
the archived data model. Additionally, the BeLab object is 
managed with an individual project, ELN and container iden-
tifier being defined by the user [23]. 

By using the BeLab system to archive the scientific data, 
as shown in Figure 1 with the right arrow, the scientist gets 
useful information about the probative value and the suitabil-
ity for long-term preservation of the data being submitted, 
that would not be available upon archiving the data without 

any data verifications, as shown in Figure 1 with the left ar-
row. 

B. Data and Metadata Detection 
Based on the results of the BeLab project a client appli-

cation was implemented, which offers a possibility for the 
management of scientific data and detection of correspond-
ing metadata in the research process. Instead of a complex 
ELN or LIMS the client was designed for a simple use case 
which allows the scientist to archive the data with respect to 
the GSP, as described in Section IV.B. The graphical user 
interface is divided in three sections, as shown in Figure 2. In 
these sections the user has the possibility to collect files to be 
archived or to check out archived files and edit them. The 
section of metadata refers to the structure of data, i.e., pro-
ject, ELN and general container id. Further metadata can be 
indicated for each added file in the data section, e.g., docu-
ment title, author and creation date. This metadata is used by 
the archive system to manage the data and in the BeLab veri-
fication process, as described in Section V.A.. For example, 
the author will be compared with the given author in the 
document, e.g., a Word file. 

 
Figure 2. Grafical user interface of the BeLab client. 

The generation of an archive according to the UOF that 
was described in the previous section can be performed by 
adding files to the data section. This is done with the plus 
symbol below the file table. After all files have been added 
and all needed or desired metadata has been entered, the data 
collection will be automatically converted to the UOF object 
and will be send to the BeLab system by pressing the button 
“archive”. It should be noted that the file format is very im-
portant for proper long-term preservation. Here, all file for-
mats will be accepted. But by using the universal object for-
mat, the possibility of file migration is given. The migration 
has to be supported by the archive system. 

The BeLab system will convert the UOF object to the 
BeLab data model. After that the BeLab system will evaluate 
the data, as described in Section V.A., and submit it to the 
integrated archive system. After the data model was stored in 
the archive the client application will automatically retrieve 
and display the generated BeLab object from the archive. To 
retrieve the data the corresponding identifier that was re-
turned by the BeLab system is used. 
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The main focus of the client application lies on the repre-
sentation of the metadata. This includes the metadata that 
was specified by the user as well as the metadata that was 
generated during the BeLab process, as described in Section 
V.A. In addition, the unique identifier of the corresponding 
archive will be displayed. The metadata will be displayed in 
a text field as well as a tree structure. By selecting a tree 
node, the corresponding content will be displayed as XML in 
the text field, e.g. the log file which has been written during 
the BeLab process.  

Only the part of the digital signature and the BeLab clas-
sification will be presented in a different way. The classifica-
tion will be shown as a table that contains all filenames and 
the corresponding probative values that were calculated by 
the BeLab system, as described in Section V.A. The valida-
tion of the digital signature will not only be represented as a 
detailed list in the text field, but also as a lock symbol at the 
top of the window. An open lock is associated with an inva-
lid signature whereas a closed lock stands for a valid signa-
ture. Also the background color of the text field will be green 
if the signature is valid.  

In addition to the representation in the application, the in-
formation can be exported to a PDF report. This report con-
tains the metadata as well as an evaluation of the document-
ed hash values and the result of their verification. Hence the 
integrity of the files can be verified and demonstrated, re-
spectively.  

To retrieve an existing archive file the corresponding 
unique identifier has to be entered into the data id field. By 
clicking the button “retrieve” the data will be requested and 
represented after a successful authentication and authoriza-
tion of the user. Then it is possible to edit the data and 
metadata again. For example, files can be added or removed 
from the file table and archive object, respectively. To up-
date the corresponding object in the archive, the “archive” 
button can be clicked again. The new data will be stored with 
an increased version number. To update data that has already 
been archived previously, the old data identifier has to be 
entered into the data id field.  

Additionally, a data object can be deleted from the ar-
chive by using the client application. It should be noted that 
the corresponding object will only be marked as deleted in-
stead of being physically removed from the archive. Using a 
further metadata item the storage duration can be indicated. 
After this time the corresponding object will be automatical-
ly canceled by the archive system. 

In cases in which the files cannot be submitted to an ex-
ternal system, e.g., to ensure data protection or confidentiali-
ty of private data or because the  amount of data is too large, 
the client application offers the possibility to submit only the 
corresponding unique hash values to the BeLab system. In 
this case the user needs to take care of the long-term preser-
vation of the data. It should be noted that the solution has not 
been designed for large scale data management, but rather 
for research areas with limited amount of data. 

For the data transmission, the user can choose between 
two transfer protocols. The first option is the Simple Object 
Access Protocol (SOAP) [25]. SOAP supports an authentica-
tion using a password or certificate. The second alternative is 

the REpresentational State Transfer (REST) [26]. Here, only 
the password-based authentication is possible. 

In research areas in which the documentation based on a 
laboratory notebook is not common, the presented solution 
can be used to structure the scientific data and finally submit 
it to an archive according to the rules of GSP. 

VI. CONCLUSION AND FUTURE WORK 
In this paper we introduced a simple client application 

that allows preserving GSP requirements as defined, i.e., by 
the German Research Foundation (DFG) [2] or correspond-
ing regulations issued by scientific institutions (e.g., [1]). 
The client connects to a web service (the BeLab system as 
described in [23]) that evaluates the data and metadata sub-
mitted by the client regarding its probative force and suitabil-
ity for long-term storage. After the evaluation, the data is 
digitally signed to protect the integrity and authenticity of the 
data while being stored in a long-term archive. Results of the 
evaluation are delivered back to the client. The client can be 
used later on to prove the probative force, consistency and 
integrity of the scientific data using the embedded digital 
signature. Compared to existing information management 
solutions and specific scientific data management tools like 
ELN and LIMS, the client offers a simplified way to ensure 
integrity and authenticity of scientific data. It can be easily 
integrated into every scientific process or workflow that pro-
duces or processes data in form of files. Moreover most of 
the existing tools that support the data management in scien-
tific workflows do not support the protection of integrity and 
authenticity of the data or its long-term interpretability. As 
existing metadata standards are used, the long-term interpret-
ability of the results of the evaluation (and the data) is ad-
dressed.  

Together with other scientific institutions the project cur-
rently identifies an integration of the client and the BeLab 
web service into existing scientific processes. A future en-
hancement of the client will therefore focus on the automatic 
usage of the client. One example could be to automatically 
submit files to the BeLab system using predefined rules as 
they are being created in a directory monitored by the client. 
Furthermore, lab equipment could be connected to the client 
using custom or industry standard interfaces. This way addi-
tional metadata context could be provided to allow further 
evaluation of the probative force in the BeLab system. To be 
used as a generic tool in a variety of scientific processes and 
research areas, the support for specific data formats and in-
terfaces of lab equipment have to be enhanced in future ver-
sions. If the client collects metadata throughout the entire 
research process, the integrity of the workflow could be 
proven later on by verifying the digital signature attached to 
the evaluation results stored in the archive. NoSQL databases 
for the storage of scientific data, as described, e.g., in [28], 
could also be a promising option. Especially the document-
oriented types are well suited to store scientific data and 
metadata. Extensions to evaluate the probative force, to store 
the digital signature, as described for our solution, and to 
retrieve and check the integrity have to be developed to en-
sure GSP with NoSQL databases. 
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Another field for future research could be the usage of 
the stored data and metadata as evidence during trials. In 
Germany a specific procedure is being developed to receive 
evidence records for PDF files using e-mail and digital sig-
natures. The client, while being used by an auditor or re-
viewer, could automatically send the signed result of the 
verified metadata to an e-mail address that can be used by 
the judges or attorneys during the trial. The probative force 
of the data and metadata can be enhanced even further by 
including identification, authentication and digital signature 
mechanisms of digital passports carried by scientists.  
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