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Abstract—Origin of digital artifacts is asserted by digital
provenance information. Provenance information is queried for
proof statement validations, failure analysis, as well as replication
and attribution validations. The history of a data instance that
specifies dependency among different data items that produce the
data instance is better captured using semantic web technolo-
gies. However, such provenance information contains sensitive
information such as personally identifiable information. Further,
in the context of Semantic Web knowledge representation, the
interrelationships among different provenance elements imply
additional knowledge. In this paper, we propose an autho-
rization model that enforces the purpose limitation principle
(an essential data protection principle) for such semantically
related information. We present the formalization of the security
policy, however the policy does not directly conforms to the
desired authorization outcome. Therefore, security properties
for important relationships such as subset, set union and set
intersection are defined in order to ensure the consistency of
the security policy. Finally, a use case scenario demonstrating
the defined security policy and the properties is presented to
indicate the applicability of the proposed model.

Index Terms—Semantic Web; Access control; Security; Pri-
vacy; Purpose binding; OWL; RDF.

I. INTRODUCTION

Provenance is a well known concept in the art world, it
refers to the documented history of an art object, which is used
to evaluate the significance of the art object in relation to other
similar objects [1]. Similarly, digital provenance describes how
a digital object has been brought to its current state. Such
provenance information accounts for proof statement valida-
tions, failure analysis, as well as replication and attribution
validations. In support of various provenance related queries,
access to the provenance traces is desirable. We consider that
this functionality of an application is facilitated by a repository
(or several repositories in the case of distributed environment)
that stores provenance traces. Subsequently, regulated access
to these stores has become a crucial requirement to prevent
provenance data misuse.

Nevertheless, controls to enforce legitimate access to prove-
nance information should account for two important factors of
digital provenance. First, emerging applications of provenance
such as semantic web, e-science and cyberinfrastructure [2]
demands provenance information to be available on the web,

interpretable by machines, effectively discovered and interop-
erable. This is evident from an array of PROV specifications - a
recent standardization efforts from W3C Provenance Working
Group, which are based on semantic web principles. Second,
provenance information often contains sensitive information
such as i)personally identifiable information [3]–[6] and ii)
semantically revealing relationships of different provenance
elements, which would enable inference of additional per-
sonal data [7]. Therefore, a comprehensive approach to the
enforcement of access restrictions is required in which, both
the privacy requirements of the stored data and the semantic
richness of the involved data model are taken into account.

Most often than not, research in provenance access control
tends to focus on identity-based authorization [8]–[10]. Little
attention has been paid to rule-based authorization models,
i.e., the models that take into account certain attributes of
the data, which may be denoted in terms of security labels,
usage purposes, etc. Furthermore, few research [11]–[14] have
investigated solutions to the access regulation problem when
the data is enriched with formal semantics.

The aim of the paper is to provide an authorization model
that takes into account both the data privacy attributes and the
semantic richness of the data model. The present work extends
the previous formal privacy model by Fischer-Hübner [15] that
enforces data protection principles such as purpose binding
and necessity of data processing. In particular, in the current
model, the degree of access restriction granularity is enhanced
by introducing purpose hierarchy and additional security prop-
erties are defined for the semantically enriched data.

Specific contributions of the paper are as follows:

• We identify additional necessary components for enforc-
ing authorization that is based on the purpose limitation
principle. Further, we formalized the security policy that
constrain the data access based on the purposes for which
the authorization objects are collected (Section III). In
particular, the consistency of the security policy in the
presence of web ontology’s class interrelationships are
ensured by the security properties defined for subclass,
class union and class intersection relationships (Sec-
tion III-B).
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• A use case is presented that demonstrates the applicability
of the defined security policies and properties of the
proposed model (Section IV).

This paper is organized as follows. In Section II, we describe
the background knowledge of a Semantic Web information
system and a brief introduction to the Task-Based Privacy
model. Definitions of the required components for formal-
izing the authorization model, and for the formalization of
the model’s security properties are presented in Section III.
Section IV demonstrates the applicability of the model by
means of a use case scenario. The current state-of-the-art is
analyzed in Section V followed by the conclusions of the
paper, which is presented in Section VI.

II. PRELIMINARIES

In this section, we present the background knowledge on the
Semantic Web query answering. Semantic web is a web that
is targeted for automated reasoning, integration and interoper-
ability. This is realized by enabling the machines to understand
the information content. Nevertheless, the technologies that
support Semantic web vision need to be weaved into the
well-established web standards such as Universal Resource
Identifier (URI) and eXtensible Markup Language (XML).

The starting point for making the machines understand
the web contents is to give the contents a well-defined
meaning [16]. Intuitively, knowledge representation technol-
ogy from artificial-intelligence research provides an excellent
way to define and to reason about things that exists in a
domain of interest. Accordingly, the information in the web
documents can be described, thereby providing a meaningful
structure to the web contents. Given the meanings and the
sets of inference rules, the machines can conduct automated
reasoning. On a related note, this notion of adding structured
and semantical annotations to actual data lends itself to the
concept of provenance, which is a metadata describing data.

A. Semantic Annotations

The Resource Description Framework (RDF) specifies that
the descriptions that annotate the web information take the
form of a triple. The RDF triple form is similar to the subject,
verb, object structure of an elementary English sentence [17].
Intuitively, this makes the descriptions to be readily encoded
using XML tags [16]. Formally, the description asserts that a
particular thing (some entities in the domain of interest) has
a property (relation) with certain values (again referring to
the entities in the domain of interest). A set of RDF triples is
known as RDF graph and a collection of organized RDF graphs
is called a RDF dataset. The RDF triple for the statement “John
is a person” is shown in Figure 1. Correspondingly, Figure 2
shows the RDF graph, which represents the entities in the RDF
triple as nodes and the relations as directed edges.

B. Defining the Semantics

As mentioned earlier in this section, meanings of the terms
used in the semantic annotations are provided by another
Semantic Web component called ontologies. Different from

<rdf:RDF
xmlns:rdf="http://www.w3.org/1999/02/22-rdf

-syntax-ns#">
<rdf:Description rdf:about="http://example.

com/˜jwille#john">
<rdf:type
rdf:resource="http://example.com/person-

voc#Person"/>
</rdf:Description>
</rdf:RDF>

Figure 1. RDF triple

rdf type

John Person

Figure 2. RDF graph

the ontologies in the metaphysical context, an ontology in
the Semantic Web context refers to a computational artifact
that formally defines and categorizes entities that exist in a
domain of interest as well as explicate the relations between
the entities. As a result, intelligent agents in the Semantic
Web context can unambiguously deduce the meaning of the
things in the world (domain of interest). The World Wide Web
Consortium (W3C) Web Ontology Working Group standardizes
the Web Ontology Language (OWL) as a formal language for
representing ontologies in the Semantic Web. An example of
parts of PROV ontology (PROV O) [18], which is encoded using
RDF/XML syntax specifications is shown in figure 3.

Furthermore, as OWL ontologies are grounded on the for-
mal logic using OWL 2 DirectSemantics [19], additional
inferences can be derived from the explicit declarations. For
example, an ontology that includes the information that Mary
is a mother and every mother is a women, implicitly specifies
that Mary is a women.

Ontologies and ontology-based semantic annotations are
used in many application scenarios such as Semantic Web
search engines, provenance, etc. Access to the triples subse-
quently to the RDF graphs is facilitated by The Simple Pro-
tocol and RDF Query Language (SPARQL). SPARQL 1.1 [20]
includes an extension point, which specifies OWL-based se-
mantics for query evaluation.

However, this notion of semantic interpretations and deriva-
tion of implicit information introduce novel access control
challenges. Access control mechanisms developed for XML
do not readily lend themselves to the notion of automated
reasoning of the RDF graphs. In the Semantic Web context,
the authorization objects encompass relationships among en-
tities and the additional RDF graphs that follow from such
relationships rather than the structure of a web document. The
model we propose is a mandatory access control whereby the
active agents of the system must comply to certain rules for a
successful access. The access policy of our model is based on
the purpose of the access. It is evolved from the Task-Based
Privacy model [15], which technically enforces essential data
protection principles such as “purpose binding” and “necessity
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<!DOCTYPE rdf:RDF[
<!Entity owl "http://www.w3c.org/2002/07/owl#

">]>
<rdf:RDF xmlns:owl ="http://www.w3.org

/2002/07/owl#"
xmlns:rdf ="http://www.w3.org/1999/02/22-rdf-

syntax-ns#"
xmlns:rdfs="http://www.w3.org/2000/01/rdf-

schema#">
<owl:Ontology rdf:about="">
<rdfs:label>Example Ontology</rdfs:label>
<rdfs:comment>An example ontology</

rdfs:comment>
</owl:Ontology>
<owl:Class rdf:ID="Entity" />
<owl:Class rdf:ID="Agent" />
<owl:ObjectProperty rdf:ID="wasAttributedTo" /

>
<owl:DatatypeProperty rdf:ID="value" />
<owl:Class rdf:ID="Person">
<rdfs:subClassOf rdf:resource="#Agent">

</owl:Class>
</rdf:RDF>
<owl:Class rdf:ID="plan">
<rdfs:subClassOf rdf:resource="#Entity">
<rdfs:subClassOf>
<owl:Restriction>
<owl:onProperty rdf:resource="#

wasAttributedTo"/>
<owl:someValuesFrom rdf:resource="&Pers;

person"/>
</owl:Restriction>

</rdfs:subClassOf>
</owl:Class>

Figure 3. An example of an OWL ontology encoding parts of the PROV
data model

of data processing” .

C. Task-Based Privacy Model

The key idea of the Task-Based Privacy model is to place
technical controls for enforcing data protection principles such
as purpose binding and necessity of data processing.

The authorization policy is expressed in terms of the
purposes that are assigned to the active agents and to the
passive objects of a system. Data objects are categorized
into object-classes, which are assigned a set of specified
purposes representing the usage purposes of the data objects
in those classes. The tasks that operate on those objects are
also assigned appropriate purposes. Tasks are specific to an
application, hence depending on the applications a task could
comprises of several functionalities. Each task or simply a
functionality serves exactly one purpose. The active agents are
authorized to perform a set of tasks, which is further restricted
by the kind of data transformations that are allowed for each
task. Given these components, the central security property of
the model is defined as:

Purpose binding property: An active agent is permitted to
access a data object, only if the purpose of the task that the

agent currently performs is contained in the set of purposes
specified for the object-class that encloses the data object(s).

III. PRIVACY PRESERVING AUTHORIZATION MODEL FOR
SEMANTIC ANNOTATIONS

We consider, in this work that the data usage is constrained
by the purpose limitation principle. This is required for com-
plying with the European Union (EU) General Data Protection
Regulation (GDPR) and other privacy laws. EU GDPR (Art.5
1(b)) mandates that the processing of personal data should
only be permitted if it is necessary to serve the purposes for
which the data is collected [21].

A. Model Components

Definition 1: (Subjects S) A subject is an active agent of a
system, which is properly identified and authenticated. S is set
of active subjects.

S = {s1, s2, ...sn}

OWL ontology is a formal specification that includes cate-
gories of entities (referred to as classes in OWL terminology),
and structured vocabularies that explicate the relationships
among the classes. Relationships include both the taxonomy
of classes and other relationships among the classes. A rela-
tionship other than the class taxonomy is the relation between
the instance of two class, which are the domain and the range
of the relationship.

Definition 2: (OWL Ontology) An OWL ontology O is
defined as a tuple,

O = (C, Tc, R)

Where, C is a set of OWL classes {c1, c2, ..., ci}, Tc is the set
of terms that explicate the taxonomy of classes and R refers
to the set of other types of relations among the instances I of
the classes in C. R = {r1, r2 ..., rn}, where ri is a relation
from ci to cj (i 6= j), given that Dom(ri) = {Ici ∈ ci |
∃Icj

∈ cj , (Ici
, Icj

) ∈ ri} and Ran(ri) = {Icj
∈ cj | ∃Ici

∈
ci, (Ici

, Icj
) ∈ ri}.

Definition 3: (RDF triple) A RDF triple, which is of the
form (statement-subject (Srdf ), predicate (Prdf ), statement-
object (Ordf )) is an element of the Cartesian product of
((C ∪B)× (Tc ∪R)× (C ∪ L)). Where,

• Srdf ∈ (C ∪B), such that ∃ci ∈ C : Srdf ∈ ci and B is
a set of blank nodes.

• Prdf ∈ (Tc ∪R).
• Ordf ∈ (C ∪ L), such that ∃ci ∈ C : Ordf ∈ ci and L is

a set of literals.
A RDF graph G is a finite set of RDF triples. However,

in addition to the direct mappings of RDF instances to OWL
classes and respective relationships, additional RDF triples
and graphs are entailed. This is due to the interpretation of
how the OWL classes and terms are connected in the direct-
semantics-based OWL ontology. We refer to these additional
RDF instances as entailments. Accordingly, the authorization
objects is defined as follow;
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Definition 4: (Authorization objects) An authorization
object is a subgraph ofG that explicitly and implicitly conforms
to the OWL ontologyO under the OWL 2 direct semantics. A set
of authorization objects is denoted as OA.

An application is made up of several tasks. Examples tasks
of a hospital information system are admission, diagnosing,
surgery, care transfer, discharge, and billing. Definitions 5-10
are derived from the Task-Based Privacy model [15].

Definition: 5: (Tasks) Tasks are operations through which
the subjects access the authorization objects. T is a set of all
tasks that are defined for a system.

T = {t1, t2, ...tn}

Each subject will be authorized for a subset of tasks either
depending on their roles in an organization or on other
contextual attributes.

Definition 6: (Authorized tasks) A set of tasks that a
subject is authorized to perform is provided by a task assigning
function.

AT : S → 2T \ ∅

where, AT (si) is the set of authorized tasks of si.
We further distinguish the current task that the subject is

performing from its authorized set of tasks. If there is no
current task for a subject, then a standard value “Nil” is
assigned as its current task.

Definition: 7: (Current task) Current task is the task that a
subject is currently performing,

CT : S → T ∪ {Nil}

Information, specifically personally identifiable information,
is collected and stored for certain usage purposes. As pointed
out earlier, it is required by data protection laws (e.g., the
EU GDPR) that the processing of such information should be
permitted where it is necessary to serve those purposes. Ac-
cordingly, the tasks that access the information for processing
must be assigned a specific purpose that they are designed
to serve. As an example, in a hospital information system,
an admission task, which is designed to serve the admission
purpose is only allowed to operate on information that is
collected for the administrative purpose.

Definition: 8: (Purposes) The set of all purposes for which
data is collected and processed in an application is denoted by
P

P = {p1, p2, ..., pn}

Relationship between the purposes play a crucial role.
Hierarchically structured purposes can, i) improve the gran-
ularity of the access control rules by constraining the access
to specific sub purposes and ii) lend itself well to specify
interconnected purposes to related OWL classes. Set P is
defined to have an order relation ≤ and forms a partially
ordered set (P ,≤). The hierarchical structure we propose for
the purposes is exemplified and illustrated in figure 4. The
top level nodes are “super” purposes that dominates their
children. As a consequence, tasks and authorization objects are
identified both from the purposes directly assigned to them and

from the purpose subsumption relation. Correspondingly, in
order to be aligned with the hierarchically structured purposes,
the tasks, which are designed to serve the purposes need to be
hierarchically structured as well. Figure 5 shows an example
of a task hierarchy with diagnosing as the super task, which
is assigned the super purpose MT. Further, its two sub tasks
General Check and Kidney Check are assigned sub purposes
GT and KT respectively.

Medical
Treatment

(MT)

General
Treatment

(GT)

Kidney
Treatment

(KT)

Figure 4. Example of a purpose
hierarchy

Diagnos
ing

General
Check

Kidney
Check

Figure 5. Example of a task hierarchy

Definition 9: (Purpose of a task) For each task in an
application, there exists a purpose in set P that is served by
the task.

φT : T → P

Where φT is a purpose assigning function for tasks and
φT (ti) is the purpose of the task ti

Further, the authorization objects OA of a system need
to have specified purposes for which they are collected and
stored. However, determining purposes for every RDF in-
stances is time-consuming and error-prone. Hence, in this
paper we consider that every OWL class in a domain of
interest is assigned a set of usage purposes. The relationships
R that are specific to the instances of a class and the instances
themselves inherit the purposes of that class.

Definition 10: (Purposes of OWL classes) Each OWL
class in a domain of interest are assigned a non-empty set of
purposes.

φC : C → 2P \ ∅

Where φC is a purpose assigning function for OWL classes
and φC(ci) are the purposes of the elements and the relation-
ships R of the class ci.

In the original Task-Based Privacy model a set of data
transformation procedures are defined for each tasks. In order
for a subject to perform its tasks it needs to be authorized
to execute certain transformation procedure on the authoriza-
tion objects. In the Semantic Web context however, query
answering is the major essential operation [22]. Hence, we
consider query answering as the only action by the subjects S
on the authorization objects OA, in access control terms this
represents the READ action and denoted as READ(OA)S .

B. Model Constraint and Properties

In this subsection, we formally define the security policy
that constraints the behavior of a Semantic Web query an-
swering system such that subjects only receive the information
that they allowed to receive. Further, we define security
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properties that need to fulfilled by the system in order to
control the inference of specific information from a general
set of information.

Security Policy-1: (S1): A subject is granted read access to
OA, only if the purpose of a subject’s current task is contained
in the set of purposes of the OWL classes that enclose the OA

or is a super purpose of a purpose in that set.

∀si ∈ S,OA ∈ G : READ(OA)si

⇒ φT (CT (si)) ∈ φC(C(OA)) ∨
φT (CT (si)) ≥ pj , for pj ∈ φC(C(OA))

Security Policy-2: (S2): The subject must be authorized to
execute its current task.

∀si ∈ S : CT (si) ∈ AT (si)

The current task CT (si) of si must be an element of its
authorized tasks.

Security Properties: However, the soundness of the security
policy (S1) is challenged by the interrelationships among the
classes of O. In this sub section, we define security prop-
erties for OWL class taxonomies to ensure S1 is consistent.
Properties for subclass, class union, and class intersection are
defined.
Sublcass: Subclass axioms represent the taxonomy of OWL
classes that describe the domain of interest K. Semantically,
lower level nodes are more specific than the generic higher
level nodes in a OWL class hierarchy [23]. In this context, to
restrict access to specific subclasses, specific purposes need to
be assigned to the subclasses. However, subclass axioms also
imply membership of parent classes and this is an allowed
inference. Hence, for the reasoning engine to include this
inference, the purposes of the subclasses need to be included
in the purpose assignment of their parent classes.

C1 (Subclass): Given the classes B, D and if B ⊆ D, then
the purpose assigned to the subclass B must be included in the
purposes assigned to its parent classD. IfB ⊆ D ⇒ φC(B) ⊆
φC(D).

D

p1,p2

B

p2

is-a

Figure 6. Example purpose assignments for subclass relationships

Figure 6 shows an illustrative example, where the subclass
B is assigned the purpose p2 and that the purpose is included
in the purposes for D. S1 implies that the task that is assigned
the purpose p2 is allowed to view the instances of B and the
semantic relation (implicit knowledge) that B is a subclass
of D. Whereas, the task that is assigned the purpose p1 is
allowed to view only instances of the more general class D.
Class Union: The union of two or more classes consist of
instances that are member of at least one of those classes.
Semantically, the union encompasses of instances of one or

more specific subclasses. In this context, the purpose assign-
ments of the specific subclasses that comprise an union class
are included in the purpose assignments of that union class.

C2 (Class Union): Given the classes A, B, D and if A
is a result of set union of its subclasses B and D, then the
purposes assigned to A must include the purposes assigned to
its subclasses. If A = B ∪D ⇒ φC(A) ⊇ φC(B) ∪ φC(D).

A

p1, p2

union of

B

p1

D

p2

Figure 7. Example purpose assignments for class union relation

Figure 7 shows an illustrative example, where the union
class A includes the purpose assignments p1, p2 of B and C
respectively. According to S1 the tasks that are assigned either
p1 or p2 are allowed to view the individuals of respective
subclasses including the knowledge about the union.
Class Intersection: The intersection of two or more classes
contains exactly every individual, which is a member of those
concerned classes. Semantically, i) the overlapped class is
more specific than the generic overlapping classes and ii)
the overlapped class combines individuals belonging to two
or more distinct classes which may have been collected for
different purposes. Hence, access to the overlapped class
must be constrained, so that unauthorized inference of the
respective overlapping class is prevented as well as the illegal
inference of overlapped class from the overlapping class. As
consequence of the purpose hierarchy introduced in III-A, the
purpose assignment of the overlapped class needs to dominate
the purpose assignments of its overlapping classes.

C3 (Class Intersection): Given the classes B, D, E and
if E is a result of set intersection of B, D then the purpose
assignment of E must dominate the purpose assignments of its
overlapping classes. If E = B ∩ D then φC(E) ≥ φC(B) ∧
φC(E) ≥ φC(D)) and φC(E) is the lowest super purpose ofB
and D in the purpose hierarchy (i.e any other super purpose of
B and D is dominating φC(E)).

E

MT

intersection of

D

KT

B

GT

Figure 8. Example purpose assignments for class intersection relation

Figure 8 shows an illustrative example. The overlapping
classes B and D are respectively assigned sub-purposes GT and
KT from the example purpose hierarchy presented in Figure 4.
In the Figure 4, it shows that MT is the super-purpose in the
hierarchy that subsumes GT and KT. According to S1, the task
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Surgeryprov:infl

is_a

prov:gen

prov:uses

prov:uses

prov:gen

prov:infl

prov:gen
prov:der prov:der

prov:uses

prov:infl

prov:assoc

prov:assoc

prov:assoc

prov:gen

prov:uses

prov:genprov:usesprov:gen

prov:assoc

Person

Admission
Staff

Hospital
Management

Plan

Admission
Activity

Patient
record

Bill

Billing
Activity

Screening
Activity

General
Check-up

Kidney
tests

Result
Summary

Removal
Activity

Patient

Treatment
Instrruction

Data

Surgeon

Transplant
Activity

Donor

Receipent

Surgery
Report

Care
Transfer Activity

Discharge
Summary

Care
Instructions

Discharge
 Activity

prov:attri
prov:uses

union_of

inter_of

Stage4: Care transfer

Stage1: Admission

Stage3: Surgery

Stage2: Diagnosing

Stage5: DischargeStage6: Billing

AD
AD

AD

AD
AD

AD

AD

AD

GT

GT

GT

GT
MT

KT

KTGT

GT

KT

GT
KT

KT

KT

GT

MT

MT CA

CAMT

MT CA

AUT

AUT

AUT
MT GT

KT

Figure 9. An example of a provenance OWL ontology for an imaginary surgical scenario

that is assigned MT which inherently subsumes the subtasks
with purposes GT and KT is allowed to view the individuals of
B,D and E. Whereas the subtasks with purpose assignments
GT or KT is allowed to view the instances of the respective
overlapping classes.

IV. USE CASE: ACCESS TO PROVENANCE INFORMATION
IN A HOSPITAL INFORMATION SYSTEM

An imaginary hospital called St.Mark hospital tracks prove-
nance for the web documents to serve various provenance
related automated queries. RDF is used to describe the prove-
nance of web information using the ontology PROV-O. Access
to such information needs to be managed for security, and
especially for privacy reasons. The authorization policy of
St.Mark hospital information is based on the purpose limi-
tation principle. We consider the surgical part of the hospital
service in this example. A patient needs to be admitted and
diagnosed for a surgery procedure, hence the data usage
purposes listed in Table I are identified for this scenario;

Table I. Purposes for data processing in a surgical care scenario

Purposes

Administration (AD)
Audit (AUT)
General Treatment (GT)
Kidney Treatment (KT)
Medical Treatment (MT)
Care Transfer (CA)

Graphical representation of the provenance ontology en-
compasses of OWL classes, taxonomy and relationships in a
imaginary surgical scenario is shown in Figure 9

According to the PROV-Data Model (PROV-DM) [24], the
ellipses represent the data items, the rectangles represent the
processes or the activities that act on the data items and the
hexagons represent the respective agents. Each of these PROV

elements are modeled as OWL classes in Figure 9 including the
respective relationships, which are also modeled in accordance
with the PROV-DM. Each OWL class is assigned a set of
purposes for which the data is collected and stored. In the
following subsections we present a set of examples of, how
the purpose limitation principle is enforced using the model
described in Section III. In particular, we illustrated using an
imaginary scenario, the security properties of the proposed
model and the details of directly assigned and indirectly
derived sub purposes.

A. Security Properties: Subclass and Union of Subclasses

In the OWL semantics, being member of a subclass implic-
itly means being member of a respective superclass. Hence, a
query to an instance of a subclass includes the information
that the instance is also a member of a superclass. Since
super classes are more generic than the specific subclasses,
the query to the superclass instances however, should not in-
clude the knowledge of the corresponding subclasses. Thereby,
unauthorized inference of specific information from general
information is prevented.

is_a

Person

John
Smith

Admission_1

Figure 10. An example
of a RDF subgraph that includes knowledge of respective super class
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In Figure 9, “admission staff” class is more specific than
the generic “person” class. According to S1, an auditor who is
performing audit provenance query as part of an audit task to
fulfill the audit purpose is authorized to read the RDF subgraph
that is stored for audit purpose.

prov:gen
prov:uses

prov:uses

prov:gen

Person_1

St.Mark
Hospital

Plan_1

Admission_1

Patient
Record_1

Bill_1

Billing_1

Discharge
Summary_1

prov:attri

Figure 11. An example of a RDF subgraph pertaining to administration
purpose

The resulting RDF subgraph is shown in Figure 10, which
includes the implicit knowledge that “John Smith” who is an
admission staff is also a member of a “person” class. Whereas,
an administrator, who is executing a query that is related to the
admission task for performing the administrative purpose, will
receive the RDF subgraph depicted in Figure 11. This subgraph
does not include the knowledge about a specific admission
staff but the knowledge that the associated PROV agent, is a
member of a “person” class.

The same principle is applied to the union of two or more
subclasses. The classes that add up to a union are more
specific than the generic union class. Querying for instances of
subclasses that comprise the union includes the knowledge that
the subclasses are part of an union class. Likewise, querying
the instances of the union class includes the knowledge of the
subclasses that comprise the union. This is because, unlike the
generic super class that is an abstraction of infinite number
of specific classes, the union class consist of exactly a finite
number of subclasses.

In Figure 9, “Surgery” is a union of “Removal activity”
and “Transplant activity” with purposes “GT” and “KT” re-
spectively. Figure 12 shows an example of a returned RDF
sub graph for a provenance query related to a general-check
task that fulfills the general treatment purpose. The subgraph
includes the knowledge that “Polyp removal” is part of an
union class “Surgery”.

B. Security Property: Class Intersection
In OWL class intersection, the overlapped class is more

specific than the overlapping classes. Hence, it must be en-

Surgery

prov:infl

prov:infl
prov:gen

prov:uses

prov:assoc

prov:gen

prov:assoc

Medical
Screening

General
Check-up_1

Polyp
Removal

Patient_1

Treatment
Instrruction
Data_1

Surgeon_
1

Surgery
Report_1

Figure 12. An example RDF subgraph for class union

sured that unauthorized inference of overlapped class from
the generic overlapping class is prevented. Similarly, the
inference from the overlapped class to the overlapping class
need to be permitted because if a subject get hold of the all
the overlapping classes then the subject can easily infer the
overlapped class. This achieved in our model by means of
the super-purposes and sub-purposes hierarchy. As result of
the semantics behind the super-purpose, the overlapped classes
need to be assigned super-purposes. Thereby, authorization on
the overlapped class subsumes the purposes of the overlapping
classes.

Surgery_1prov:infl

prov:infl
prov:gen prov:der

prov:der

prov:infl

prov:assoc

prov:assoc

prov:assoc

prov:gen

prov:uses

prov:genprov:usesprov:gen
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Medical 
Screening

General
Check-up Kidney
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Result
Summary_1

Polyp 
Removal
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Treatment
Instrruction

Data_1
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Kidney
 Transplant
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Donor_1

Kidney 
Receipent

_1

Surgery
Report_1

Care
Transfer_1

Discharge
Summary_1

Care
Instructions_1

Discharge_1

prov:uses

Figure 13. An example RDF subgraph that includes instances
that are due to the indirectly derived purposes

In Figure 9, “Result Summary” is more specific than the
generic overlapping classes “General Checkup” and “Kidney
tests”. A specialist executing a provenance query as part of
the diagnosing task for the fulfillment of the medical treatment
(MT) purpose, will receives the RDF subgraph shown in Fig-
ure 13. The subgraph does not only include the instance of the
overlapping class “Result Summary” but also the knowledge
that it is an intersection of classes “General Checkup” and
“Kidney tests”. This is due to the fact that the purposes of
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both the “General Checkup” and “Kidney tests” classes are
the sub purpose of MT. According to S1, a task, which is
assigned a super purpose can access the information pertaining
to its corresponding sub purposes. However, the RDF subgraph
returned for the task that is assigned a sub-purpose GT does not
include the knowledge of the overlapped class (see Figure 12).

V. RELATED WORK

Much research on access control for provenance information
does not acknowledge the emerging Semantic Web principles
that underly the web provenance architecture. One exception
is the work by Cadenhead et al. [25], they extend the access
control language for generalized provenance model [26] with
regular expressions. Regular expressions are used to identify
relevant parts of the RDF graphs that represent provenance.
Although, the policy specification of their model includes ac-
cess purposes, they did not consider the entailments provided
by OWL or RDF semantics.

Further, considerable amount of research has been devoted
to investigate the access control models for RDF data stores.
Jain et al. [13] propose a mandatory access control model for
the RDF data stores that include derived RDF statements that
follow from a RDF schema. However, OWL semantics that we
have considered in our model are formally grounded and hence
are more precise than the RDF schema. Furthermore, their
model is based on a linear hierarchy of security classification
labels assigned to the data objects, which is not pragmatic to
define in the context of emerging applications except for the
military domain. There are lot of research efforts on access
control policy languages that specify access restrictions for
semantically enriched information. Amongst which, the most
relevant one is the work done by Kaushik et al. [12]. They
propose a constraint logic based policy language to represent
disclosure constraints for exposing parts of the ontology,
and removing or desensitizing sensitive ontological concepts.
However, in their model the disclosure constraints are not
based on the access restriction attributes of the access objects,
which is the primary focus of our model. On the similar
basis, the work by Qin et al. [14] is an identity-based access
control model rather than a mandatory access control model.
Although, similar to our model their model is based on the
relations between the OWL classes and how those relations
can reveal information about one class from that of the other.
We ascertain that both the work can be extended using our
model.

Finally, significant amount of research effort has been put on
automatic processing of privacy policies that enforce purpose
limitation over the personal data access. Two main policy
languages that formally represent enterprise data processing
requirements are EPAL [27] and PPL [28]. Data usage re-
striction of these languages, however, are centered around
data objects that does not represent semantic relationships.
Similarly, Task-Based Privacy model [15] places technical
controls for the implementation of legal privacy requirements
such as purpose limitations but again the focuses is on the
data objects that are not semantically enriched.

VI. CONCLUSIONS AND FUTURE DIRECTION

The major strength of our model is that it recognizes
the characteristics of the protection objects rather than the
characteristics of the subjects. We ascertain however, that our
model can be integrated into the role-based access control
by authorizing the tasks to the roles instead of the subjects.
In our model, we consider that the restriction attributes are
for each OWL class including its relationships. However, the
relationships that connect individuals of different classes might
involve different type of semantics than class taxonomy hence
may require a discrete access restriction attributes on its own.
Furthermore, the abstraction on the OWL relationships due to
our model introduces violation of integrity with respect to the
OWL relationships. Figure 11 shows such a violation, where
the instance “Discharge Summary 1” is unrelated to any class.
Hence, in our future work we consider to study unauthorized
inferences result from the OWL class relationships besides the
OWL class taxonomy and consider to devise an abstraction
mechanism for mitigating unauthorized inferences, which re-
spect the OWL relationship constraints.
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