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Power Control based Fair Coexistence of LBT-Free 5G New Radio Small Cells with
WiGig Networks

Rony Kumer Saha
Radio and Spectrum Laboratory
KDDI Research, Inc.
2-1-15 Ohara, Fujimino-shi, Saitama, Japan
email: ro-saha@kddi-research.jp

Abstract—In this paper, we present a power control technique to
coexist in-building small cells of the Fifth-Generation (5G) New
Radio (NR) in the 60 GHz band with the incumbent Access Points
(APs) of the IEEE 802.11ad/ay standard, also termed as Wireless
Gigabit (WiGig). Small cells are not Listen-Before-Talk (LBT)
feature enabled. Moreover, each small cell is equipped with a dual-
transceiver, one operating in the 28 GHz band exclusively while
the other in the 60 GHz band opportunistically. The proposed
technique allows each small cell to operate in the 60 GHz band
only to serve its downlink traffic by switching its transmission
power either to zero or to a minimum allowable level. The
minimum power level results in the interference experienced by a
WiGig AP (WIiAP) that does not exceed its prior interference
threshold level set by the WiGig operator to ensure its fairness
while coexisting with a small cell. We derive average capacity,
Spectral Efficiency (SE), and Energy Efficiency (EE) metrics for
NR small cells. With system-level simulation results, it is shown
that the proposed technique improves all these above metrics of
small cells considerably while ensuring a fair coexistence of small
cells with incumbent WiAPs by limiting the interference at a
WIAP to the maximum allowable level (i.e., the interference
threshold level).

Keywords—5G; millimeter-wave; unlicensed band; new radio;
small cell; IEEE 802.11 ad/ay; power control.

. INTRODUCTION

The continuing growth in mobile devices and data traffic
over the past decade causes mobile network operators (MNOSs)
to face tremendous challenges since the availability of the
mobile spectrum for an MNO has not been increased
correspondingly. Though several approaches, such as small cell
deployments have been employed, no significant improvement
toward addressing the growing demand to serve data traffic has
been observed. This causes the focus of an MNO to shift from
serving its data traffic by the allocated licensed spectrum only
to the unlicensed spectrum bands as well. Globally, a large
amount of spectrum is available in the unlicensed bands,
including 2.4 GHz, 5 GHz, and 60 GHz. A major feature of the
unlicensed bands is the ability of a user to get access freely to
them. However, because of the presence of the incumbent WiFi
networks in the unlicensed bands, proper co-channel
interference (CCI) management is necessary to coexist a
cellular network with a WiFi network in the same unlicensed
band.

In this regard, by enabling cellular nodes (e.g., small cells)
with Listen-Before-Talk (LBT) (Alhulayil and Lopez-Benitez,
[1]), a fair coexistence of cellular and WiFi nodes can be made
possible. The LBT is basically similar to the Carrier-Sense
Multiple Access with Collision Avoidance (CSMAJ/CA).

Copyright (c) IARIA, 2021. ISBN: 978-1-61208-895-2

Instead of allowing a cellular node to always use a channel, it
shares between a cellular node and a WiFi Access Point (AP)
fairly (Zhang et al. [2]) by periodically stopping the cellular
node to occupy the channel and detecting the activities of other
shared nodes on the channel. Several studies also showed that
the LBT is critical for a fair coexistence between a cellular
network such as Long-Term Evolution (LTE) and a Wi-Fi
network (Kwan et al. [3], Chaves et al. [4]). However, LBT is
not used in all regions such as the United States of America
(USA) and China where LBT is not required particularly for
early commercialization (Lagen et al. [5]). Hence, cellular
nodes are enabled with LBT, they do not have sensing
capabilities such as the CSMA/CA protocol of WiFi networks
to avoid a collision. In this regard, the coexistence of small cells
can be provided by managing CCI with WiFi networks in time
and power domains.

In this direction, numerous studies already addressed the
coexistence issues between cellular and WiFi networks in the
time-domain using the Almost Blank Subframe (ABS) based
Enhanced Intercell Interference Coordination (elCIC)
technique in LTE. For example, by employing ABSs, Almeida
et al. [6] proposed a scheme to coexist LTE with WiFi in an
unlicensed band. Likewise, Nihtilé et al. [7] proposed the LTE
muting mechanism to allow access to the channel to WiFi users
and Zhang et al. [8] presented an ABS-based coexistence
scheme to avoid co-channel interference between small cells
and WiFi systems.

With regard to providing the coexistence between cellular
and WiFi networks in the power-domain, Huang et al. [9]
discussed the coexistence of LTE/WiFi in the power domain
such that by adjusting the output power of LTE nodes, the
transmission opportunity of WiFi nodes can be changed. Sagari
et al. [10] proposed Wi-Fi and LTE coordination algorithms
based on optimization in the power and frequency domain.
Further, Chaves et al. in [4] proposed to use the uplink power
control to improve the performance of coexistence of LTE with
WiFi by introducing an additional factor to the conventional
uplink power control mechanism of LTE. Besides, Hang et al.
[11] proposed a Power Control-based Spatial Reuse scheme
to increase the probability of simultaneous transmissions of
Licensed-Assisted Access (LAA) and WiFi. Moreover, in
[12], Xia et al. studied the use of transmit power control, as well
as clear channel assessment, mechanisms in unlicensed LTE
systems by considering that all stations use the same fixed
transmit power.

However, different from these above contributions in
power-domain, in this paper, we present a simple, yet effective,
transmit power control technique for in-building small cells of
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Fifth-Generation (5G) New Radio (NR) to coexist with the
incumbent WiFi Access Points (WiAPs) of the Wireless
Gigabit (WiGig) in the 60 GHz band. In doing so, we first
present the system architecture and the coexistence mechanism
in Section 11, followed by the mathematical analysis to derive
average capacity, Spectral Efficiency (SE), and Energy
Efficiency (EE) metrics for NR small cells in Section I1l. We
evaluate the performance of the proposed technique in Section
IV and conclude the paper in Section V.

Il. SYSTEM ARCHITECTURE AND PROPOSED COEXISTENCE
MECHANISM

Consider a set of small cells and WiAPs such that one from
each set is deployed per apartment of any multistory building
located within the coverage of a macrocell of a 5G NR operator.
A set of picocells are also located within the macrocell coverage
to offload some macrocell traffic. Each small cell or WiAP
serves one User Equipment (UE) at a time. For clarity, we
consider only one apartment to show the coexistence of a small
cell and a WiAP as shown in Figure 1(a). From Figure 1(a), it
can be found that each small cell is equipped with two
transceivers, one operates in the 28 GHz band and the other in
the 60 GHz band.

Since the 28 GHz band is a licensed band for an MNO, the
transceiver operating at the 28 GHz band can serve both the
uplink and downlink traffic at all time. However, since WiAPs
operate in the 60 GHz band by default, and small cells are not
Listen-Before-Talk (LBT) enabled, it can be possible that all
WIAPs are blocked by the small cells due to having relatively a
higher interference margin of a small cell than that of a WiAP.
Hence, to overcome this problem, we propose the following

()

e Interferenceat Xy
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(/( G/‘/e L‘) \)\/
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Small cell UE  WIAP UE WIiAP

(@)
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P red
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(b)

Subframe allocated

power control technique to coexist small cells with WiAPs as
shown in Figure 2(b).

Small cells of any 5G NR can get access to the 60 GHz band
either when no UEs of any WiGig network are present within
an apartment of a multistory building or when small cells of any
5G NR can operate in the 60 GHz band at a reduced
transmission power causing less interference than that of the
interference threshold set by the corresponding WiGig network,
as shown in Figure 1(b).

The presence of a UE of a small cell can be sensed by the
WIAP by detecting and measuring the 60 GHz channel energy,
whereas the transmission of a WiAP can be identified either by
the small cell using its transceiver operating at the 28 GHz or
by the UE of the small cell in the uplink at the 28 GHz band.
Note that the WIAP stops the transmission due to its inherent
CSMAJCA protocol to avoid collision with the small cell. An
example of opportunistic subframe allocation to small cells to
coexist with WiAPs in the 60 GHz spectrum band by employing
the proposed power control technique is shown in Figure 1(c)
and is described in the following.

A subframe in the 60 GHz is allocated to either a small cell
or a WiAP depend on the presence of their UEs at any time, as
well as the level of interference experienced by the UE of the
WIAP as compared to that of its threshold interference. More
specifically, given that a UE of the small cell is present in an
apartment, a subframe is allocated to a small cell only under the
following conditions:

e when no UEs of the WIiAP is present.

e when a UE of the WIAP is present, and the interference
experienced by the WIAP UE is above the threshold
interference.

Opportunistic 60 GHz spectrum
access by a small cell

=
3
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Figure 1. (a) Coexistence of a small cell and a WiAP in an apartment of a building. (b) Small cell transmission power control technique. (c) An example of

opportunistic 60 GHz spectrum access by a small for a number of subframes.
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However, if the interference experienced by the UE of the
WIAP is below the threshold interference in a subframe, no
collision can be detected by the CSMA/CA protocol of the
WIAP, and hence, the corresponding subframe is allocated to
the WIAP.

1. MATHEMATICAL ANALYSIS

Let Sm, Se, and Sg denote, respectively, the number of
macrocells of a 5G NR MNO, the number of picocells per
macrocell, and the number of small cells in a building. Let M,
, Mys , and Mg, denote, respectively, the number of
Resource Blocks (RBs) of 2 GHz, 28 GHz, and 60 GHz spectra
where an RB is equal to 180 kHz. Also, let T denote the
simulation run time with the maximum time of Q (in time step
each lasting 1 ms) such that T= {1, 2, 3,...,Q}. Following [13],
the arrival process of UEs of a 5G NR small cells and WiGig
operators can be assumed to follow the Poisson processes with
a mean A, and A, , respectively, over a certain observation

time T. Hence, the amount of time in terms of the humber of
Transmission Time Intervals (TTIs) that 5G NR small cells and
WIAPs in a building serve their corresponding UEs in Q can be
expressed, respectively, as follows.

}\’NR x
T :H(xm +>»WiG>J Qw ®

Let B, and Py
power of a macrocell and a picocell. Let

denote, respectively, the transmission

I o6 wic denote the

threshold interference value for a WiAP. Also, let Pgd’sc and

Pegeg,sc denote, respectively, the maximum transmission power
and the reduced transmission power of a small cell when
operating in the 60 GHz band. Let I, denote the

interference experienced by a WiAP due to Pgeg. such that

lsossc < locwic - Hence, the transmission power of a small

cell when operating at 60 GHz can be expressed as follows.

Peoe,sc _ {Psl&az-),(scv if Isoc;,sc =0 @)

red H
PGOG,SC ’ If IGOG,SC * O

Now the received Signal-to-Interference-Plus-Noise Ratio
(SINR) at RB=i in TTI=t at a UE of a small cell is given by

= it H 3
Pi = m xHy; 3)

where P; , N, I,; , and H; denote, respectively,

transmission power, noise power, interference power, and link
loss at RB=i in TTI=t.

Using Shannon’s capacity formula, a link throughput at
RB=i in TTI=t for an MNO o in bps per Hz is given by [14]
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where 8 denotes the implementation loss factor.
The average capacity of all macrocell UEs of a 5G NR can
be given by

oo = Xoca 2o S (Pur) )

where o and p are responses over M,; RBs of all macro UEs
inteT.

Now, the average capacity served by transceiver 1 of all
small cells in the building is given by,

S 3N Yl SO Q
te

Similarly, the average capacity served by transceiver 2 of
all small cells in the building is given by,

ohd =201 2 2 Oeni (Peas) )

t el\r

So, the total average capacity served by both transceivers
of all small cells in the building is given by,

Tri+Tr2 _ __Trl Tr2
Dualgand — 9286 T o (8)

Due to small coverage, low transmission power, and high
distance-dependent path loss, we assume similar indoor signal
propagation characteristics for both 28 GHz and 60 GHz.
Hence, by linear approximation, the system-level average
capacity, SE, and EE, respectively, for all small cells of a 5G
NR is given by,

56NR __ Tr1+Tr 2
cSSys - GZG + csDuaI Band (9)
5GNR
56NR __ Sys
’YSys - (10)

((MZG +M28G)XQ)

H( LxSg x ( Prsa.sc + Poos.sc )) +J % Q]

(S x P )+ (S x P )
g2 = P PC ’;/IG _ MC (11)
Sys

Note that for the SE estimation in (10), only the licensed
spectra are considered since licensed spectra are not free of cost
and each operator needs to pay for the spectrum licensing fee.

IV. PERFORMANCE EVALUATION AND COMPARISON

Table | shows the simulation parameters and assumptions
used to evaluate the performances of the proposed technique.
Figure 2 shows SE and EE responses of small cells in a building
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due to the variation in the interference threshold 1% at a

60G,WiG
WIAP. As the interference threshold requirement increases, i.e.
the value of 1 decreases, both SE and EE performances of

60G,WiG
small cells of 5G NR improve nonlinearly. This is because, with
anincrease in 1% small cells can increase the transmission

power in the 60 GHz band, resulting in improving the capacity
logarithmically following (4). This, however, causes a
corresponding reduction in the capacity, and hence the SE and

EE performances of WiAPs. Moreover, using (7), an increase
in the transmission time Tnr Of small cells increases the overall
capacity, and hence the SE and EE of small cells. In summary,
Tne and 18, play considerable role in trading-off the
coexistence performances, in terms of the average capacity, SE,
and EE, of both small cells of a 5G NR network and WiAPs of
a WiGig network.

TABLE |
SIMULATION PARAMETERS AND ASSUMPTIONS

Parameters and Assumptions

Value

Number of 5G NR-U and WiGig operators, respectively

11

Spectrum bandwidth of |2 GHz (Non-LOS), 28 GHz (LOS), and 60
NR GHz (LOS), respectively

10 MHz, 50 MHz, and 100 MHz

Number of cells Macrocells, picocells, and small cells

1,2,and 9

Interference threshold, 15 i

10%, 15%, and 20% of P12

Cellular layout?, inter-site distance (ISD)!?, transmission direction

Hexagonal grid, dense urban, 3 sectors per macrocell site, 1732 m,
downlink

Macrocell! and picocell! 46 and 37
Total base station transmit power | Small cell operating in 28 GHz'! |19
(dBm) Small cell operating in 60 GHz!  |17.3
2 GHz Frequency selective Rayleigh
Co-channel small-scale fading 28 GHz no small-scale fading effect
model 60 GHz no small-scale fading effect
MBS and a UE! Outdoor macrocell UE PL(dB)=15.3 +37.6 logioR, R is in m .
Indoor macrocell UE PL(dB)=15.3 + 37.6 logioR + Low, R is in m and Low=20 dB
Path loss PBS and a UE! PL(dB)=140.7+36.7 logioR, R is in km

28 GH PL(dB)=61.38+17.97 logioR, R is i
SBS and a UE!2 8 GHz (dB)=61.38+17.97 logio g is in m
60 GHz PL(dB)=68+21.7logi0o(R), R in m
Lognormal shadowing standard MBS? and PBS! 8 and 10
deviation (dB) SBS in 28 GHz and 60 GHZ? 9.9 and 0.88

Antenna configuration

Single-input single-output for all BSs and UEs

Antenna pattern (horizontal)

Directional (120°) for MBS', omnidirectional for PBS' and SBS!

Antenna gain plus connector loss (dBi) |MBS2 , PBS!, and SBS!

14,5, and 5

UE antenna gain? |2 GHz, 28 GHz, and 60 GHz (Biconical horn)

0 dBi, 5 dBi, and 5 dBi

UE noise figure?, UE speed!, and indoor macrocell UE!

9 dB (for 2 GHz) and 10 dB (for 28 GHz and 60 GHz), 3 km/hr, and
35%

Picocell coverage', the total number of macrocell UEs, and macrocell
UE:s offloaded to all picocells!

40 m (radius), 30, 2/15

3D multistory building and SBS

models (square-grid apartments)

Number of buildings 1
Number of floors per building 1
Number of apartments per floor 9
Number of SBSs per apartment 1
Area of an apartment 10x10 m?

Scheduler and traffic model?

Proportional Fair and full buffer

Type of SBSs

Closed Subscriber Group femtocell BSs

TTI', FPP, and PF scheduler time constant (zc)

1 ms, 8 ms, and 100 ms

Total simulation run time

8 ms

taken from [15], 2from [16].
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Figure 2. SE and EE responses of 5G NR small cells due to the variation in the interference threshold in the percentage of P,iS. at a WiAP.

With regards to the other existing techniques, the proposed
technique benefits from the fact that it does not impact the air
interface protocol of cellular systems, as well as can meet the
global regulations. Moreover, this technique is typically used
together with other coexistence techniques. However, it is less
fair to resource allocations than other techniques and is
typically interference measurement based [17].

V. CONCLUSION

In this paper, we have presented a transmission power
control technique for LBT-free 5G NR small cells to coexist
with WIiAPs in the 60 GHz band within a building. With
system-level simulation results, it has been shown that the
proposed technique can improve the average capacity, SE, and
EE of small cells of a 5G NR while ensuring fair coexistence
with WiAPs by maintaining a maximum interference level at a
WIAP limited to its interference threshold. More specifically,
an increase in the interference threshold of WiAPs results in a
nonlinear increase in the SE and EE of small cells while
decreasing the SE and EE of WiAPs. However, an increase in
the transmission time of either small cells or WiAPs causes a
corresponding linear increase in the SE and EE. Hence, the
transmission time and the interference threshold of WiAPs play
noticeable roles in trading-off the coexistence performances of
small cells of a 5G NR and WiAPs of a WiGig.
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Abstract—This paper provides a survey on the available
unlicensed spectrum bands for cellular mobile networks.
Unlicensed spectrum bands in both the sub-7 GHz, including
2.4 GHz, 5 GHz, and 6 GHz, as well as millimeter-wave,
including 60 GHz, for the current and future mobile networks,
are discussed. Major aspects of each unlicensed band, notably
operational  region, regulatory requirement, existing
technology, available bandwidth, spectrum range, benefit, and
challenge are surveyed. A comparative framework, including
these above aspects, is then developed in a tabular form to find
an appropriate unlicensed spectrum band corresponding to
each aspect. Finally, we point out the major benefits and
challenges of operating cellular mobile networks on unlicensed
bands.

network;
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millimeter-wave.
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. INTRODUCTION

Radio spectrum is limited and not allocated to a Mobile
Network Operator (MNO) in proportionate with its traffic
demand [1]. To address the scarcity of the available
licensed spectrum, techniques, including cell splitting and
small cell deployment, have been proposed [2]. However,
due to employing such techniques, no noticeable impact has
been observed, which causes the focus of MNOs to shift
from the licensed-only spectrum to the unlicensed spectrum.
Recently, the operations of the Third Generation Partnership
Project (3GPP)-based cellular technologies in the unlicensed
bands have been introduced.

Cellular technologies may operate in one or more
unlicensed spectrum bands, including 2.4 GHz, 5 GHz, 6
GHz, and 60 GHz. Because the operation of the unlicensed
spectrum is marked by regional regulatory authorities [3], of
these, 2.4 GHz, 5 GHz, and 60 GHz bands are available
worldwide [4], whereas the 6 GHz band is currently
available in Europe and the USA. In addition to these
above-unlicensed bands, cellular technologies, particularly,
Fifth-Generation (5G) New Radio Unlicensed (NR-U) can
also use shared bands, including 3.5 GHz and 37 GHz, only
in the USA [5]. Due to not having a significant difference in
signal propagations, according to the 3GPP, 2.4 GHz, 3.5
GHz, 5 GHz, and 6 GHz are classified as low-frequency
bands below 7 GHz, whereas 37 GHz and 60 GHz high-
frequency bands are classified as millimeter-wave
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(mmWave) bands. These two unlicensed frequency ranges
are targeted for 5G NR-U operations [6].

Typically, an unlicensed spectrum is used by the
Institute of Electrical and Electronics Engineers (IEEE)
802.11, also termed as Wireless Fidelity (WiFi) [7],
technologies in addition to Bluetooth and ZigBee. Hence, to
operate cellular technologies in the same unlicensed band at
the same place simultaneously, a proper coexistence
mechanism to manage Co-Channel Interference (CCI)
between cellular and WiFi technologies is necessary.
Coexistence mechanisms can be developed in two ways
depending on whether or not modifications on the existing
cellular networks are employed. If modifications are
employed, a cellular network is enabled with a carrier
sensing mechanism, termed as Listen-Before-Talk (LBT).

LBT is a contention-based medium access technique that
shares a channel between a cellular node and a WiFi Access
Point (AP) fairly [8] by enabling a cellular node to stop
periodically its channel occupancy to help avoid CCI due to
the coexistence with the WiFi AP. Likewise, numerous
coexistence mechanisms without employing LBT have been
proposed to manage CCI such as channel selection, carrier
sense adaptive transmission, fully blank subframe, and
transmit power control. In channel selection, a cellular node
measures the level of interference on each channel by
detecting the channel’s energy so that the data transmission
can be made over a channel with the minimum level of
interference. In carrier sense adaptive transmission, by
dividing time into cycles each consisting of an on period
and an off period such that a cellular node can transmit data
during the on-state of a cycle. Likewise, in the fully blank
subframe, time is segmented into transmission time intervals
(TTIs) such that a cellular node can use a set of TTIs over a
certain period T, whereas, IEEE 802.11 standards can
transmit using the remaining number of TTIs in T
orthogonally to each other in time. A key feature of each of
these mechanisms is that none requires modifications on
existing cellular networks. Since our focus is mainly on the
unlicensed bands for cellular networks, a detailed discussion
on coexistence mechanisms is out of the scope of this paper.

Numerous existing works addressed the operation of
cellular standards such as Long-Term Evolution Unlicensed
(LTE-V), Licensed Assisted Access (LAA), and NR-U on
unlicensed bands from specific viewpoints, including
coexistence mechanisms [9]-[19], unlicensed bands (e.g., 5
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GHz [20]-[22], 6 GHz [23], and 60 GHz [24]), coexistence
studies [25]-[26] and scenarios [27], fairness conditions
[28]-[29], standardization efforts [30], challenges, and open
problems [3] [31]. Different from these above existing
studies, in this paper, we provide a survey on unlicensed
spectrum bands from a nonspecific viewpoint that takes into
account all available unlicensed spectrum bands in both the
sub-7 GHz, including 2.4 GHz, 5 GHz, and 6 GHz, as well
as mmWave, including 60 GHz, for the cellular networks.
Major aspects of each wunlicensed band, including
operational region, regulatory requirement, existing
technology, available bandwidth, spectrum range, benefit,
and challenge, are discussed. A comparative framework of
all these aspects is then developed, and major benefits and
challenges regarding the operation of cellular networks on
unlicensed bands are pointed out.

The paper is organized as follows. In Section II, an
overview of unlicensed spectrum bands, including 2.4 GHz,
5 GHz, 6 GHz, and 60 GHz, for cellular networks, as well
as a comparative framework for a number of major aspects
among these unlicensed bands are given. In Section |11, the
operation of cellular technologies, including LTE-U, LAA,
and NR-U, in unlicensed bands is discussed. Key benefits
and challenges of operating cellular networks in the
unlicensed band are identified in Section 1VV. We conclude
the paper in Section V. A list of abbreviations is given in
Appendix .

Il.  OVERVIEW OF UNLICENSED SPECTRUM BANDS FOR
CELLULAR TECHNOLOGIES

A. 2.4 GHz Unlicensed Band

The 2.4 GHz band is the first unlicensed band released
by the Federal Communications Commission (FCC) for
commercial use and is currently the most utilized unlicensed
shared band [8]. In the 2.4 GHz band, the bandwidth is
divided into 14 channels with a separation of 5 MHz from
one channel to another. In the USA, operations on channels
12 and 13 are allowed only under low power conditions
[32]. Likewise, in Canada, of a total of 12 channels (from
channel 1 to channel 12) available to use, the operation on
channel 12 is limited by the transmission power. However,
most of the rest of the world can use 13 channels (from
channel 1 to channel 13) [32], and channel 14 is available
only in Japan.

B. 5 GHz Unlicensed Band

The use of the 5 GHz band depends on its requirement
in a country [20]. The 5.15-5.35 GHz band is available in
the USA, China, South Korea, Europe, Japan, and India; the
5.47-5.725 GHz is available in the USA, South Korea,
Europe, and Japan; and the 5.725-5.85 GHz is available in
the USA, China, South Korea, and India [7]. Additionally,
the 5.35-5.47 GHz and the 5.85-5.925 GHz unlicensed
spectra are being considered to make available in the USA
and Canada [3] [7] [8]. Moreover, European Commission
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(EC) also recently proposed to use the 5.725-5.85 GHz
spectrum band [8]. In general, due to the clearer channel
condition, wider spectrum, and easier implementation [8],
the 5 GHz band is considered favorable to other unlicensed
bands.

C. 6 GHz Unlicensed Band

The 6 GHz spectrum band is available from 5.925 to
6.425 GHz in Europe, whereas from 5.925 to 7.125 GHz in
the USA [23]. Recently, 5.925-6.425 GHz [33] spectrum
and 5.925 GHz-7.125 GHz spectrum have been proposed,
respectively, by the EC and the FCC under part 15 rules for
the unlicensed access [34]-[35]. Hence, the amount of the
unlicensed spectrum available in Europe is 500 MHz and in
the USA is 1200 MHz, which can help address the high
capacity demand of future mobile networks. Since much of
the 6 GHz band is occupied by some licensed services, such
as microwave links, fixed satellite systems, and mobile
services, Automatic Frequency Coordination (AFC) is
needed by unlicensed users to protect licensed services.
Unlicensed users are also required to control the transmit
power and restrict their coverage to indoors [6].

D. 60 GHz Unlicensed Band

The 60 GHz band is considered for the NR-U to provide
directional communications using beamforming to
overcome propagation constraints [36]-[37]. Due to
operating Wireless Gigabit (WiGig) in the 60 GHz band, the
NR-U standard needs to coexist fairly with the WiGig
standard. The 60 GHz band ranges from 57 GHz to 71 GHz
[38]. The bandwidth available in the unlicensed 60 GHz
band is more than that of the aggregate bandwidth of all the
other unlicensed bands [39]. The minimum available
bandwidth in a region is more than 3 GHz, and at least 7
GHz of bandwidth can be used in most regions in the 60
GHz band in comparison with just about 500 MHz of usable
bandwidth in the 5 GHz band and less than 85 MHz of
bandwidth in the 2.4 GHz band in most regions [39]. Due to
this reason, the 60 GHz band is suited for serving high data
rate demand in magnitudes of Gbps over short distances.

I1l.  CELLULAR TECHNOLOGIES IN THE UNLICENSED
SPECTRUM BANDS

Long-Term Evolution (LTE) is the first cellular-based
technology extended with a view to operating in the sub-7
GHz unlicensed spectrum bands in 2015, whereas NR-U is
the first cellular-based technology that includes operations
in the mmWave unlicensed bands [4]-[5]. Hence, since
cellular technologies in the previous generations, i.e.,
Fourth-Generation (4G) LTE, were not allowed to use
mmWave bands, two standards of LTE working in the
unlicensed bands, namely LTE-U and LAA, operate in the 5
GHz band. However, unlike LTE that operates only in the 5
GHz unlicensed spectrum, NR-U can operate on multiple
spectrum bands, including mmWave bands, e.g., sub-7 GHz
and 60 GHz [4]. Moreover, like LTE, there are a number of
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variants of 5G NR-U, including 5G NR-U Standalone
operating only in an unlicensed spectrum band (e.g., 60
GHz) and 5G NR-U Anchored operating in both the
licensed spectrum and the 60 GHz unlicensed spectrum. On
the other hand, MulteFire is developed by the MulteFire
Alliance considering a Standalone deployment in the
unlicensed bands using an LBT-based channel access
scheme [40].

Though existing IEEE and 3GPP-based technologies
operate in the unlicensed bands on a competitive basis, such
competition results in convergence to use and develop
similar features in the radio access in the latest releases and
amendments [4], e.g., the use of LBT to 3GPP technologies
developed in line with Carrier-Sense Multiple Access with
Collision Avoidance (CSMA/CA) inherent to the IEEE
802.11 technologies. Table | shows comparisons in terms of
numerous aspects among 2.4 GHz, 5 GHz, 6 GHz, and 60
GHz unlicensed spectrum bands. From Table 1, it can be
observed that a total of about 2 GHz unlicensed bandwidth
is available below 7 GHz for omnidirectional
communications at the 2.4 GHz, 5 GHz, and 6 GHz bands
[34]. Moreover, a large amount of 9 GHz of spectrum in
Europe and 14 GHz unlicensed spectrum in the USA is

IV. MAJOR BENEFITS AND CHALLENGES FROM OPERATING
CELLULAR NETWORKS IN THE UNLICENSED BANDS

A. Benefits to Operate in the Unlicensed Bands

By operating cellular networks such as LTE and NR in
the unlicensed bands, significant benefits in several aspects
can be achieved. A few noticeable benefits are discussed in
the following.

1) High capacity, spectral efficiency, and data rates:
Employing the Carrier Aggregation (CA) technology, along
with the allocated licensed spectrum to an MNO of a
cellular network, the unlicensed spectrum can also be used
to serve user traffic [8]. Due to the addition of the
unlicensed spectrum, the combined spectrum bandwidth of
an MNO increases. Moreover, due to the availability of an
enormous amount of spectrum bandwidth in the 60 GHz
mmWave band, the aggregate bandwidth of an MNO can be
increased even further. Since the mmWave spectrum is
inherently path loss limited, the 60 GHz unlicensed
spectrum is suitable to use within indoor environments.
Because the capacity is directly proportional to the available
channel bandwidth, the use of the unlicensed spectrum in a
cellular network helps increase its overall capacity, spectral

available in the 60 GHz band for directional efficiency, as well as data rates per user.
communications [41]-[42]. 2) Data offloading: Given that small cells operate in
both the licensed and unlicensed bands, using the CA
TABLE |

A COMPARATIVE FRAMEWORK OF UNLICENSED BANDS FOR CELLULAR TECHNOLOGIES.

Unlicensed spectrum bands

Features
2.4 GHz 5 GHz | 6 GHz 60 GHz
Classification Mid-bands (sub-7 GHz) Mid-bands (sub-7 GHz) Mid-bands (sub-7 GHz) High-bands (mmWave)
Availability Worldwide Worldwide Europe and the USA Worldwide
Regulatory The maximum data rate, The maximum in-band DFS, AFC, TPC, and Short-range communication,

requirement

multiple access methods, digital
modulation scheme, maximum
coverage distance, and media
access protocol [43]

output power, out-of-band
and spurious emissions,
DFS, LBT, and Transmit
Power Control (TPC) [44]

indoor coverage [6]

Equivalent Isotropic Radiated
Power (EIRP), EIRP densities,
maximum power, and antenna
gains [45]-[46]

Existing
technologies

802.11b/g

802.11a/n

Licensed microwave links,
fixed satellite systems, and
mobile services

802.11ad/ay

3GPP Release 16 (5G NR-U) Release 10/11/12 (LTE-U), Release 16 (5G NR-U) Release 16 (5G NR-U)
Releases Release 13 (LAA), and

Release 16 (5G NR-U)
Auvailable About 100 MHz [47] 500 MHz [7] 500 MHz (Europe) and 9 GHz (Europe) and
bandwidth 1200 MHz (USA) [34]- 14 GHz (the USA)

[35]

Spectrum range

2.40-2.50 GHz [47]

5.150-5.925 GHz [7]

5.925-7.125 GHz [5]

57-66 GHz [39]

Antenna pattern

Omnidirectional [34]

Omnidirectional [34]

Omnidirectional [34]

Directional [41]-[42]

Constraints

o Heavily congested
o lower data rate

o Lower coverage
e Higher penetration and
path losses

o Lower coverage
e Higher penetration and
path losses

e Extremely high penetration
and path losses
* Blocking

Advantages

e Most utilized unlicensed
shared band

o Favorable signal propagation
characteristics

o Availability of a large
amount of spectrum
bandwidth

o The majority of IEEE
802.11-based
technologies operate in
this band

e No unlicensed devices
now operate [23]

o The high capacity
demand of future mobile
networks can be
addressed

o Large spectrum bandwidth
availability

» High capacity and data rates at
a short distance indoors
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technology, an MNO can configure its indoor small cells to
offload all or a major portion of its user traffic over the
unlicensed spectrum, whereas to serve its control signals
over the licensed spectrum, when its user traffic demand is
high. If, however, indoor small cells of an MNO are not CA
enabled, in that case, its small cells can serve only the user
data traffic over the unlicensed spectrum, whereas its
macrocell can serve the control signals over the licensed
spectrum, given that proper coordination exists between the
macrocell and indoor small cells of the MNO.

3) Cost-efficiency: Spectrum licensing fee is very
expensive and contributes a great portion to the cost to
transmit per bit, i.e. cost efficiency, of an MNO. As there is
no cost from using an unlicensed spectrum, by operating an
MNO in both the licensed and unlicensed spectrum bands,
the demand for high capacity and data rates per user of the
MNO can be served at a low average cost per bit
transmission, resulting in improving its cost-efficiency.

B. Challenges to Operate in the Unlicensed Bands

Several technical challenges remain unaddressed across
different layers for the operation of cellular standards (i.e.,
LTE-U, LAA, and NR-U) and IEEE 802.11 standards (i.e.,
WiFi and WiGig) in the same unlicensed band. A few
noticeable challenges are discussed in the following.

1) Efficient coexistence mechanism: The main challenge
to operate cellular standards in the unlicensed band comes
from the design of an efficient coexistence mechanism of
cellular and IEEE 802.11 standards in the unlicensed band.
Major constraints to designing an efficient coexistence
mechanism include the lack of inter-Radio Access
Technology (RAT) coordination, intercell interference
management, independent resource allocations from one
RAT to another, and different Medium Access Control
(MAC) and Physical Layer (PHY) protocols [31].

2) Physical and MAC layer procedures of cellular and
IEEE 802.11 technologies: Though 3GPP based cellular and
IEEE 802.11 technologies use the same Orthogonal
Frequency Division Multiplexing (OFDM) and Multiple-
Input Multiple-Output (MIMO) techniques in the physical
layer, other features, including the transmission power,
Modulation and Coding Scheme (MCS), and error
correction code, are different [48]. Moreover, cellular
standards use Radio Link Control Layer with Hybrid
Automatic Repeat Request (HARQ), whereas, WiFi, for
example, uses Automatic Repeat Request (ARQ)
mechanisms, for the recovery of packet losses.

Further, in the case of the MAC layer procedure, cellular
technology is an allocation-based mechanism, whereas an
IEEE 802.11 (e.g., WiFi) technology is a contention-based
mechanism.  Cellular  technology uses continuous
transmission of data in consecutive frames using a
centralized scheduler. But, a WiFi technology uses
opportunistic transmission using Distributed Coordination
Function (DCF). DCF uses the CSMA/CA protocol to
detect the energy level in order to get access to a channel.
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Due to the CSMAJ/CA behavior, once WiFi APs gain
channel access, they occupy the entire bandwidth for a
certain amount of time. Conversely, in a cellular technology
such as LTE, the bandwidth is first divided into Resource
Blocks (RBs), which are then allocated to its users at each
Transmission Time Interval (TTI) by a centralized scheduler
[49]. Due to these disparities given above in the MAC layer
procedures, CCI between a WiFi AP and a cellular node
occurs when both accessing the same unlicensed spectrum.

3) Interference management: Since no interference
management exists between cellular and IEEE 802.11
standards, and the current LBT does not allow neighboring
cellular nodes to transmit simultaneously due to employing
contention-based opportunistic scheduling, no simultaneous
transmission of cellular and IEEE 802.11 nodes are allowed,
and hence no reuse of the same unlicensed spectrum
spatially is possible.

4) Transmission mode: Unlike licensed bands,
transmissions in unlicensed bands are discontinuous and
opportunistic, particularly, for cellular standards using LBT
such as LAA and NR-U, which result in reduced efficiency
and flexibility in Radio Resource Management (RRM).

5) Beam-based transmissions: Unlike LTE-U and LAA,
since NR-U operates as well in the 60 GHz mmWave band
using beam-based transmissions, LBT used in LAA with
omnidirectional transmissions needs additional requirements
to be addressed for the beam-based NR-U.

V. CONCLUSION

This paper has presented an essential survey on
unlicensed spectrum bands considered for the operation of
cellular mobile networks. Particularly, both sub-7 GHz (i.e.,
2.4 GHz, 5 GHz, and 6 GHz) bands and millimeter-wave
bands (i.e., 60 GHz) proposed for the Fifth-Generation (5G)
and beyond networks have been discussed. Each unlicensed
band has been surveyed taking into account the
classification, operational region, regulatory requirement,
existing technology, available bandwidth, spectrum range,
benefit, and challenge. A comparative framework in a
tabular form has been developed for numerous aspects to
compare one unlicensed band to another to find an
appropriate unlicensed spectrum band corresponding to a
particular aspect. Finally, we have pointed out major
benefits and challenges to operate cellular networks in
unlicensed bands.

This paper can serve as a source of fundamental
knowledge on unlicensed spectrum bands for cellular
technologies and be useful for those who aim at working on
the operation of cellular networks in the unlicensed
spectrum bands. For more details, interested readers are
recommended to refer to the existing works cited throughout
the paper and given in the reference section.
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broad in scope, review on the coexistence of cellular and IEEE
802.11 standards, which takes into account the coexistence of
all existing and future cellular standards in all available
unlicensed spectrum bands. In particular, the paper
summarizes key things, including coexistence fairness, related

features, regulatory requirements, design principles,
mechanisms,  deployment  scenarios, challenges, and
convergence, necessary for the coexistence of cellular
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. INTRODUCTION

The scarcity of radio spectrum has been a major
bottleneck in cellular mobile communications [1]. An
increase in high capacity and data rate demands due to the
recent growth of mobile data traffic puts a further burden on
the licensed spectrum of a Mobile Network Operator
(MNO). Even though several attempts have been taken to
address the spectrum scarcity issue, e.g., improving the
utilization of the licensed spectrum, the situation has not
been improved considerably. This causes MNOs to seek
alternative solutions, and operating as well in the unlicensed
bands has been found effective due to the availability of a
large amount of spectrum in the unlicensed bands.

Numerous studies [2]-[6] have already been carried on
the coexistence of cellular and Institute of Electrical and
Electronics Engineers (IEEE) 802.11 standards taking into
account one or more of the following aspects, including the
unlicensed spectrum band, coexistence mechanism,
transmission mode, deployment scenario, regulatory
requirement, design principle, and potential issue. For
example, the authors in [3] studied Long-Term Evolution
(LTE)-Licensed Assisted Access (LAA) and Wireless
Fidelity (WiFi) coexistence in the 5 GHz with the
corresponding deployment scenario. Similarly, in [4], the
authors presented a coexistence study of Wi-Fi and LTE-in-
unlicensed by surveying a large parameter space of
coexistence mechanisms and a range of representative
network densities and deployment scenarios. Nevertheless,
in [5], emphasizing unlicensed Millimeter-Wave (mmWave)
bands, as well as considering the beam-based transmissions,
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the authors presented an overview of the major design
principles and solutions to operate New Radio Unlicensed
(NR-U) in unlicensed bands.

Different from these above studies, in this paper, we
provide a brief review on the coexistence of cellular and
IEEE 802.11 standards by taking into account the
coexistence of all existing and future cellular standards in all
available unlicensed bands. Based on the existing literature,
fundamental aspects for the coexistence of these two
established wireless technologies, including coexistence
fairness, related features, regulatory requirements, design
principles, mechanisms, deployment scenarios, challenges,
and convergence, are summarized. The detailed discussion
on each aspect of the above aspects is out of the scope of
this paper. However, for further information, a list of
references is given in the end so that interested readers may
refer to these references corresponding to any fundamental
aspect mentioned alongside while discussing in this paper.

The paper is organized as follows. Section Il covers the
discussion on the available unlicensed bands for the
operation of cellular technologies. The condition for fair
coexistence, as well as coexistence-related features, are
discussed in Section IllI. Coexistence mechanisms and
deployment scenarios are reviewed in Section IV and
Section V, respectively. Finally, we highlight technical
challenges and convergence of coexistence in Section VI.
We conclude the review in Section VII.

Il.  CELLULAR TECHNOLOGIES IN UNLICENSED BANDS

Cellular technologies may operate in one or more
unlicensed spectrum bands, including 2.4 GHz, 5 GHz, 6
GHz, and 60 GHz. Due to the similar propagation
characteristics, 2.4 GHz, 5 GHz, and 6 GHz are termed as
sub-7 GHz, whereas 60 GHz as mmWave, bands. The first
cellular-based technology extended with a view to operating
only in the 5 GHz unlicensed spectrum is the Fourth-
Generation (4G) LTE in 2015. The two variants of LTE in
the unlicensed band are LTE Unlicensed (LTE-U) in the
Third Generation Partnership Project (3GPP) Release 12 [7]
and LAA in 3GPP Releases 13, 14, and 15 [8]-[12].

However, operations in the mmWave have been
permitted recently starting first with the Fifth-Generation
(5G) NR-U [5], [13] technology in 3GPP Release 16.

13



ICSNC 2021 : The Sixteenth International Conference on Systems and Networks Communications

Recently, Federal Communications Commission (FCC)
approved the 6 GHz band in the USA for spectrum sharing
[14]. Likewise, Europe is considering allowing the 6 GHz
band to use [15]. In line with so, 3GPP has recently released
the specifications for NR-U in Release 16 where the
provision for NR-U devices to operate in the 6 GHz band is
incorporated [5], [16]. Hence, unlike LTE-U and LAA, NR-
U supports multiple unlicensed bands, including sub-7 GHz
and mmWave bands.

IIl.  COEXISTENCE FAIRNESS AND RELATED FEATURE

A major concern that is faced by each -cellular
technology is the Co-Channel Interference (CCI) from the
incumbent IEEE 802.11 technologies operating in these
unlicensed bands. This requires a proper and fair
coexistence of cellular with IEEE 802.11 technologies.
Though there is no concrete definition for fair coexistence,
according to the 3GPP, the fair coexistence between a
cellular network such as LTE and an IEEE 802.11 network
such as WiFi is defined as follows: The capability of an
LAA network not to impact WiFi networks active on a
carrier more than an additional WiFi network operating on
the same carrier, in terms of throughput and latency [17],
[18]. Likewise, for NR-U, the coexistence requirement with
WiFi/Wireless Gigabit (WiGig) remains the same as that in
LAA [16]. However, it is to be noted that many 3GPP
members might believe that fairness means cellular nodes
and IEEE 802.11 Access Points (APs) should have half of
the bandwidth.

Developing a coexistence mechanism is challenging and
hence knowledge about the coexistence-related features of
both technologies, namely channel access mechanisms,
Medium Access Control (MAC) protocols, design
principles, and regulatory requirements, reasoned as
follows, are crucial.

e Channel access mechanisms: Since cellular technologies
do not listen to the channel condition when scheduling
resources and IEEE 802.11 technologies use the
contention-based protocol to access a channel, it is not
unusual that cellular nodes may block transmission of
WiFi APs completely [3].

e MAC protocols: Cellular technology uses continuous
transmission of data in consecutive frames using a
centralized scheduler. However, WiFi technology uses
opportunistic transmission using the Carrier-Sense
Multiple Access with Collision Avoidance (CSMA/CA)
protocol [7] to get access to an unlicensed channel. Due
to this disparity in MAC layer procedures, WiFi APs
may get blocked by a cellular node as the interference
level of a cellular network is likely to be above the
threshold used by a WiFi network to detect the vacancy
of a channel. Likewise, Because WIiFi packets are
transmitted always with maximum power, if WiFi APs
can get access to a channel, they can cause interference
to a cellular network.
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e Design principles: Cellular technology, such as LTE is
designed with an assumption that LTE can transmit with
a small-time gap continuously and periodically.
However, WiFi is designed to coexist with other
technologies through random backoff and channel
sensing, which allows a WiFi AP a little chance to sense
a clear channel and transmit. Due to this reason, a WiFi
AP moves to the silence mode causing its performance
degradations, while any LTE node remains almost
unaffected [3].

e Regulatory requirements: Regulatory requirements to
operate different cellular technologies in unlicensed
bands vary from one country or region to another. For
example, though countries such as the USA, China,
India, and South Korea [3] do not require cellular
technologies such as LTE to be Listen-Before-Talk
(LBT) enabled, LBT is mandatory in Japan and Europe.
LBT is a contention-based medium access technique
similar to the CSMA/CA mechanism used by WiFi [5],
meaning that LBT does not allow a cellular node to
occupy a channel at all times. Since LTE-U does not
implement the LBT mechanism, it can be used in the
USA, China, India, and South Korea. Instead, as LAA is
LBT enabled, LAA can be used worldwide [3].

IV. COEXISTENCE MECHANISM

Coexistence mechanisms can be developed in two ways
depending on whether or not modifications on the existing
cellular networks are employed. If modifications are
employed, a cellular network is enabled with the LBT
mechanism to avoid CCI with other existing transmissions
by backing off or moving to another channel. LBT shares a
channel between a cellular node and a WiFi AP fairly [7] by
enabling a cellular node to stop periodically its channel
occupancy and to detect the activities of other shared nodes
at a millisecond-level [7] to avoid CCI. Since LAA is LBT
enabled, this approach is used in LAA.

On the other hand, if modifications are not employed, a
cellular network cannot be enabled with LBT. Numerous
coexistence mechanisms without employing LBT have been
proposed by exploiting different domains to manage CClI,
particularly, Channel Selection (CHS) in frequency-domain
[19], [20], Carrier Sense Adaptive Transmission (CSAT)
[20], [21] and Fully Blank Subframe (FBS) [22], [23] in
time-domain, and Transmit Power Control (TPC) in power-
domain [24], [25], [26]. A key feature of each of these
mechanisms is that none requires modifications on existing
cellular networks.

In the frequency and time domains, the principle of
coexistence is based on maintaining the orthogonal
transmission of each coexisting node in frequency and time,
respectively [27], [28], [29]. In other words, only one node,
i.e., either a WiFi AP or a cellular node, can transmit at a
time to avoid a collision. However, in the power domain,
CCl can be controlled by applying the power control
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method (i.e., adjusting the output power) to cellular nodes
[24], [25], [26]. As LTE-U is not LBT enabled, this
approach can be used in LTE-U by exploiting any domain.

Besides, since in practice, the WiFi traffic is bursty, it
results in a huge amount of white spaces between WiFi
frames. WiFi white spaces create a huge source of spectrum
for cellular technologies such as LTE-U [30] that can
exploit these white spaces to transmit opportunistically. In
this regard, Markov Modulated Batch Poisson Process
Model [30] and Reinforcement Learning Technique [31] are
examples of approaches to exploit WiFi white spaces.
Further, Neural Networks Technology [32] and Graph-based
mechanisms [33] can also be employed to enable the
coexistence between cellular and IEEE 802.11 technologies
in the unlicensed spectrum.

V. COEXISTENCE DEPLOYMENT SCENARIO

Because the supported enabling technologies, including
Carrier Aggregation (CA), Dual Connectivity (DC), and
standalone operation, of one cellular standard vary from the
other, coexistence deployment scenarios of cellular
standards vary accordingly. For example, using the CA
technology, three deployment scenarios for LTE-U standard
in heterogeneous networks [34] and four deployment
scenarios for Small Cells (SCs) in LAA [35] are defined by
3GPP. Since NR-U can exploit the DC and standalone
operation additionally, five deployment scenarios are
defined by 3GPP for NR-U [16], [36].

It is to be noted that DC and CA modes play major roles
in connecting User Equipments (UEs) over unlicensed
bands. In DC, data of a UE can be exchanged
simultaneously with more than one Next Generation
NodeBs (gNBs)/Evolve NodeBs (eNBs) [36]. However, in
the CA, data of a UE can be exchanged simultaneously with
a gNB/eNB through multiple contiguous or noncontiguous
bands [36]. Due to this reason, while the CA can help
improve the throughput, the DC can improve throughput, as
well as reliability. Moreover, in the DC, failure of the
primary link does not impact the secondary links [36]. This
implies a major improvement for the deployment of NR in
unlicensed bands with respect to that of LTE-U and LAA. In
Table I, numerous aspects of 3GPP-based different cellular
standards are compared.

VI. COEXISTENCE CHALLENGE AND CONVERGENCE

A. Coexistence Challenge

Several technical challenges remain unaddressed across
different layers for the coexistence of cellular standards and
IEEE 802.11 standards. Few key challenges are as follows.

e The main challenge for the coexistence of cellular and
IEEE 802.11 standards comes from the major constraints
to design an efficient coexistence mechanism, including
the lack of inter-Radio Access Technology (RAT)
coordination, intercell interference  management,
independent resource allocations from one RAT to
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another, and different MAC and Physical Layer (PHY)
protocols [34].

TABLE I
COMPARISON OF NUMEROUS ASPECTS OF DIFFERENT
CELLULAR STANDARDS

Aspect LTE-U LAA NR-U
Standardized 3GPP and LTE- 3GPP
Bodies U Forum
Deployment CA CA, DC, and
mode Standalone
Unlicensed 5 GHz 2.4 GHz, 5
bands GHz, 6 GHz,
and 60 GHz
Coexistence CHS, FBS, LBT
mechanism CSAT, and TPC
Usage regions | The USA, China, Worldwide
South Korea
3GPP Release 12 13, 14, 18
and 15

e There exists a continuous dispute over the effectiveness
of the existing coexistence mechanisms. For example,
CSAT/FBS suffer from their weaknesses, i.e., ON/OFF
periods for the duty-cycle of CSAT and non-blank
subframe duration of an FBS pattern period are
controlled by the cellular node, and WiFi APs adapt to
this change, resulting in poor WiFi performances [3].

¢ In unlicensed bands, no interference management like in
the licensed bands exists between cellular and IEEE
802.11 standards. Moreover, the current LBT does not
allow neighboring cellular nodes to transmit
simultaneously due to employing the contention-based
opportunistic scheduling [37]. These result in allowing
no simultaneous transmission of cellular and IEEE
802.11 nodes, and hence no reuse of the same unlicensed
spectrum spatially.

e Unlike licensed bands, transmissions in unlicensed
bands are discontinuous and opportunistic, particularly,
for cellular standards using LBT such as LAA and NR-
U, which result in reduced efficiency and flexibility in
Radio Resource Management (RRM) [37].

o Interference scenarios in unlicensed bands are not
predictable [37], resulting in increasing received
interference signals due to opportunistic channel access
from WiFi.

e Unlike LTE-U and LAA, since NR-U operates as well in
the 60 GHz mmWave band, using beam-based
transmissions  [5], LBT used in LAA with
omnidirectional  transmissions  needs  additional
requirements to be addressed for beam-based NR-U.

B. Coexistence Convergence

Even though they differ in numerous critical features
and compete with each other to access unlicensed bands,
from the latest versions of the IEEE 802.11ax and 3GPP
NR-U, it can be found that both technologies are converging
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to use large bandwidth in terms of aspects used in the radio
access by introducing the best of both standards [13]. For
example, WiFi has introduced cellular features such as
Hybrid Automatic Repeat Request (HARQ) and Orthogonal
Frequency-Division Multiplexing (OFDM). Likewise, NR-
U adopts a short-length frame structure, flexible access, and
LBT protocol used in WiFi to get adapt to the characteristics
of unlicensed bands [13].

VII. CONCLUSION

In this paper, we have given a brief review of
fundamental aspects for the coexistence of cellular and
IEEE 802.11 standards. Unlike existing studies, the
coexistence of all existing and future cellular standards in all
available unlicensed spectrum bands has been considered.
We have covered reasonably broad features necessary to
understand the coexistence of cellular technologies in the
unlicensed bands, including coexistence fairness, related
features, regulatory requirements, design principles,
mechanisms, deployment scenarios, challenges, and
convergence, concisely. Based on the existing literature, the
review in this paper aims at introducing readers to the key
aspects for the coexistence of these two established wireless
technologies in unlicensed bands.
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Abstract—During bulk data transfer for exascale scientific
applications, measuring the available throughput is very useful
for route selection in high-speed networks, Quality of service
verification, and traffic engineering. Recent years have seen
a surge in available throughput estimation tools, especially in
Research and Education (R&E) Networks. Some tools have
been proposed and evaluated in simulation and over a limited
number of Internet paths. However, there is still significant
uncertainty in the performance and flexibility of these tools at
large. Furthermore, some existing tools’ primary concern is the
lack of network performance history or a memory that stores
previous configurations and network measurements. This paper
introduces Net-PreFlight, a simple end-to-end, lightweight tool
for measuring available throughput, traceroute, and maintains
memory, compared to existing tools like Iperf. Our tool focuses
on throughput measurements, flexibility, a retentive memory,
security, and performance. We conduct experiments between
multiple Data Transfer Node (DTN) setups in isolated and public
network setups to measure how throughput measurements fare
in the two domains. In all scenarios, Net-Preflight produces
comparable results as established tools and hence positions itself
as a complementary tool for situations where the deployment of
Iperf or perfSONAR is not possible. In addition, Net-Preflight
features retentive memory to easily compare past and present
measurements. Our analysis reveals that using socket and file
transfer protocols performs well in initial measurements and also
indicates that parallel TCP streams are equivalent to using a large
maximum segment size on a single connection in the absence of
congestion. Here, we lay the foundation to build a new monitoring
system for DTN bulk transfers that target end-users who require
optimum network performance.

Keywords—Throughput measurement, Data Transfer, TCP,
Network performance monitoring

I. INTRODUCTION

Recent years have seen a strong interest in techniques
for estimating available throughput and bandwidth along an
Internet network path. The path diversity in R&E or overlay
networks creates a need for estimating the available throughput
over these paths as a method for choosing the best time
and network route before initiating a bulk data transfer [1].
However, in an overlay or traditional network, one can as-
sume the cooperation of both the sender and the receiver,
which is necessary for most probing techniques. Available
throughput measurement during bulk data transfer for exascale
scientific applications is very useful for route selection in
overlay networks, Quality of service verification and traffic
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engineering [2]. A few tools have been proposed and evaluated
in simulation and over a limited number of internet paths, but
there is still great uncertainty in the performance of these tools
over isolated and public network, as well as R&E Networks
at large. For instance, Iperf is a popular network monitoring
tool for active measurements of the maximum achievable
bandwidth on IP networks, and it supports tuning of various
parameters related to timing, buffers and protocols, such as
TCP and UDP. For each test, Iperf3 reports the bandwidth,
loss, and other parameters. However, a major limitation with
iperf3 is lack of flexibility because you have to install it at
both ends of the measurement (Server-Client), and also lack
of retentive memory and performance history which stores
previous configurations and network measurements.

Another popular existing tool is the performance Service-
Oriented Network monitoring Architecture (perfSONAR) [3],
which is a network measurement toolkit designed to provide
federated coverage of paths and help to establish end-to-
end usage expectations. There are thousands of perfSONAR
instances deployed worldwide and many of which are available
for open testing of key measures of network performance. It is
an essential tool that ensures scientists can rely on networks to
get their data from end-to-end as quickly as possible. However,
even though perfSONAR provides a uniform interface that
allows for the scheduling of measurements, storage of data
in uniform formats, as well as scalable methods to retrieve
data and generate visualization, it has a similar limitation with
Iperf3 because you need to install a perfSONAR instance or
node, at both server and client-end, before you can run tests for
accurate measurements. It also does not have retentive memory
capability, which means users or network engineers are unable
to see previous configurations and network performances to
compare with current measurements [3].

To bridge this gap, this paper introduces Net-Preflight, a
tool intended to indicate the state of the network between
two nodes in an overlay, prior to performing large scale data
transfers. We summarize our contributions as follows:

o« We develop and present Net-Preflight, a custom, sim-
ple end-to-end, light-weight tool for measuring available
throughput on a well provisioned network.

o We compare and verify Net-Preflight with Iperf focusing
on throughput measurement accuracy, security, retentive
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memory and performance issues, using different file
transfers and utilizing isolated networks as well as the
public internet network path for DTN-to-DTN testing.

Please note: the Net-Preflight tool is designed to help end-
users sending bulk transfers and need a quick network health
check to ensure quality of service. It is not designed to replace
Iperf or Perfsonar tools, but rather network checks especially
when root access at receiver end is not available.

In the last decade, the US Department of Energy experimen-
tal and observational user facilities have seen a huge increase
in the amount of data transferred across its science network
creating workflows that cross facility boundaries [4]. This has
increased the complexity of users successfully scheduling big
data transfers. Hence, this has necessitated the demand for a
tool that is generalizable, light weight, flexible and guarantees
quality-of-services. In addition, a tool that shows a prior
end-to-end throughput measurement that is attainable by an
application using systems located at different sites alongside
delivering other metrics relevant to the bulk data transfers and
saving the results in a retentive memory.

The rest of the paper is organized as follows: Section
2 presents our proposed approach. Section 3 presents the
description of Net-Preflight alongside it’s implementation and
use cases. Section 4 describes the experimental evaluation and
discussion of results. Section 5 presents some past related work
and finally, Section 6 presents conclusion and future work.

II. OUR APPROACH

We choose an experimental approach for our compari-
son using a dedicated isolated cloud network testbed and a
public internet network respectively. We conducted several
experiments using different configurations like single, parallel
and concurrent bulk data transfers between two endpoints.
Building on the method reported in [1]. The objective is to
measure the end-to-end bulk transfer throughput metrics. We
upload large files with several file sizes to the destination node
using the Secure File Transfer Protocol (SFTP) because it has
the ability to leverage a secure connection to transfer files and
traverse the file system on both the local and remote system.
We then initiate concurrent downloads of the large files over
and over again and record the total duration for the files to
be downloaded from the destination node to the source node.
With this time and known file sizes or bytes downloaded, we
calculate a relative aggregated throughput graph over time.
We then repeat the same set of experiments using different
TCP variants, then take the measurements and observe the
metrics and performance under different conditions. We then
provide a throughput comparison measurement of some widely
known TCP congestion control algorithms variants with dif-
ferent data transfer rates namely: TCP Reno [5], Hamilton
TCP [6], Binary Increase Congestion control (BIC) [7] and
Cubic [8]. We exposed our simulated network to a range of
congestion conditions and compared multiple TCP congestion
control algorithms in order to investigate the behavior of
the alternate congestion control algorithms under little to
modest congestion, which should reveal any differences in
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user experience when large files are sent over between sources
and receivers with high-speed network interfaces. Different
algorithms respond differently to network loads, but are based
on the same principle to avoid congestion. So, we investigate
the different congestion control algorithms that are included
as loadable modules in the Linux kernel as reported in [9].

A. TCP Throughput Measurement and Socket buffersize using
SFTP

We perform TCP throughput measurement utilizing and
varying the socket buffersize and comparing it with default
settings. We consider a unidirectional TCP data transfer from
the source socket S,, to destination node D,,. TCP uses
window-based flow control, such that source is allowed to have
up to a certain number of transmitted unacknowledged bytes,
called window size W. Then, W, is the sender’s congestion
window and W.. is the receive window advertised by the source
node S,, and B, is the size of the send socket buffer at
source node S,,. The destination window W, is amount of
available receive socket buffer memory at source socket S,
and is limited by source socket buffersize B,..

Bottleneck Conditions: A link is said to be a bottleneck
when the current bandwidth is less than the available band-
width. Also, a link could be non-congested when its packet
loss rate due to congestion is practically zero or when the
current link capacity or bandwidth equals the available band-
width. For simplicity, we used traffic shaping [10] bandwidth
management technique to reduce the bandwidth of the link at
both endpoints. We did not consider packet loss during our
measurements hence it is out of scope. Equation (1) and (2)
are used to calculate the measured throughput, where, T, =
Measured Throughput (mbps), B = Bytes downloaded, AT =
t, - ts, t, = current time, ¢, = time started.

B B
Tp_ﬂ_tn—ts ()
WinSize(bits Bandwidth(bps) * RTT
T, (bps) = (bits) _ (bps) @)

Latency (sec) Latency (sec)

III. NET-PREFLIGHT TOOL DESCRIPTION AND USE CASES

In this section, we present Net-Preflight Tool Description
and explored different use cases both on isolated networks
and the public internet network path for DTN-to-DTN testing.
Please note that the source code and implementation of Net-
Preflight are available at [11].

A. Net-Preflight Tool Definition and End-to-End requirements

Net-PreFlight is a simple end-to-end, light-weight tool for
measuring available throughput, traceroute. Compared to ex-
isting tools like Iperf, It saves all the previous results and
configuration in its memory. It doesn’t require root access at
the destination node, which is one of the main contributions
of our tool and makes it Unique. In addition, It mainly
focuses on accurate throughput measurement, flexibility, a
retentive memory, security, and performance-related issues.
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The main requirement of Net-Preflight is that you need to
have a source and a destination IP, and both should be able
to ping each other. Ideally, Net-Preflight was designed such
that Root access is not required in both locations, but in this
work, we have assumed we have files with different sizes
saved in the destination node. To use the tool, you log in
to your source node and run the command by specifying the
required arguments, such as the destination IP address, the
key file path, the target file, file size, and the number of
iterations, respectively as stated in [11]. This operation initiates
the download of the data from a destination to source over
and over again as quickly as possible, then records how long
it takes for the files to be downloaded alongside computing
the difference. Using the time and known file size, a relative
bandwidth graph is plotted over time, and the throughput is
measured with respect to time.

B. Use Cases

1) Isolated Network (Network Setup between (CHI@UC to
CHI@TACC): We present our first use case scenario, which is
an isolated network over Chameleon testbed [12]. Chameleon
is a large-scale, deeply re-configurable experimental platform,
which is built to support Computer Sciences systems research
with a wide variety of capabilities for researching systems,
networking, distributed and cluster computing across multiple
sites, such as the University of Chicago (CHI@UC) and Texas
Computing Center (CHI@QTACC), connected by a shared
100Gbps network. Figure 1 shows the network topology
deployed on the isolated network over a dedicated 10Gbps
bandwidth link. The goal of the experiment is download data
from destination to source over and over again as quickly as
possible, then record how long it takes for the files to be
downloaded and compute the difference. Using the time and
known file size, a relative bandwidth graph is plotted over time
and the throughput is measured with respect to time.

2) Public Internet (Network Setup between (NERSC DTN
- CHI@QUC DTN): We present our second use case scenario
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Throughput measurement for large data transfer over isolated Network (CHI@QUC to CHI@TACC) and public Network (NERSC DTN - CHI@QUC

experiment, which is a transfer from a DTN at the National En-
ergy Research Scientific Computing Center (NERSC) to one
of the nodes on the isolated network CHI@UC DTN. NERSC
is a high performance computing (supercomputer) user facility
operated by Lawrence Berkeley National Laboratory for the
United States Department of Energy Office of Science. The
DTN are NERSC servers dedicated to performing transfers
between NERSC data storage resources such as HPSS and the
NERSC Global File System (GFS), and storage resources at
other sites. These nodes are being managed (and monitored
for performance) as part of a collaborative effort between
Energy Sciences Network (ESnet) and NERSC to enable high
performance data movement over the high-bandwidth 100Gb
ESnet wide-area network (WAN). All DTNs have two 100-
gigabit ethernet links for outgoing connections and two 10-
gigabit ethernet links to transfer to NERSC internal resources
(HPSS). We repeat the same set of experiments similar to the
isolated network scenario.

IV. EXPERIMENTAL EVALUATION

We conducted five experiments with respect to buffersize,
file size, TCP congestion algorithm variant, limiting bandwidth
and window size respectively.

A. Experiment 1 - Measurement w.r.t Buffersize and Filesize
at 10Gbps link Capacity (Isolated network):

This experiment was setup with the aim of evaluating
the performance of the tool when data is transferred using
different file sizes and buffersize. It was set-up on an isolated
network using a 10Gbps link capacity between source and
destination node. We performed the experiment varying the
file transfer sizes between SMB - 100MB along side using
different buffersizes respectively.

B. Experiment 2 - Measurement w.r.t different TCP conges-
tion algorithm with 10Gbps link Capacity(Isolated network):

In this experiment, our aim was to evaluate the performance
of the tool using different TCP congestion algorithm along side
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Fig. 2. Comparison of TCP congestion control algorithm comparison.

utilizing different file transfer sizes and buffersize. We started
with Cubic, which is the current default TCP algorithm in
most Linux operating systems, followed by Reno, Hamilton
and BIC. The experiment was setup on an isolated network
using a 10Gbps link capacity as shown in Figure 2.

C. Experiment 3 - Aggregated Throughput Measurement
limiting bandwidth w.r.t congested vs Non-congested links
(Isolated Network):

In this experiment, we used the 10Gbps link capacity only.
Several file transfers were tested at different congestion link
capacity but keeping the buffersize constant. The aim was to
introduce a bottleneck on the 10Gbps dedicated network link
and observe the effect. The traffic at both source at destination
node was limited using traffic shaping as reported in [10]. We
start with the default link capacity of 10Gbps and then limit
down to 5Gbps, 2Gbps and 1Gbps respectively as shown in
Figure 3a.

D. Experiment 4 - Tool Comparison w.r.t Window size, Iperf
vs Net-Preflight:

Here, we tested measurements at window sizes from 8K -
1024k as shown in Figure 3b. We observed that there is a
significant difference in network performance depending on
the window size, with 128K window size being the most per-
formed. This might be as result of the underlying background
traffic condition, which resulted to a drop in throughput at
512K, 1024K and 2048K respectively.

E. Experiment 5 - Large file Aggregated Throughput Mea-
surement w.r.t Concurrent transfers via Public Network from
NERSC DTN - CHI@UC DTN:

In this experiment, the aim was to evaluate the performance
using huge concurrent file transfers with multiple streams (1, 2,
4, 6, and 8-Streams) with respect to 100MB, 200MB, 500MB
1GB and 2GB respectively (as shown in Figure 5). We show
aggregated throughput keeping the buffersize constant and
observing the effect of concurrent transfers on the aggregated
throughput across a public network from NERSC DTN to
CHI@UC DTN.
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F. Discussion of Results

We collected throughput measurement for different data
transfers sizes performed some experiments to observe the
effect of different TCP congestion control variants on the
throughput measurement. Figure 2 shows the comparison of
various TCP congestion control algorithms. We conducted dif-
ferent experiments between buffersize S=512K and S=3072K
while varying the data transfer files sizes between SMB to
100MB, alongside comparing four TCP congestion control al-
gorithm namely Reno, Hamilton, BIC, and Cubic, respectively.
We observed that while keeping the buffersize constant at
S=512K and S=1024K, a decrease in throughput was measured
with increasing file size where BIC came out on top followed
by Hamilton, BIC and Cubic. But as the buffersize increases
between S=2048K and S=3072K, it was observed that it has
less effect on the throughput measurement, which indicates
that as we max out the buffersize, changes were not noticed
between the TCP congestion control algorithms and hence
becomes insensitive. However, on comparing all the four
scenarios side-to-side, it was observed that an increase in the
data transfer sizes results in a decrease in measured throughput
while the opposite is true for the buffersize. But in all cases,
BIC’s performed best, followed by Hamilton and Cubic, then
Reno.

Figure 3a shows a comparison of the congested link vs
the non-congested link. We conducted this experiment in an
isolated network between source node at Chicago and destina-
tion node and Texas. The default link capacity is 10Gbps, and
several bulk file transfers were tested at different congestion
link capacity but keeping the buffersize constant. The aim
was to introduce some bottleneck on the network and observe
the effect on the measure aggregated throughput. In order to
introduce a bottleneck in the setup, the traffic at both source at
destination node was limited using traffic shaping as reported
in [10]. We started with the default link capacity of 10Gbps
and then reduced it down to 5Gbps, 2Gbps, and 1Gbps,
respectively. We observed that decreased in the link capacity
result to a decrease in measure aggregated Throughput. A clear
difference was observed in the measured throughput when the
data transfer file was increased at different link capacities. The
default link capacity of 10Gbps showed the highest throughput
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while the 1Gbp congested link capacity showed the least
aggregated throughput, which shows a good performance of
Net-Preflight measurement tool.

Figure 3b shows the comparison between iperf vs Net-
Preflight at different window sizes respectively. We further
compared the performance of the throughput measurement
between Iperf and Net-preflight as shown in Figure 4, where
we kept the file transfer sizes between 20MB to 100MB.
We observed that in both scenarios, while we keep the data
transfer sizes constant, an increase in buffersize results to an
increase in throughput. Overall Net-Preflight provided mea-
surements largely in agreement with established tools. Figure
5 shows results of the experiments using large data transfers
using concurrent and multiple streams of transfers. In this
experiment, the aim was to evaluate the performance using
huge concurrent file transfers of 100MB, 200MB, 500MB
IGB and 2GB, respectively. We performed the experiments
over 30 iterations. We show aggregated throughput keeping
the buffersize constant and observing the effect of concurrent
transfers on the aggregated throughput. This time we started
with a large buffersize S = 2048K. We kept the buffersize
constant and varied the file transfer size starting from 100MB
to 2GB. We then compare different streams of transfers from
I-stream to 8 streams respectively. It was observed that as
we increase the file sizes the aggregated throughput increases,
however a change is only noticed between the 1-stream and
2-streams. But, between 4-stream, 6-stream and 8-streams
a significant change was not noticed. In addition, we also
observed that an increase in buffersize from 2048k to 4096k
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corresponds to an increase in total aggregated throughput. Why
does Net-Preflight perform similar to Iperf? Our results show
a throughput measurement that is comparable to Iperf, which
requires further exploration, since Net-Preflight also includes
storage I/O in addtion to network characteristics. Upon further
investigation, it is found that because Chameleon architecture
has been optimized for I/O writes, hence we do not see it
affecting the Net-Preflight results. Further analysis on a wide
range of network infrastructure will be conducted in future.

V. RELATED WORK

Past research has explored tools for network measurement,
monitoring, available throughput estimation and bandwidth
measurement [13]-[15], as well as analysis of TCP through-
put and socket buffer auto-sizing for high-performance data
transfers [16], [17]. The authors developed a simple analytic
characterization of the steady state throughput as a function
of loss rate and Round Trip Time(RTT) for a bulk transfers
[2]. For instance the authors in [16] proposed a technique
called SOBAS, their strategy was based on automatic socket
buffer sizing at the application layer. Their results show that
SOBAS provides consistently a significant throughput increase
compared to TCP transfers that use the maximum possible
socket buffersize. In a similar scenario, while the authors
in [18] analyzes the Incast problem, the authors in [19]
examined the effects of using parallel TCP flows to improve
end-to-end network performance for distributed data intensive
applications. While the authors in [20] describes the analysis
of TCP/IP socket buffer length in Local Area Network (LAN)
and Wide Area Network (WAN), authors in [21] presented
a MPT-GRE software, which is a two multipath commu-
nication systems based on different technologies. Following
from various traditional approaches, a lot of existing network
monitoring tools lack the capability of retaining all previous
measurements, flexibility and security in terms of having root
access to both ends. Hence this paper propose Net-Preflight,
a tool intended to bridge the gap by indicating the state of the
network between two nodes in an overlay, prior to initiating
large data transfers.

VI. CONCLUSION AND FUTURE WORK

This paper presents Net-Preflight, a tool intended to indicate
the state of the network between two nodes in an overlay,
prior to performing large scale data transfers. It was compared
with existing tools using different metrics and utilizing isolated
networks, like Chameleon testbed and public internet transfers.
The comparison focused on throughput accuracy, flexibility
and performance history, which stores previous configurations
and network measurements. Net-Preflight addresses questions
of how concurrent stream connections can improve aggregate
TCP throughput measurement. It also addresses the question
of how to select the maximum number of sockets necessary
to maximize TCP throughput while simultaneously avoiding
congestion. Our results show that the use of parallel TCP
streams is equivalent to using a large maximum segment size
on a single connection. In the future, we will continue to
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Fig. 5. Large file concurrent transfers.

improve the performance of the tool and explore the possibility
of applying learning techniques to predict the future end-to-
end throughput and latency that is attainable by the tool.
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Abstract—Intrusion detection is an important function of
wireless sensor networks. Due to their limited lifetime, rather
than covering the entire area of interest at all times, sensors
can be divided into barriers, where each barrier is a subset
of sensors that prevents the intruder from crossing the area.
However, a security problem was discovered, known as a barrier-
breach, where an intruder can find a location in between two
consecutive barriers that allows the area to be crossed when one
barrier is replaced by the next. Given a set of barriers, deciding
if there is a breach-free schedule of these barriers is intractable.
This has led to the development of several heuristics. In a recent
work, we introduced reinforced sensor barriers, which prevent
the crossing of the area of interest in more than one direction,
and presented heuristics for obtaining the maximum number of
reinforced barriers. However, this work did not address obtaining
a breach-free schedule for these barriers. In this paper, we
present a heuristic to obtain a breach-free schedule of reinforced
barriers from a random placement of sensors in the area of
interest. We show via simulation that in practical scenarios the
heuristic achieves a schedule that is close to optimal.

Index Terms—sensor networks; barrier coverage; security
breaches

I. INTRODUCTION

A Wireless Sensor Network (WSN) consists of an area of
interest in which sensor nodes have been randomly placed.
Due to running on batteries, sensors have a limited lifetime [1].
One important use of a WSN is intrusion detection, in which
sensors monitor the area of interest and report to a base station
any anomalous presence. Typically, sensors have a sensing
range that is significantly smaller that the area of interest, and
thus, multiple sensors need to be operating simultaneously.

Due to their limited lifetime, it is common to have more
sensors than necessary to cover the area. Sensors are divided
into groups, where each group covers the entire area. A sleep-
wakeup schedule is created, where one sensor group is active
and the remaining are asleep. Once the first group’s battery is
close to exhaustion, the second group is activated, and so on.

The degree to which the area of interest is covered by
active sensors falls in two categories: full coverage and partial
coverage. In full coverage, the entire area is covered at all
times by the active sensors [2]-[5]. In partial coverage, only
certain regions are covered at a time by the active sensors.
Thus, any event occurring outside of covered area is not
detected [6]-[8].
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A particular form of partial coverage is barrier coverage,
where each group of sensors forms a barrier across the area
such that intruders are prevented from crossing undetected.
There have been extensive studies of sensor barriers due to
their many applications [9]-[16]. Fig. 1(a) highlights a subset
of sensors that provide barrier coverage to the area. The
highlighted sensors will remain active and the rest asleep
until they are close to exhausting their battery power. If n
disjoint barriers are constructed, the protection lasts n times
the lifetime of a sensor. Fig. 1(b) shows the sensors divided
into four disjoint barriers.

The problem of dividing the sensors into the maximum
number of disjoint barriers has been solved in polynomial
time [11]. The approach is based on transforming the sensor
connectivity graph into a maximum flow problem.

Subsequently, a vulnerability of sensor barriers, known as a
barrier breach, was discovered [17], [18]. For some barriers,
it is possible for an intruder to cross the area of interest after
activating one barrier and deactivating the previous one.

Fig. 1(b) illustrates barrier breaches. Four different sensor
barriers are displayed with different line types. If we use the
barriers in a sequential sleep-wakeup cycle (B;, By, Bs, and
finally By), the users are protected for a total of four time units.
However, the order in which the barriers are scheduled affects
the effectiveness of the barriers. Instead, consider scheduling
B followed by Bj. In this case, an intruder could move to
the point highlighted by a diamond, and after B is turned off,
the intruder is free to cross the area. Also, note that only one
of B3 or By is of use. If we activate Bs first, then the intruder
can move to the location marked by the black star. When By is
activated and Bj deactivated, the intruder can reach the users
undetected. The situation is similar if By is activated first, and
the intruder moves to the location of the grey star.

There have been several heuristics that generate a set of
sensors barriers and their breach-free schedule from randomly
placed sensors [17]-[20]. In [21], it is shown that, given
a set of disjoint barriers, obtaining the longest breach-free
schedule of the given barriers is intractable, and a probabilistic
algorithm is given for the problem. The complexity of finding
the longest breach-free schedule of barriers from a from a
random placement of nodes remains an open problem.

A stronger form of a barrier, called a reinforced barrier, was
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introduced in our earlier work [22]. To illustrate this barrier,
consider Fig. 2(a), in which the area of interest is a rectangle.
The objective is to prevent an intruder from crossing the area
by entering from any of its sides and exiting via another side.
For example, intrusion [; is a vertical intrusion, intrusion I
is a horizontal intrusion, while I3 is a corner intrusion (by
turning from vertical to horizontal).

To prevent these intrusions, consider Fig. 2(b), where there
is a barrier of sensors from corner U; to corner V7, and another
barrier from corner Uy to corner V5. Notice that these two
barriers do not need to be disjoint. By combining these two
barriers, none of the above intrusions are possible.

Heuristics to obtain the maximum number of reinforced
barriers were presented in [22]. However, the issue of barrier
breaches was not addressed. Note that barrier breaches are
still possible, as shown in Fig. 2(c). The figure consists of
two reinforced barriers drawn with different line styles. If we
schedule the solid line barrier first, then an intruder can arrive
from the top side. Once we switch to the dashed-line barrier,
the intruder is free to exit via the right side. The issue is similar
if we schedule the dashed barrier first.

In this paper, we consider the problem of obtaining a
maximum-length breach-free schedule of reinforced barriers
starting from a random placement of sensor nodes. We present
a parameterized algorithm based on the general approach
presented in [21]. The algorithm is exponential in the number
of barriers, which is expected to be small and is polynomial
in the number of sensor nodes. Via simulation we demonstrate
that the method produces schedules of near-optimal length.

The rest of this paper is organized as follows. Section II
presents background and definitions. In Section III, we present
our heuristic. Simulation results are presented in Section IV.
Concluding remarks are given in Section V.

II. BACKGROUND

In this section, we present definitions and discuss earlier
methods, before we present our heuristic in Section III.
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A. Definitions

We consider a rectangular area where a set S of n sensor
nodes have been deployed randomly. A barrier consists of
a set B, B C S, such that there is a sequence of sensors,
S1, 82, ..., Sk, such that the sensor ranges of s; and s;41, 1 <
i < k, overlap with each other, and furthermore, the sensing
range of s; overlaps one of the sides of the rectangle, while the
sensing range of s; overlaps the opposite side of the rectangle.
Barrier By in Fig. 1(b) is an example. A barrier is vertical
if the sides being overlapped are the top and bottom, and is
horizontal otherwise.

A reinforced barrier R is a set of sensors such that a line
cannot be drawn starting from a side of the rectangle and
ending at a different side without crossing the sensing area of
any one of the sensors. Note that this requires the corners to
be covered, and it also implies that there is a subset R’ of
R such that R acts both as a horizontal and vertical barrier
(i.e., a diagonal barrier). By symmetry, R is the union of two
diagonal barriers.

An ordered pair (Bj, By) of horizontal barriers forms a
breach if there is a point p not covered by either barrier such
that a line can be drawn from the top of the area to p without
overlapping the sensing area of Bj, and furthermore, a line
can be from p to the bottom of the area without overlapping
the sensing area of Bs. A sequence (or schedule) of barriers
Bi, B, ..., By is breach-free if every pair of consecutive
barriers in the sequence does not form a breach.

Similarly, an unordered pair (Ry, R) of reinforced barriers
forms a breach if there is a point p not covered by either barrier
such that a line can be drawn from some side of the area to p
without overlapping R;, and furthermore, a line can be drawn
to p to a different side of the area without overlapping Ro.

B. Longest Barrier Schedule

Finding the largest number of horizontal disjoint barriers
has been solved in polynomial time by Kumar et al. [11] with
their algorithm known as Stint. The method builds a flow graph
F' where the maximum flow corresponds to the number of
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sensor barriers, and a path with non-zero flow corresponds to
a barrier. A brief outline of the method is as follows, and a
sample graph F' is illustrated in Fig. 3.

Create two nodes U and V representing the left and the right
borders, respectively. Then, for each sensor node s;, create
two nodes, z;+ and x;—, with a directed edge (z;+, z;—) of
capacity one. This edge corresponds to the life of the sensor.
All other edges have a capacity of infinity. For every sensor
s; overlapping the left border, add the directed edge (U, z;+),
and for every sensor s; overlapping the right border, add the
directed edge (z;—, V). Finally, for every pair of sensors s;
and s; whose sensing area overlaps, add an edge (x;—, x;+)
and (xj—,xz—i—)

It is easy to show that a barrier-cover corresponds to a
path from U to V in F. Since the capacities are integers,
the maximum flow f in F is an integer, which corresponds to
f edge-disjoint paths, and thus f node-disjoint barriers.

Most heuristics, such as [17], [18], create their schedule
of barriers by first obtaining a set of barriers from the Stint
algorithm, followed by selecting a subset of these barriers that
do not cross each other. Another approach [21] is to simply try
all possible schedules obtained from the Stint barriers. If the
longest schedule is of length /, then the approach is exponential
in [, but polynomial in the number of sensor nodes. Due to this
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exponential growth, a probabilistic algorithm was presented in
[21] that finds the longest schedule with high probability.
Note that the barriers chosen for the above methods are
obtained from the output of Stint. There is, however, no
guarantee that the set of barriers that can generate the longest
possible schedule are the barriers obtained from Stint.

III. BREACH-FREE REINFORCED STINT BARRIERS

In this section, we present our heuristic for obtaining the
longest breach-free schedule of reinforced barriers. As shown
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in Fig. 2(b), two diagonal barriers are needed to form a re-
inforced barrier. Note that this is always the case even when
the diagonal barriers are not apparent. Consider for example
Fig. 4 where there is a sequence of sensor nodes covering all
three sides U; Vs, VoVi, and ViUs,. Given that the diagonal
barriers do not need to be disjoint (they will be activated
concurrently), then this sequence of nodes can be thought of
as two diagonal barriers, the first from U; to V; along sides
U1V5 and VoV, and the second from Us to Vs along sides
U, V; and V4 Va.

Our approach consists in first obtaining the maximum
number of disjoint diagonal barriers from U; to Vi, and
then combining them with the maximum number of disjoint
barriers from Us to V. This is illustrated in Fig. 5. Let
Dy = {B11,B12,B1m,}, where |D;| = mj, be a max-
imal set of disjoint barriers from U; to Vj. Similarly, let
Dy = {BQ’l,BQ}Q,BQ}mZ}, |D2| = ms, be a maximal set
of disjoint barriers from Us to Vs. Then, the union of any
two barriers By ; and By j, where By ; € Dy and By ; € Do,
form a reinforced barrier, I?; ;. Note in particular that B, ; and
By ; do not need to be disjoint since they will be activated
simultaneously. We denote the set of all reinforced barriers
with R, i.e., R = U” R; ;.

To obtain the set of barriers D; and Dy we can take
advantage of Stint by running it twice: the first time to obtain
D; and the second time to obtain D,. To obtain D;, the flow
graph F7 is built with an arc from U; to each node x;+, where
s; is a sensor whose sensing are overlaps U;’s corner. Also,
an arc is made from each z;— to Vi, where the sensor area
of x; overlaps V;’s corner. The arcs between sensor nodes are
the same as before. A similar approach using Uy and V, will
yield the set Ds.

Our objective is to find the maximum breach-free schedule
using the reinforced barriers in R. To accomplish this, we
build a graph G whose nodes are elements of R. An edge
exists from an element I2; ; to an element IRy ; if the pair
(Ri,j, Ri,1) does not constitute a breach. Obtaining the longest
breach-free schedule is equivalent to the problem of finding
the longest path in G starting at an arbitrary node and without
repeating nodes in the path.

The above approach is similar to the one used in [21], except
that the problem considered is obtaining a maximum breach-
free schedule of horizontal barriers. The barriers are obtained
from Stint, and a graph is built such that an arc corresponds
to a pair of horizontal barriers that do not form a breach.

There is a significant difference in the case of reinforced
barriers that does not occur in horizontal barriers. That is,
reinforced barriers are not independent of each other. If a
barrier I?; ; is used somewhere in the schedule, then for any
1, R;; cannot appear in the same schedule. This is because
the diagonal barrier B; € D; takes part in both reinforced
barriers R; ; and R;;, and barrier B; can only appear once
in a schedule. We refer to the pair R;; and R;; as being
incompatible barriers. Similarly, barrier R; ; is incompatible
with barriers Ry, ; for all k.

Note that, because incompatible barriers cannot appear in
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a schedule, then the length of the schedule is upper bounded
by min(|Dy], |D2|), i.e., min(my, mso). Without this restriction,
the length of the schedule could be as large as m; - mo.

This restriction on the length of the schedule is of significant
consequence, because finding the longest path in a graph
is an NP-Complete problem. A parameterized algorithm on
the length [ of the schedule can be obtained using dynamic
programming combined with exploring all possible subsets of
the set of barriers [21], and hence, it is exponential in the
number of barriers. Since [ is bounded by the number of
barriers, the running time is significant for nontrivial problems.
This motivated the authors of [21] to present a more efficient
but probabilistic algorithm.

On the other hand, with reinforced barriers, the longest
path of the graph is bounded by min(m, ms), which yields
a significantly smaller number. In addition, a diagonal barrier
must begin with a sensor whose area overlaps a corner, while
for horizontal barriers any sensor overlapping a side border can
be used as a starting point. Therefore, we leave the possibility
of a probabilistic algorithm for future work, and we consider
all possible paths of length at most min(my, ms2).

As a final remark, the barriers obtained from Stint are not
guaranteed to be the set of barriers from which an optimal
schedule is obtained. Nonetheless, min(my,mso) is an upper
bound on the length of a breach-free schedule of reinforced
barriers. The complete method is shown in Algorithm 1.

IV. SIMULATION RESULTS

In this section, we compare the performance of the Breach-
Free Reinforced Barriers (BFRB) algorithm against two upper
bounds. Our objective is to determine how close our algorithm
is in obtaining an optimal solution.

Our algorithm is compared against the Minimum Inter-
vention Paths (MIP) heuristic [22]. This is a heuristic we
presented for the problem of finding the maximum number
of reinforced barriers. Since it does not take barrier breaches
into account, we expect it to yield longer schedules than those
of our BFRB algorithm. MIP is based on a greedy strategy
that chooses a pair of diagonal barriers from D; and D, that
overlap the least number of other barriers. In this way, a greater
number of barriers are available for the subsequent round of
the algorithm. Our algorithm is also compared against the
upper bound m, where m = min(|D;|, |D2|). It is impossible
to obtain a schedule longer than m, regarldess of whether
breaches are present or not.

The area of interest is a square of size 500 x 500 meters.
We also simulated a rectangular area of dimension 400 x 600
meters. Sensor nodes are randomly deployed in each area,
ranging from 100 to 260. In addition, the radius of the sensing
area for sensors ranges from 60 to 130. Every point in our plots
corresponds to the average of 100 simulations.

Fig. 6 plots the sensor radius vs. the resulting reinforced
breach-free schedule length. The number of sensors is main-
tained constant at 250. As the radius increases, the diagonal
barrier sets D and D- increase in size, and therefore, so does
the total number of reinforced barriers from which a schedule
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Algorithm 1 Breach-Free Reinforced Barriers
Inputs: sensor set S and rectangular area A.
Output: breach-free schedule of reinforced barriers.

1: (Uy, Va2, V1, Us) + the four clockwise corners of A.

2. F + (Vp,EFr); Il (flow graph)

3: VF(—{Ul,Vi}; EF<—®;

4: for each s, s € S, do

50 Ve« Vel{zs+,25—}; Ep < EpU{(zs+,2s—, 1) };

6: Ep <« EpU{(Uy,xs+,00)} if Uy € sensing_area(s);

7. Ep + EpU{(zs—,V1,00)} if Vi € sensing_area(s);

8. for each s, & IS S A s #+ s A
overlapping_sensing_area(s, s'), do

9: Ep < Ep U{(zs+,2,—,00)} U{(2z}+, x5s—,00)};

10:  end for

11: end for

12: F' + Ford-Fulkerson-Max-Flow(F ),

13: Dy « (); // empty sequence of diagonal barriers)

14: for each path P in F’ with non-zero capacity do

15: Dy < Dy : barrier(P); // add the barrier

16: /I corresponding to path P
17: end for

18: my < |D1l;

19: Obtain similarly Dy from Uy and Vs;

20: Mo <— |D2 ;
21: m < min(my, ms);

22: foreachtand j, 1 <i<my3 A1l <5 < mo, do

23: Ri,j <—D1(i)UD2(j);

24: end for

25: G + (Vg, Eg); /I (breach graph)

26: foreach 2 and j, 1 <i<m3 A1l <5 < mo, do

27: Vo + Vg u {Ri’j};

28: end for

29: for each 4,5, k[, 1 < i,k <mi A1 < 5,1 <mgy, do
30: Eq + EqgU {(Ri,j7 Rk,l)}

31: if (R; ;, Rk,) is not breached;
32: end for

33: ( < longest path (length at most m) in G.

34: return @)

can be obtained. Note that BRFB remains significantly close
the the upper bound of m, and therefore, the breach-free
schedule lengths found are close to the maximum possible
schedule (breach-free or not).

We observe that our MIP heuristic, which is oblivious to
breaches, produces the longest possible schedules. We have
no formal results on the optimality of MIP, and it is unlikely
optimal, but from this performance it deserves further study.

Figure 7 plots the number of sensors vs. the resulting
reinforced breach-free schedule length. The sensor radius is
maintained at 90. The results are similar to those of the
previous figure. BRFB obtains schedules that are close in
length to those of the strict upper bound.

It is worth noticing that the number of schedules obtained is
relatively small. This is related to the fact that for a diagonal
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barrier to exist, there has to be a sensor covering each of the
corners of the area. Given the random placement of sensors,
the number of sensors in these positions are few. In addition,
due to the upper bound m, which is the minimum of the
two sets of diagonal barriers, we expect the total number of
reinforced barriers (breach-free or not) to be small.

Fig. 8 and Fig. 9 are similar to Fig. 6 and Fig. 7, except
that the area is now a 400 x 600 rectangle. As before, BRFB
obtains schedules that are close in length to those of the strict
upper bound.

V. CONCLUDING REMARKS AND FUTURE WORK

We presented a heuristic for the reinforced breach-free
barriers problem, and we have shown that it performs well,
achieving schedule lengths close to the upper bound. The
heuristic suffers from the drawback that all schedules of
length m obtained from R have to be examined. Note that
|R| = my - ma, so a relatively small number of barriers, say,
D1 = Dy = 10, yields a significantly number of possible
reinforced barriers, |R| = 100.

We considered two approaches to examine all schedules.
The first is to use a dynamic programming technique similar
to that in [21], where, for every possible subset of R, a value
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(the length of the longest schedule using the subset) needs to
be maintained. Above, this would require 2'°° values.

The second approach, which we adopted, is to take advan-
tage of the small value of m, and build all possible schedules
of length m, ensuring that each addition to the schedule is
in agreement with the breach-free graph G, and furthermore,
that any new barrier added to the schedule is not incompatible
with earlier barriers in the schedule. Nonetheless, in the worst
case, the number of steps required is |R|™, which becomes
infeasible as m grows. Given the above difficulties, we will
explore probabilistic algorithms in the future and compare
their performance against the known upper bound.

Finally, in earlier work on breach-free horizontal barriers,
we developed algorithms that do not use the Stint method as
a source of barriers, but rather developed barriers in a top-
down approach ensuring that each new barrier does not create
a breach with earlier barriers [19] [20]. A similar approach
might be possible for the case of reinforced barriers, but
barriers would have to be constructed in parallel over all sides.
We will also leave this approach for future work.
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