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Abstract—In the area of digital records management, the
reliability of a digital record’s operator varies over time, and
consequently affects the trustworthiness of the record. The
quality of the reliability of the operator is a measure of
the quality of the record’s evidential value that is, in turn,
a measure of the record’s trustworthiness. In assessing the
trustworthiness of a record using evidential value, it is essential
to combine evidence from various sources, which may be
conflicting and/or interdependent. In this paper we describe
our research on these problems, and develop a trustworthi-
ness assessment model which addresses these problems and
integrates a beta reputation system in combination with a
forgetting factor to assess the temporal aspects of the evidential
value of an operator, a weighting mechanism to detect and
avoid conflicts, and a weighted sum mechanism to combine
dependent evidence. Our results show that the integrated model
can improve the objective assessment of the trustworthiness of
digital records over time using evidential value as a measure
of trustworthiness.

Keywords-Trustworthiness Assessment, Trust, Digital Record
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I. INTRODUCTION

In the area of digital records management, research on the
trustworthiness of digital records is an issue that has received
much attention mainly in two areas, Security [1], [2] and
Trustworthy Repositories [3], [4]. In our previous work [5],
we proposed a complementary method, which assesses the
trustworthiness of digital records based on their evidential
values using the Dempster-Shafer (D-S) theory of evidence
[6]. Four challenges to the assessment model have been
identified, i.e., time, conflict, weighting, and dependency
aspects. In this paper, we improve our previous model by
addressing all four aspects.

This paper describes the time aspect of the trustworthiness
assessment model using the reliability of a digital record’s
operator, since the reliability of an operator varies over
time, and, which in turn, affects the assessment result of
the trustworthiness of the digital record. Inspired by [7],
historical information about the behaviours of operators,
which can be obtained from the logs of digital repositories,
is used to evaluate their reliability. Correct or incorrect
behaviours of operators can be recognised as positive or

Copyright (c) IARIA, 2011.  ISBN: 978-1-61208-149-6

negative ratings of their reliability. In this way, the widely-
researched reputation system mechanism [8]-[10] can be
used here for the evaluation of operators’ reliability. In this
paper, we adopt the beta reputation system [8] to evaluate the
reliability of operators, and to create a function to map the
evaluated result to the mass function, which can later be used
in the D-S theory for the assessment of the trustworthiness
of digital records.

Many researchers have criticized the way conflicts are
handled in the D-S theory [11], [12]. When using the D-
S theory to combine evidential values of evidence around
digital records, we have paid attention to these criticisms.
We first investigate how to detect conflicts between evidence,
and then avoid those conflicts by assigning different weight-
ing, since different evidence may have different importance
to the assessment. In addition, we study the combination of
evidential values from interrelated evidence, since Demp-
ster’s rule of combination is based on independent evidence.
We use an alternative approach to combine evidential values
from dependent evidence.

As the time aspect deals with evidential values assigned to
records’ operators, and the other three aspects deal with the
combination of evidential values, these four aspects together
improve the assessment model by increasing the quality
of the evidential values assigned to the evidence, and by
improving the way they are combined.

We note that the investigation and evaluation of operators’
reliability over time is not fundamentally different from
research in the domain of reputation systems [8]. The appli-
cability to the area of trustworthiness assessment of digital
records and the integration with the D-S theory are two of the
main contributions of this paper. The third is the integration
of a conflict detection mechanism, a weighting mechanism,
and a dependent evidence combination mechanism in the D-
S theory for assessing the trustworthiness of digital records.

The rest of this paper is organised as follows. Section
II describes the related work. Section III briefly introduces
the Trustworthiness Assessment Model proposed in our
previous work. Section IV, V, VI, and VII give an account
of our research on the temporal, conflict, weighting and
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dependency aspects of the trustworthiness assessment model,
respectively. Finally, the conclusion and future work are
presented in Section VIII.

II. RELATED WORK

Reputation systems allow users to rate on an agent that
they have had a transaction with, and use these ratings
to assess the reliability of the agent. It was first used
in online shopping websites, such as eBay, to assess the
trustworthiness of online sellers [13], and was later further
developed in the Peer-to-Peer (P2P) networks area to assess
the reliability of agents [9], [10]. An extensive survey and
overview of trust and reputation systems can be found in
[14]. Among these reputation systems, the beta reputation
system together with a forgetting factor proposed by J@sang
[8] is capable of assessing one’s reliability at a particular
time, based on historical information. It has been adopted in
many areas [15]. In this paper, we adopt the beta reputation
system to evaluate the reliability of records’ operators in the
trustworthiness assessment model because of its “flexibility
and simplicity as well as its foundation on the theory of
statistics”. The beta reputation system was presented as a
stand-alone mechanism in [8]. By mapping the evaluation
results to the basic belief assignments (bbas), we integrate it
with the D-S theory for the assessment of the trustworthiness
of digital records.

The D-S theory of evidence has been applied in many
different areas to combine evidence from different sources
[16], [17]. One feature of the D-S theory that has received
criticisms is its way of handling conflicts [11], [12]. Many
alternatives to Dempster’s rule of combination have been
proposed. The most famous alternatives are conjunctive
[18], disjunctive [19] and Yager’s [20] combination rules.
In the area of belief conflict detection, Josselme et al. [21]
proposed a method for measuring the distance between two
bbas. Liu [22], however, argued that by only using this
distance one cannot distinguish whether two bbas are in
conflict or not. Consequently, after formally defining the
conflict between two bbas, the author proposed an approach
to analyse conflicts, which uses the mass of the combined
belief allocated to the empty set before normalisation and
the distance between betting commitments (see Section V).
Our method of detecting possible conflicts is similar to this
method. It differs from it in that our method resolves these
conflicts by assigning different weighting to the sources.

Regarding the dependency aspect of different sources,
Ferson et al. [23] have done a thorough analysis of de-
pendencies in the D-S theory and probabilistic modelling,
including copulas and Fréchet bounds. The weighted sum
operator was proposed by McClean and Scotney [16] for
the integration of distributed databases. They proved that
“the weighted sum operator is a mass function and it is
both commutative and associative”. It was later adopted by
Hong et al. [17] to combine bbas of dependent sensor data in
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smart homes. They assigned equal weight to the dependent
sensors. However, this might not be true in most cases.
In this research, we integrate the weighted sum operator
into our assessment model to solve the dependency problem
by assigning different weighting to sources based on their
importance to the assessment.

III. THE TRUSTWORTHINESS ASSESSMENT MODEL

In this section, we briefly introduce the model for the
assessment of the trustworthiness of digital records in order
to improve the understanding of the aspects addressed in this
paper. For detail information about the model, readers are
referred to our previous paper [5].

In order to assess the trustworthiness of digital records,
we have identified, analysed and specified a list of evidence
that shall be stored in the metadata related to digital records
[24]. These metadata, named Evidence-Keeping Metadata
(EKM), are a subset of the Record-Keeping Metadata [25],
but limited only to the metadata, which contain evidence of
the trustworthiness or untrustworthiness of digital records.
A digital record associated with its EKM can be structured
as a tree based on a proposed record’s life-cycle model [24].

As shown in Fig. 1, the trustworthiness of a digital record
is built up of trustworthiness during different phases of the
record’s life cycle, which in turn can be categorised by the
trustworthiness of various components. Finally, the trustwor-
thiness of each component is assessed using evidence stored
in EKM. After receiving the linguistic evidential values of
EKM as well as their “trustworthiness hypotheses” (either
trustworthy or untrustworthy) from a panel of experts, the
assessment model maps them into bbas, and uses these bbas
in the D-S theory to assess the trustworthiness of a digital
record from the bottom to the top.

In [5], we have proposed this model and identified a
number of challenges that still need to be met, to wit the
temporal aspect, conflicts, dependencies, and weighted dif-
ferences among EKM. In the ensuing sections, we describe
these challenges, respectively. Note that the model uses bbas
assigned to the EKM as basic units for the assessment of
the trustworthiness of digital records. Hence, as long as the
solutions to these challenges can be mapped to bbas, it is
fairly easy to integrate the solutions into the trustworthiness
assessment model.

IV. TEMPORAL ASPECT

In this section, we describe the temporal aspect of the
trustworthiness assessment model briefly introduced above.
Inspired by [7], we studied the temporal aspect by looking
into the reliability changes of digital records’ operators over
time. Using long-term observations, the history of digital
records as well as the behaviours of records’ operators can
be logged. On the basis of that historical information, the
behavioural patterns of the operators can be learnt, which
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Figure 1. Structure of the EKM for the assessment of the trustworthiness of a digital record [24]

provide us with the possibility to evaluate the reliability of
the operators’ operations on the records.

Good and bad behaviours of an operator P can be docu-
mented and used to learn his/her behavioural pattern. A good
behaviour means that the operation on a digital record does
not compromise the trustworthiness of the record. While
a bad behaviour means that the operation decreases the
trustworthiness of the record. Good or bad behaviours of P
can be discovered through verifications performed by one or
more other operators or by verification software. The way of
detecting good or bad behaviours in a digital library system
is outside the scope of this paper. Instead, this paper focuses
on how to learn P’s behavioural patterns.

The reliability of P can be predicted using the numbers
of good and bad behaviours. It can further be interpreted
as the evidential value of P, because both reliability and
evidential value present the degree to which P can be used
as evidence to prove the trustworthiness of the record P
operated on. The reliability - evidential value - of P varies
along with the accumulation of the number of behaviours.
In this study, the beta reputation system [8] is adopted to
assess the reliability - evidential value - of P.

In our case, we map a good behaviour of P to a good
feedback on P, and a bad behaviour to a bad feedback.
Thus, the evidential value of P can be calculated as:

g+1
EV(P) g+ i2 1)
with the restriction that g,b > 0, where g is the number
of good behaviours that have been exhibited by P, and b is
the number of bad behaviours that have been exhibited by
P.

In order to integrate the evaluated evidential value of P
into the trustworthiness assessment model and combine it
with evidential values of other EKM, EV (P) needs to be
mapped to the bbas defined in the D-S theory. In addition, a
“trustworthiness hypothesis” Hp € {true, false} should be
specified, where Hp = true or Hp = false mean that P
(presented as “Name” of operator in Fig. 1, e.g., “Name of
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Creator”), as evidence, can be used to prove that P’s higher
level node is either trustworthy or untrustworthy.

When P exhibits more good behaviours than bad be-
haviours (g > b), it shows that P tends to be reliable,
and should be used to prove that its higher level node is
trustworthy to a certain degree, thus, Hp = true, and
vice versa. In the case when ¢ = b, Hp = ¢, which
means that it cannot prove its higher level node is either
trustworthy or untrustworthy. When Hp = false, instead

of using gﬂiz, the evidential value of P is assigned as
7 o o g—‘rl b+1 . . . .
EV'(P) =1 pEu F1543> Since in this case, it

is used to present the degree of its higher level node’s
untrustworthiness.

It is obvious that both EV(P) and EV’(P) are in the
interval [0.5,1]. Since bba is in the interval [0, 1], it is
necessary to scale EV(P) and EV'(P) into that interval.
Hence, the mapping rules are defined as follows:

mp(T) = gz.fljfz
if g > b, then Hp = true and < mp(T) =0 2)
mp(U) = 7555
mp(T) =0
if g < b, then Hp = false and { mp(T) = q2-£l;:—22
mp(U) = gi;§-2
3)
mp(T) =0
if g="0, then Hp = ¢ and { mp(T) =0 )
mp(U) =1

where g, b > 0 are the numbers of good or bad behaviours
of P, as defined in Equation (1).

As presented in Equation (1), the evidential value of P
changes with the accumulation of good or bad behaviours.
However, from the long-term perspective, the old behaviours
may be less relevant in the revelation of P’s evidential value,
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because the behavioural pattern of P might have changed.
Therefore, we introduce the forgetting factor & proposed in
[8] into the calculation in order to reduce the impact of
the old behaviours on modelling of P’s current behavioural
pattern. That is, exhibiting G good behaviours at an older
time #; equals exhibiting G§*27% good behaviours at a
more recent time o, where to > t; and 0 < § < 1.
When § = 0, it forgets every old behaviours, and uses the
most recent behaviour to calculate the evidential value of P.
In other words, the old behaviours have no impact on the
calculation at all. When § = 1, it never forgets, and the old
behaviours have the same impact as the recent behaviours
on the calculation of the evidential value of P.

In the calculation of the trustworthiness of a digital record,
users of the calculation system can assign a number between
0 and 1 as the forgetting factor, to designate how much
the old behaviours should impact the calculation. Since the
operator identity and the time of each operation on the digital
record are already documented as EKM, together with the
forgetting factor assigned by the user, they can be used
to calculate the evidential value of an operator for every
operation. Hence, even if the same operator operated on the
same digital records, his/her evidential value can be different
due to the different operation times. For example, operator
P created a digital record at time ¢;, and later (say after
months), migrated the record to another repository at time
to, the evidential value of P for those two operations could
be different, because the reliability of P may be different at
time ¢; and time 5. In this way, the assessed trustworthiness
of the digital record will be more accurate than using the
same evidential value of P for different operation times.

After adopting the beta reputation system as well as the
forgetting factor, the assessment method for the trustworthi-
ness of digital records that reflects the temporal aspect is as
follows.

Myecord(T) = Mereation(T') ® Mumodi fication(T)®
Mmigration(T') @ Mretricval(T) ® Mdisposal (T)
= Moriginator(T') & Mcreator(T') & Mcreation Action(T)
D ... D Mpisposal Executor(T') B MDisposal Action ()
=megxm, (T)® ... dmexm,, (T)
Mrecord(T) = mpra, (T) ® ... ® mpk,, (T)
Myecord(U) = meri, (U) @ ... @ mpku,, (U)

&)

where {EKM; ... EKM,,} stands for all the EKM
related to the digital record - nodes in Level 1 in Fig.
1. Particularly, for EKM; € {EKM, ... EKM,,}, which
stands for the reliability of the operator P at a certain time,
its bbas are calculated based on Equation (2), (3), and (4).
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V. CONFLICT ASPECT

In our research, the D-S theory is used to combine
the evidential values from different EKM. However, the
way of handling conflicts in the D-S theory has received
some criticisms [11], [12]. It is defined in [22] that “a
conflict between two beliefs in D-S theory can be interpreted
qualitatively as one source strongly supports one hypothesis
and the other strongly supports another hypothesis, and the
two hypotheses are not compatible.” Here we present an
example of a conflict that may happen in the trustworthiness
assessment model. Suppose there are two experts E; and Es
who assign evidential value for a piece of EKM, say EK M.
E, suggests that K M is a strong evidence, which sup-
ports that its higher level node is trustworthy, hence, bba
of EKM, assigned by E; is mi(T) = 0.8,m(T) =
0, and my(U) = 0.2. Actually, experts assign linguistic
evidential values to EKM that will later be mapped to
numerical evidential values and further bbas of EKM by the
trustworthiness assessment model. For simplicity, we only
present the mapped bbas here. T and T are propositions
that EK M;’s higher level node is either trustworthy or
untrustworthy. U is the universal set. F> also suggests that
EK DM, is a strong evidence, however, it supports that its
higher level node is untrustworthy, and the bba assigned
by Eo is ma(T) = 0,ma(T) = 0.8, and mo(U) = 0.2.
Using Dempster’s rule to combine the assignments from two
experts, the result is m12(7T) = 0.44,m12(T) = 0.44, and
m12(U) = 0.12, which is very near to the average of the two
bbas. This is not a good way of handling conflicts, because
it hides the conflicting opinions between experts, which may
further lead to an imprecise assessment of the final results.
Thus, it is necessary to prevent conflicts occuring, and to
detect them if they do.

A. Conflict Detection

In this section, we demonstrate the method for detecting
conflicts from different sources. This method is proposed in
[22], which uses two indicators to detect conflicts between
two bbas, i.e., the combined belief allocated to the empty
set before normalisation (mg(¢)) and the distance between
their betting commitments.

As defined in [26], the pignistic probability function
BetP,, associated to bba m on the universe is:

2.

ACU,weA

1 m(4)
AT - m(0) ©

BetP,,(w) =

where |A| is the cardinality of subset A on U. The

transformation from bba m to BetP,, is called the pig-

nistic transformation. It can be further extended to 2V that

BetP,,(A) = ) ,,c 4 BetPp(w). BetP,,(A), referred to as

the betting commitment to A in [22], presents the total mass
value that A can carry.

10
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Thus, the distance between two betting commitments to
A from two sources is considered as the maximum of the
differences between their betting commitments to all the
subsets, defined as

ABetP]'? = maz acy (|Bet P, (A) — Bety,, (A)]) (1)

While the combined belief allocated to the empty set
before normalisation (mg(¢)) in the D-S theory is defined
as

D

B,CCU,BNC=¢

me(¢) = m1(B)m2(C) ®)

It is discussed in [22] that the sole use of either mg () or
ABetP,? cannot detect the conflicts between two beliefs,
they should be used together in order to detect conflicts.
Thus, based on the definition presented above, two beliefs
m1 and mo are defined as in conflict if and only if both
ABetP > ¢ and mg(¢) > €, where € is the factor that
indicates the tolerance of conflict. The higher ¢ is, the more
tolerance of conflict the system is.

Let us see the two beliefs in the example above where
ml(T) = 0,

ms(T) = 0.8,

ml(T) = 08,
mg(T) = 0,

ml(U) = 02,
Using Equation (6), (7), and (8), the ABetP?> and

mg (@) of my and my are calculated as

BetP,,, (T) = 0.1,

BetP,,,(T) = 0.9,
me(¢) = 0.64.

BetPy,, (T) = 0.9,
BetP,,,(T) = 0.1,
ABetP'? = 0.8,

BetP,,,(U) =
BetP,, (U) =

Thus, if assigning € = 0.6, the opinions from those two
experts will be recognised as in conflict, while if assigning
e = 0.7, they will not be seen as in conflict, even though
ABetP? > e.

When conflicts occur, it does not necessarily mean that
the use of D-S theory to assess the trustworthiness of digital
records is wrong, but simply that, due to the conflicts in
beliefs from difference sources, the results may be imprecise.
Thus, together with the assessment results, the assessment
model will also inform users that conflicts between different
elements have occurred during the assessment. Users can
consider this information together with the assessment result
to determine whether a digital record is trustworthy or not.

B. Conflict Avoidance

By analysing the sources of conflicts in the assessment
model, it can be found that conflicts may exist among
experts’ opinions, EKM, components, and life-cycle phases
of a digital record. For a certain piece of EKM, due to
the differences in observations or experience, experts can
have different opinions on its use as evidence, therefore,
different evidential values and trustworthiness hypotheses
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may be assigned to it, which may further induce conflicts
among bbas assigned to this piece of EKM. It is also similar
for other elements in the assessment model, such as EKM,
components, and life-cycle phases.

Notice that until now, all the elements in the assessment
model have been recognised as equally important. However,
it is more realistic to assign different weighting to different
elements. For instance, some of the experts may have more
knowledge or experience than others, hence, their opinions
deserve to be considered as more important than others’. In
addition, by assigning different weighting, many conflicts
can be avoided, because beliefs from less weighted sources
will be discounted.

In the following section, we discuss the weighting differ-
ence as well as how to discount bbas in the D-S theory.

VI. WEIGHTING ASPECT

Weighting difference can be used to differentiate the im-
portance among different elements in the assessment model.
Also, as presented in the section above, it is a way to avoid
conflicts from different sources.

The discounting method in the D-S theory [6] is intro-
duced to assign weighting to elements, as shown in Equation

).

scounti A if A
milzscountzng(A) _ { am1( ) if 7é U

ami(U)+(1—a) ifA=U
©))
where « (0 < a < 1) is the weighting assigned to m1 (A).
Recall the example introduced in Section V, suppose ex-
pert £; has more knowledge and experience than expert Eo,
and they are assigned with different weighting as o; = 0.9
and agp = 0.4, respectively. Using the discounting method
in Equation (9), new bbas of the two experts are
m4(T) =0,

mi(T) = 0.32,

m! (T) = 0.72,
my(T) =0,

my(U) = 0.28,

m4(U) = 0.68.
Then apply Equation (6), (7), and (8), ABetP,?, and

mg(¢) of the two bbas can be calculated as

BetP,, (T) = 0.86, (U)

BetP,, (T)=0.34, BetP,, (T)=0.66, BetP,, (U)

ABetPim = 0.52, ml (¢) = 0.23.

BetP!

mq

(T) = 0.14, BetP!

may

In this case, if the conflict tolerance is still set to ¢ =
0.6 as in Section V-A, bbas from those two experts will no
longer be recognised as in conflict, hence conflict avoided.

Another issue arising together with the use of weighting
difference is how the weighting of each element can be
assigned. In the absence of a completely objective weighting
assignment method, Wang and Wulf [27] use the Ana-
lytic Hierarchy Process (AHP) to identify the importance
of different elements. This approach can also be used in
the trustworthiness assessment model to assign different

L,
1

)

11
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weighting to different elements. However, due to limitations
of space, we will not discuss it any further here. For details
of this approach, readers can refer to [27].

After assigning different weighting to different elements,
the calculation of the trustworthiness of a digital record
(similar to Equation (5)) is
o fication (1)
mdiscounting(T) &m

retrieval

dise )
Myecord(T) = mc;begﬁ;rfmg (T> & m

mdiscounting (T) ®

discounting
migration (T)

disposal
discounting (T) ® discounting (T) @ discounting (T)
Originator Mereator M CreationAction
discountin discountin
©...0m g (T)®m Zrion(T)

Disposal Executor Disposal Action

_ mdiscounting (T) ® ® mdiscounting (T)
— ""EK M, ce EKM,,
Myecord(T) = dei;(CJL\);lmmg Me...o dei;;J(iZ:tmg (T)

Myecora(U) = deiIS;XZntmg(U) ©...b m%?ﬁ:n”g([])

VII. DEPENDENCY ASPECT

In the trustworthiness assessment model, dependencies
may exist in some pieces of the EKM. For instance, “Name
of the Creator” and “Affiliation of the Creator” of a digital
record are interrelated. Since Dempster’s rule of combination
is based on independent evidence, it is not suitable for the
combination of evidence from interrelated EKM. Thus, an
alternative approach should be found to combine dependent
EKM in the trustworthiness assessment model.

In this work, we adopt the weighted sum operator [16]
as the alternative approach for combining dependent EKM
for its applicability. Because the output of the weighted sum
operator is still a basic belief assignment, it can be easily
integrated into the trustworthiness assessment model.

The weighted sum operator (&) is defined in Equation
(10)
wi my(A) + w2

w1 + Wo
where w1, wy > 0.

mydma (A4) = ma(A4),

w1 +U)2

(10)

In [17], when using the weighted sum operator, all depen-
dent elements are equally weighted. While in our research,
different weighting is assigned in the combination of depen-
dent EKM. Note that the weighting here is different from
the weighting in Section VI. The weighting in Section VI
presents the importance of one element in the assessment of
the trustworthiness of a digital record, whereas the weighting
here denotes the different importance of dependent elements
in the determination of their combined result, for example,
in the assessment of the trustworthiness of a creator. In
the case where the creator creates the record on behalf of
his/her organisation, the affiliation should be recognised as
more important. Thus, in the adoption of the weighted sum
operator, the affiliation is heavily weighted, say wnqme =
2,wqyys. = 10, for instance. In another case, the creator
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only creates a record for personal use, where the affiliation
is recognised as less important, and thus, is less weighted,
Say Wname = 10, Wqf filiation = 4.

To differentiate weighting for the weighted sum operator,
the AHP method as mentioned in Section VI can also be
used. In addition, users of the trustworthiness assessment
model may want to assign weighting to EKM based on their
different use.

After integrating the weighted sum operator into the
trustworthiness assessment model, the calculation of the
trustworthiness of a digital record (similar to Equation (5))
is

mrecord(T) = m(éi;(c]o\;lnting (T) D...D (mEKMLé;

mpic, (T))HC0ntnT @ @ mfieetmtnd(T)

mrecord(T) = mtéi;(cxznting (T) D...P (mEK]\L-é;

MEKM, (T))discounting D6 mg]s(c]ovz:ting (T)
Myrecord(U) = mipani™ ™ (U) & ... & (mprw,®

mEK]\/IJ (U))discounting ... delf(c]‘\’;z“"Q(U)

where FKM; and EK M), are interrelated EKM, com-
bined using the weighted sum operator.

VIII. CONCLUSION AND FUTURE WORK

In this paper, we have described the time, conflict,
weighting and dependency aspects in the assessment of
the trustworthiness of digital records. We used the beta
reputation system together with a forgetting factor to eval-
uate the reliability of records’ operators over time, which
is used as the evidential value of the operators and is
the value assigned to a basic belief assignments (bba),
which is integrated into the assessment model. Proceeding
on the basis of assigned conflict toleration, we detected
conflicts between the evidence gained from different sources
by examining two factors, the mass of the combined be-
liefs allocated to the empty set before normalisation, and
the distance between betting commitments. Discounting is
used to assign weighting differences and avoid conflicts
in Evidence-Keeping Metadata (EKM). Finally, we used
the weighted sum operator to combine dependent evidence.
Because solutions to these four problems are all based on
changes in the bbas, they are easily integrated into our model
for the assessment of the trustworthiness of digital records.

Our results show that by adopting and carefully revis-
ing the reputation systems and the Dempster-Shafer (D-S)
theory, they can be integrated in our model and improve the
objective assessment of the trustworthiness of digital records
over time.

In future work, we shall look into the verification and
validation of the trustworthiness assessment results.
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