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Abstract—Every day different events, with different risk levels,
take place in cities. Emergency services are responsible for the
safety of citizens and communication between emergency staff
is one of the main requirements for their correct coordination
and operation. A problem arises when large numbers of people
are located in a particular area, which could produce saturation
in traditional network infrastructures. This paper presents a
low-cost model of communication to be used in this scenario.
The communication system described includes an ID-Based
Signcryption scheme (IBSC) that works considering the location
and the public identi cation of emergency service workers in Fig. 1. Geolocation of events.
order to provide integrity, con dentiality, authentication and non-
repudiation in a single step and in an ef cient way.
Index Terms—Identity Based Signcryption (IBSC); mHealth; (IBSC) based on the location and the public identi cations
Mobile devices; Android; Communications of emergency service workers is used. With this cryptosystem

all the shared messages will be signed and encrypted.

. INTRODUCTION . L
The majority of the communications that are currently de-

This paper presents a low-cost model for communication eloped within the emergency sections are carried out by radio
scenarios where network congestion is produced by massikgguency. In the proposal, communication is done through
access of users involved in emergency situations. This istvéo different technologies using smartphones: Bluetooth Low
predictive scheme based on the establishment of a sec@nkrgy (BLE) [1] and via Wi-Fi Direct [2]. The features
communication channel that does not rely on the cloud. described below will be taken into account to choose the alter-

The objective is to provide a suitable way of communicatiofative. When possible the channel created by Wi-Fi Direct, due
for emergency services (police, re ghters, medical staff, etclp its higher rate of speed and its greater range, will be used.
in case of events where speci ¢ alerts or activities requiringluetooth Low Energy has a transmission rate of 25 Mbps
their participation (ood risk, protest march, a concert, &1d Wi-Fi Direct has a transmission rate of 250 Mbps. The
re, etc.) take place. Usually, the rst step is the assignmerfiaximum range of Bluetooth Low Energy Communication is
of different emergency service workers to specic areas P meters, while Wi-Fi Direct has a range of 200 meters. In the
preserve the civil security. Figure 1 presents as an example §gne range of Wi-Fi, Wi-Fi Aware improves the performance
geolocation of three simultaneous events: a cultural event wth Wi-Fi Direct. Wi-Fi Aware [3] is only available for the
large ow of people in green, a protest march in orange and ¥est version of Android [4] and as a preview mode.
area with high risk of ood in blue. When an event is declared, The structure of the article is described below. Section

different types of emergency service workers must be assignednciudes a short review of publications that justify the
to that zone. In the proposed system, the assignation of ser\mﬁ,e“y and adequacy of the proposed system. Section Il
workers is also used to generate and pre-share informatigihis, on the one hand, with the fundamentals of Identity-
among them. That is why a generic event chat, in whighased Cryptography since the proposal uses it to guarantee
workers can participate via mobile phone, is included. In th& dentiality, integrity and authenticity of the transferred
event that congestion is detected in the network, the emergef{®rmation, and on the other hand deals with a presentation
mode is declared. In this speci c mode, the communication§ 5 system overview. Section IV deals with the details of
will be made directly, in a peer-to-peer mode through thejhe communication scheme and its formal description. Some
smartphones and without additional tools. of the more common attacks in communication models are

A second goal in this paper, is to guarantee the securépalyzed in V. Section VI ends the paper summarizing the
of the shared data, thus an ID-Based Signcryption schemain conclusions and contributions of the proposal.
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Il. RELATED WORK is a generator ofst. Computability, there exists an algorithm
o to computeé(P,Q),8P,Q 2 G [9].

Generally, communications curr_ently deployed/gsed for Elliptic Curve Discrete Logarithm Problem. Considering
emergency are carried out by radio frequency. I_t is a pogr, cyclic groupf o, G, 2G, 3G, ...g for any pointG on a an
frzluﬂgg'c beg;zzgv\évorl:glrjs icr)]nlya(;]%n ssrr\]:rri?] aurgg) dilg 3;zecégiptic curve.k is an integer where the operatiéd- is called

tq I y,d Multipl 9 IF;. 9 based Q\IN Fi Direct scalar multiplication. The Elliptic Curve Discrete Logarithm
not aflowed. iuftipie solutions based on W= DIFeCt anG, 1,00 s hased on nding given pointskG andG.
smartphones has been proposed like in [5] where there is
an explanation of the potential of Wi-Fi Direct in the impleB. Overview of the system
mentation of mobile P2P ?Vs.tems- This work includes SomeThis paper presents an alternative communications system
examples of the use of Wi-Fi Direct to share text messages . . S

. . X . . Oof emergency services through mobile phones in different
to disseminate information, etc. They use a middle-ware for

P2P networking to distribute hash tables to search for peersSFnenanos' In order_to_ preven'g network congesion, users ha\_/e
[6], authors explain the possibility of generating opportunistité) share some public information when the emergency mode is
X activated. This information is user's ID and it is shared through

networks over Wi-Fi Direct by studying the latency at the ”nléLE using beacon mode (see Figure 2) to identify each partic-

layer. It is an extension of [7], where multiple groups werée : . . .
. Ipant. Every person has a list of identi ers (IDs) corresponding
generated. This work presents real measurements that con fm

S . to nearby people. When an emergency service worker nds a
the Wi-Fi Directs suitability for peer-to-peer systems. peer sharing an ID, he/she stores this identi cation. Later on,

There is Something in common in all these SyStemS, no E}g's may be used to peer-to-peer communications.
curity elements are proposed. Our approach differs from others

in that it takes into account the distribution, assignation and

location of human resources in multiple events. Furthermore, 2
information security is addresed throughout the development

of the proposed system. In [8], the authors propose the 2
use of Wi-Fi Direct as an alternative communication system

for emergency situations, but not for communication among

emergency services. The main objective of the application Fig. 2. Sharing identi ers through beacon mode.
developed there is to share the geolocation of people when . o
they are isolated, without signal and in dif culties. The system supports two different communication modes:

peer-to-peer and broadcast. In the rst mode, two people can
exchange information directly and bilaterally. In the broadcast
mode, everyone in the affected area may receive the noti -

In this section, some tools are described to understand heation and by simply clicking on it, they can chat to help
the proposed system works. On the one hand, a cryptographig/her colleague. Emergency staff can share text, images,
primitive is presented, which is used in the communicatiodudio and even videos. Security of the shared data is crucial
system and is based on identities. On the other hand, soiméhe proposed system. Thus, in both communication modes

mathematical tools are described to understand the securityadf ID-Based Signcryption scheme (IBSC) is used. In order
the cryptographic scheme used. to participate in the communications, each emergency service

worker assigned to an area/event must also have some infor-

mation. Firstly, from the central system, events are generated.

Afterwards, the controller must assign different types of staff
Identity based signcryption. In Identity Based Cryptosys- to that zone. Speci ¢ information that allows staff participation

tems, the main objective is the use any string as a valid pubiigo the chat system is also provided, (see Figure 3).

key. These schemes often use as identi ers: email address,

social security numbers, personal identi ers, etc. This kind of - °

cryptosystem avoid problems related to certi cates in public A

key infrastructure. Based on this idea some modi cations .

appeared such us the Identity Based Signcryption where the 1 e

main objective is to obtain a composition of an encryption i %

scheme with a signature scheme. i O

Bilinear Groups. Two cycling groups(G, +) and (Gr, )
of the same prime order are consideredP is a generator of
G and there is a bilinear map pariig G G! Gr which Fig. 3. Central system web application.
satis es following conditionsBilinear, 8P, Q 2 G and8a, b 2
Z, é(aP,bQ) = é(P, Q). Non-degenerate, 9P;, P, 2 G that A unique identi er randomly generated is assigned to each
é(Py, P,) & 1. This means ifP is generator ofs, thené(P, P) event as well as the information for its geolocation. This

Il1l. PROPOSED SYSTEM

A. Preliminaries
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geolocation is generated based on the focus of the event, an8fASTER EXTRACT: In this step, the staff identi cation is
to prevent the generation of multiple events a range of soroarried out. Public key);p 2 G is generated through a hash
mills refer the same event. When a member of the emergerianction applied on the IDQ;p Hy(ID). Private key
staff is assigned to an event, the system generates spedg, used for communications with the serv€rp 2 G, is
credentials and the keys to share data. Users may get tloailculated taking into account thesk, S;p  msk Qpp.
own location, peers's location and the area of the event froNote that key exchange between server and the staff is done
the mobile application, (see Figure 4). using the stream cipher SNOW3G under the session key
obtained through an Elliptic Curve Dif e-Hellman (ECDH).
EVENT EXTRACT: This step is required when a user is
owavss assigned to a new event. Each of the events generated has an
BT e unique identier, 7D, " Z; and some location coordinates,
lat andion. In this step, the public key to this eveQtp. 2 G
\ is generated as;p.  Hi(IDjjID.jjlatjjlon). Then, the
@ secret key to this everfi;p.  msk Qpe.
EVENT SINGLE SIGNCRYPTION: All the messagesn 2
f0,1g™ will be encrypted and signed. The receiver's public

eo key is generated taking into account his/her identi cation
| and the pre-shared datd I{., lat and lon): Qipe,
- Hy (IDyjjID.jjlatjjlon). Then, some operations are developed

giving as result (a t-uple of three components: T, U). T' is
generated as " Zy andT  z P.Then the signature using
sender's private keyq;p.,) is in U. It is obtained as follows
IV. EMERGENCY COMMUNICATION SCHEME r Hy(Tjjm), W z mpk and U r Sipe, + W.

As mentioned in the previous section, an ID-Based Signkinally the encrypted message isdnand it is generated as
ture scheme is used. This approach offers the advantageSepwn belowy — é(W.Qipe,). k& Hs(y), ¢k m.
simplifying management by not having to de ne a public key EVENT BROADCAST SIGNCRYPTION: In the broadcast
infrastructure. This kind of scheme was chosen due to its lowode there aren receivers, so the sender is identi ed by
computational complexity, ef ciency in terms of memory and De, and the receivers by Deq, IDes,...,IDe,. All the
its usability. Emergency service staff can share informatidmoadcast messages 2 f0,1g" will be encrypted and
with only one person in peer-to-peer mode through an IBigned. The sender's public key is generated as bellows:
Based Signcryption and with multiple users in broadcast modk pe, Hy(ID,jjID.jjlatjjlon). Then some operations
through an ID-Based Multi-Receiver Signcryption Scheme. lre developed giving as resuit (a t-uple of components:
the proposed scheme, the central server supports the Privafg U, V, W, X, ap, ...a, 1), then the sender selects some
Key Generator (PKG). It is a crucial part of the proposal, beandom numbers " Z;, ' " Z%, s " Z: andp " Z} and
cause it is the service in charge of generating emergency sth#n, it operated’ T Qrpe,, U r P, X T,
private keys. The signcryption scheme used is a combinatidn " mpk. The receivers' public keys are generated
between the ID-Based Signcryption Scheme proposed in [1@king into account all the identi cation$D;, I Dy, ..., ID,,
and an ID-Based Signcryption Scheme for Multiple Receivess follows: f(z) = [ ,(z  v;) + p(modq) = ag + a1z +
[11]. Below, some mathematical basic elements and notation+ a, 12"~ + 2™ with Qe; Hy(ID;jjID.jjlatjjlon),
used in the system description are presented. Several hash é(Q;,J) and v; Hs(y;). Then it calculates/
functions are also needeH; : f0,1g* ! G*,Hy:f0,1g* ! s H(p), the keyk ask  H(s) and the encrypted message
Zi Hy : Z; \ f 0,1g",Hy : f0,1g" ! f 0,1g™ H; : asc Kk m.Finally an authenticatok is generated a
G G folg" Zyr Zr .. Zy! Zr wherenisthe Hs(c,X,U,V,a0,a1,...,an—1) andW (r'+h)r Sip,.
size of the message. " S stands for an element randomly EVENT SINGLE UNSIGNCRYPTION: First of all the
selected from a sef, «  y denotes the assignation of thesender's public key is generated taking into account
valuey to z andjj is used for concatenation. The steps needdde, and the pre-shared information ag;p,
for the signcryption scheme are the following: Hy(IDe,jjID.jjlatjjlon.). Theno is parse adc,T,U). If

SETUP: In this rst step, server initializes the parameter§verything is right, the message 2 f0,1g" is returned.
in order to generate its own keys: master public keyk) Otherwise, if there are some problems in the signature or
and master secret keynsk). To achieve it, some private dataln the encryption ofm, ? is returned. The verication is
is necessaryk 2 Z to generate a primg based on it, two : €(U,P) == é(Qipe,,mpk)" é(T,mpk) Thus, the user
groupsG and Gr of order¢ and a bilinear pairing map : calculatesy é(Sipe,. 1), k Yy, m k¢ and
G G! Gr are selected. Next? 2 G is randomly selected 7 Ha(T]jm).
and all the hash functions are also de ned. Finally, server keysMULTIPLE RECEIVER UNSIGNCRYPTION: In this
are generatethsk " Zy andmpk  msk P. step, two verications are carried out but rst of all

Fig. 4. Mobile application.
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o is parse asc,T,U,V,W, X, ag,...a, 1 and h cryptosystem and BLE in beacon mode. Emergency services
Hs(c,X,U,V,a9,a1,...,an—1). The rst verication is the were able to know, with the mobile application, where the
public verication to check that the ciphertext is valid:event was located and where they must deployed, as well as
é(W, P) == é(X + hT, mpk) Otherwise, the ciphertext haspeers location. The system generated automatically the pre-
been damaged or it is invalid artl is returned. The secondshared data depending on the event to which the worker has
veri cation is: é(W,Qe;) == é(X + hT,Sipe,) It is to been assigned; the main objective was that emergency workers
check if ID; is one of the receivers chosen by the senderas able to share information among them when different
and the ciphertext is valid. Otherwise, the receiver shall quvents saturate the network. The prototype has been developed
the decryption process an@ is returned. To generate thelike an emergency support tool to contact peers through a
message some operations are generajed: é(Sipe,,U), chat. An ID-Based Signcryption has been used to protect
v,  Ha(y),p f(vi),s V. Hs(p),k  Ha(s) and integrity, con dentiality, authentication and non-repudiation in
m k c the communications. Speci cally, emergency service shared

information with only one person in peer-to-peer mode and

V. PROTOTYPE ANALYSIS with multiple users in broadcast mode.

A system prototype has been developed. It includes a webAs future work, more functionalities will be added to the
application and a mobile application to improve commuserver, such as statistics, private chats based on roles, etc.
nication between emergency services in extreme situatioiifie improvement of communication technologies is a must. A
Security is one of the priorities that is why the system providémta prototype has been implemented with Wi-Fi Aware that
protection against different attacks. On the one hand, Denialavailable only in Android 8 and in the preview mode of
of Service (DoS) attacks related to make multiple requedtse technology. The addition of LTE-Direct depends on the
are restricted because only requests associated with a nunibative Development Kit (NDK), because right now this code
of legitimate members of emergency services take effect. Gnprivate.
the other hand, the typically “Man in the Middle” attack
which conveys a successful authentication to the server with

a legitimate identi er is very improbable, because once the Research supported by TESIS2015010102, TESIS-
corresponding user private key is assigned to the server furthen5010106 and by the Spanish Ministry of Economy

requests of this kind will be not attended. Impersonation wiind Competitiveness, the European FEDER Fund, and
be easily detectable since the number of members who Ga8 CajaCanarias Foundation, under Projects TEC2014-

make requests to the server is limited to those who are workigg110-R, RTC-2014-1648-8, MTM2015-69138-REDT and
at the time of the request. DIG02-INSITU.

An analysis of ef ciency related to the technologies cover-
age, their range and their transmission ef ciency was devel-
oped. A beta prototype has been also implemented with Wi-F1] N. K. Gupta, Inside Bluetooth low energy. Artech House, 2016.

; : :4[2] W. Shen, B. Yin, X. Cao, L. X. Cai, and Y. Cheng, “Secure device-to-
Aware but in the preview mode of the technology. An Android device communications over wi direct/EEE Network, vol. 30, no. 5,

application has been developed to share information between pp. 4-9, 2016.
users. The implementation of the security has been develop&d B. N. Schilit, A. LaMarca, G. Borriello, W. G. Griswold, D. McDonald,

: - : E. Lazowska, A. Balachandran, J. Hong, and V. lverson, “Challenge:
with the generation of some random events on a map and with Ubiquitous location-aware computing and the place lab initiative,” in

the assignation of users to events manually. Proceedings of the 1st ACM international workshop on Wireless mobile

_ applications and services on WLAN hotspots. ACM, 2003, pp. 29-35.
Note that the proposed prototype does not need a commys 5%, oiq “android,” Retrieved February, vol. 24, p. 2011, 2011.

nication with the PKG, but just for the initialization where the [5] R. Motta and J. Pasqua|e' “Wireless p2p: Problem or opportunity?"
generation of keys is performed in the Event Extract step. in Proceedings of the Second IARIA Conference on Advances in P2P

: f Systems, 2010, . 32-37.
Afterw,ards’ users can S_hare m?ssages with their own ke, N? Conti, F. Dglzwastro, G. Minutiello, and R. Paris, “Experimenting
and with the pre-shared information related to the event. ThiS™ opportunistic networks with wi direct,” inWireless Days (WD), 2013
eliminates the problem of saturated communication networks IFIP. IEEE, 2013, pp. 1-6.

because an alternative scheme has been displayed with dirfétD: €amps-Mur, A. Garcia-Saavedra, and P. Serrano, “Device-to-device
communications with wi- direct: overview and eXperlmentathIEEE
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