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Abstract—The digest access authentication method used in the
voice over IP signaling protocol, SIP, is weak. This authen-
tication method is the only method with mandatory support
and widespread adoption in the industry. At the same time,
this authentication method is vulnerable to a serious real-world
attack. This poses a threat to VoIP industry installations and
solutions. In this paper, we propose a solution that counters
attacks on this wide-spread authentication method.

Index Terms—SIP, authentication, Digest Access Authentica-
tion, security attack.

I. INTRODUCTION

The most common protocol pair used for sending Voice
over IP (VoIP) is the Session Initiation Protocol (SIP) [I]
and Real-time Transport Protocol (RTP) [2]. RTP transfers
the media content, while SIP handles the signaling, i.e., set
up, modification and termination of sessions between two
or more participants. VoIP is the emerging technology that
will eventually take over from the traditional Public Switched
Telephone Network (PSTN) [3] due to VoIP’s improved
flexibility and functionality, such as improved sound quality
(“HD sound”) using wideband codecs like G.722 [4], instant
messaging (IM), presence, mobility support, and secure calls.
VoIP reduces maintenance and administration costs since it
brings convergence to voice, video and data traffic over the IP
infrastructure.

SIP is an application layer protocol developed by the IETF.
Its core functionality is specified in RFC3261 [1]. Additional
functionality is specified in additional RFCs [5]. SIP ses-
sions range from ordinary calls between two participants to
advanced conference sessions between multiple participants
communicating over video, voice, and IM.

However, SIP and RTP-based VoIP installations are rather
difficult to secure [6]. VoIP inherits many security threats and
Quality of Service (QoS) properties from the Internet, in addi-
tion to threats that come from the VolIP-specific technologies
[7]. A clear and concise VoIP threat taxonomy is given by
VOIPSA [8]. There are many obstacles in securing SIP, due
to its use of intermediaries and the fact that functionality was
the primary focus for the SIP designers, not security [ 1, page
232].

SIP supports several security services, and the RFC recom-
mends their use. These security services can provide protection
for authentication, confidentiality, and more. Yet, only one
such security service is mandatory: the SIP Digest Access
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Authentication (DAA) method [ !, page 193]. In our experience
the other security services are neither implemented nor used.
The only security service used is the mandatory authentication
method.

DAA is primarily based on the HTTP Digest Access Au-
thentication [9], and is considered to be weak and vulnerable
to serious real-world attacks [10].

The main contribution of this paper is to present and analyze
the seriousness of a vulnerability we presented in our earlier
work — the registration attack [10]. We propose a solution to
secure DAA that will counter this vulnerability.

The rest of the paper is organized as follows: We show
our approach in Section II. We explain SIP authentication
in Section III, and show the registration attack previously
discovered in Section IV. In Section V, we show how to
improve the authentication method to counter this attack.
Related work is given in Section VI, before concluding in
Section VIIL.

II. METHOD AND CASE STUDY

In Norway, both private companies and public authorities
are migrating from PSTN to VoIP [11]. Our case study is
taken from three companies in Norway; one medium sized
company with 150 employees, and two larger companies
with 3000 and 4700 employees. We have gathered several
of these VoIP configurations and setups, and replicated the
installations in our test lab [12]. In these companies, most
of the employees have their own VoIP phone, called a User
Agent (UA). All VoIP servers run the Linux operating system
with the open source telephony platform Asterisk [13]. We
found in these configurations that the digest authentication is
the only authentication method for the UAs.

Our analysis follows the workflow shown in Fig. 1. In the
following paragraphs, the numbers in parentheses refer to the
numbers in Fig. 1.

In order to gain knowledge of the SIP protocol we use the
specification documents (1), here the SIP standard. Then, we
analyze VoIP network traffic going through the test lab (5). We
have implemented two VoIP setups based on configurations
from our industry partners ((2) and (3)). The network traffic
is intercepted and saved to file using the network tool tcp-
dump (4). The network traffic is then analyzed off-line using
the packet analyzer, Wireshark (5). An example of such an
analysis is shown in Fig. 2.
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Fig. 1: Workflow for analysis of the SIP authentication method.

dump1-etho.pcap - Wireshark

File Edit V

S

Filter: | sip

Capture  An.

= |Expression... | Clear | Apply

Destination  Protocol Info
156.116.8.139 SIP Request: REGISTER s1p:156.116

No. - Time Source
1170 179.046693 156.116.9.85

B

¥ Session Initiation Protocol
P Reguest-Line: REGISTER sip:156.116.8.139:5061 SIP/2.0
¥ Message Header
» Via: SIP/2.0/UDP 156.116.9.95;branch=zchG4bKalsa9lefSDOF3544
B From: "Alice" <sip:1l001l@L56.116.8.139=;tag=22817C41- DESODCDE
P To: =sip:l001@156.116.8.139=
b CSeq: 2 REGISTER
Call-1D: cl4cOec2-2cb13363- 27c9a4880155.116.9.95
P Contact: =sip:l001@156.116.9.95=;methods="INVITE, ACK, BYE, CANCEL, OPTIONS, IN
User-Agent: PolycomSoundPointIP-SPIP_S550-UA/3.1.2.0392
Accept-Language: no-no,no;q=0.9,en;q=0.8
¥ Authorization: Digest username="1001", realm="asterisk", nonce="250283c2", uri=
Authentication Scheme: Digest
Username: "1001"
Realm: "asterisk"
Nonce Value: '250283c2"
Authentication URI: "sip:156.116.8.139:5081" -

@ Session Initiation Protocol (sip), 714 bytes Packets: 2296 Disp... - ..

Fig. 2: Network analysis using the network tool Wireshark.

As an additional input we consider threats deducted from
formal analysis of the protocol, such as a SIP attack analyzed
by Hagalisletto and Strand [10], using the protocol analyzer
PROSA (6). We explain the attack in more detail in Section IV,
and implement and execute the attack using the network
tool NetSED (7) as shown in Fig. 6. Based on the security
requirements (9) obtained from the SIP specification, we then
checked if the authentication method (10) was compromised
by the real-world attack. After careful analysis of the SIP
headers we found that the SIP registration attack could be
countered by a modification of the SIP authentication method

(8).
III. AUTHENTICATION IN SIP

Authentication is the assurance that a communicating entity
is the one that it claims to be [14]. Authentication consists
of two basic steps: a) Identification, where an entity/client
presents a value to the authentication system, and b) Verifi-

Copyright (c) IARIA, 2011 ISBN:978-1-61208-113-7

cation where this value is validated against the authentication
system [15]. When people that know each other are dialing
or answering a phone call, they can often authenticate the
other by just recognizing the other person’s voice. However,
when using new communications channels, such as instant
messaging (IM), video, screencast and presence, determining
the authenticity of the communicating partner is more difficult
than for a voice call. To have established the identity of the
caller is also important when, for instance, a physician need
to communicate with a patient and discuss sensitive health
information. For instance, someone else could masquerade as
the patient and illegally obtain sensitive health information on
the patient.

The SIP Digest Access Authentication (DAA) is currently
the most common authentication scheme for SIP. Other au-
thentication schemes have emerged, but DAA is the only
mandatory authentication scheme [I, Section 22]. DAA uses
a challenge-response pattern, and relies on a shared secret
between client and server.

SIP is heavily influenced by the HTTP request-response
model, where each transaction consists of a request that
requires a particular response. The SIP messages are also
similar in syntax and semantics to both HTTP and SMTP [16].
A SIP message consists of headers and a body. The SIP header
fields are textual, always in the format <header_name>:
<header_value>. The header value can contain one or
more parameters. We show an example SIP header message
in Fig. 4.

Any SIP request can be challenged for authentication. We
show an example SIP DAA handshake in Fig. 3, and refer to
the protocol clauses with a number in parentheses. The initial
SIP REGISTER message (1) from Alice is not authorized
and must be authenticated. The SIP server responds with a
401 Unauthorized status message (3) which contains a
WWW-Authenticate header with details of the challenge,
including a nonce value. The client computes the required
SIP digest that is embedded in (4) as an Authorization
header. The SIP server, upon receiving the Authorization
header, must perform the same digest operation, and compare
the result. If the results are identical, the client is authenticated,
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Fig. 3: The SIP Digest Access Authentication method during a SIP REGISTER transaction.

1. REGISTER sip:CompanyA SIP/2.0

2. Via: SIP/2.0/UDP
156.116.9.95;branch=z9hG4bK32F3EC44EB23347BFB0D488459C69E4E

3 From: Alice <sip:alice@CompanyA>;tag=1234648905

4 To: Alice <gipf%alicelCOmpanya>

5. Contact: "Alice" <sip:alice@156.116.9.95:5060>

6. Call-ID: 2B6449C74C10D4F95006A6C034E79ESECCOmMpanyA

7 CSeq: 19481 REGISTER

8 User-Agent: PolycomSoundPointIP-SPIP_550-UA/3.1.2.0392

9 Authorization: Digest
username="@lice",realm="gasterisk" ,nonce="3b7a1395" , response="
ccbdelc3cl29b3dcaaldadd5e35519d7" , uri="sip:CompanyA",algorith
m=MD5

10. Max-Forwards: 70

11. Expires: 3600

12. Content-Length: 0

Fig. 4: The only attributes included in the digest response
(blue) are depicted in green.

and a 200 OK message (6) is sent.

The SIP DAA is almost identical to the HTTP digest access
authentication [9]. As we will show later, too few attributes are
included in the digest computation, thus leaving some values
unprotected. Formally, the DAA is expressed as follows:

HA1 = MD5(A1)
= MD5(username : realm : password)
HA2 = MD5(A2) = MD5(method : digestURI)
response = MD5(HA : nonce : HA2)

In this context, Al is the concatenated string of Alice’s
username, the realm (usually a hostname or domain name)
and the shared secret password between Alice and the server.
For A2, the method is the SIP method used in the current
transaction, in the above example that would be REGISTER.
In a REGISTER transaction the digestURI is set to the URI
in the To:-field. The digest authentication response is the
hash of the concatenated values of HAI, the nonce received
from the server, and HA2. A SIP REGISTER message with a
computed digest embedded in the Authorization header
is shown in Fig. 4. DAA provides only reply protection due to
the nonce value and one-way message authentication. There
is no encryption of the content, nor confidentiality support,
except the shared secret password between client and server.
All messages are sent in clear. DAA only works within a local
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Fig. 5: The attacker Charlie can modify the Contact header
value, and thereby have all Alice’s calls redirected to him.

domain so cross-domain authentication is not supported, which
implies that end-to-end authentication is not supported. There
is no provision in the DAA for the initial secure arrangement
between a client and server to establish the shared secret.
However, DAA has low computation overhead compared to
other methods [17].

IV. ATTACK ON DAA

When a UA comes online it registers its contact point(s) to
a location service. Contact points are the preferred methods
a user can be contacted by, for example using SIP, mail,
or IM. Usually, only a SIP URI contact method is present.
The location service is responsible to redirect SIP requests
(for VoIP calls) to the correct SIP end-point. For example, an
incoming SIP call destined to alice@CompanyA.org does
not contain information about which hostname or IP-address
Alice’s phone can be reached. Therefore, a SIP proxy will
query the location service to receive Alice’s phone’s hostname
or IP-address, and then redirect the call to this address.

The binding of Alice’s phone to a hostname or IP-address
is done during the REGISTER transaction, as depicted in
Fig. 3. Before the binding, or registration, the SIP server
should ask the client to authenticate itself, as explained in the
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netsed 1.00a by Julien WdG <julien@silicone.homelinux.org=
based on 0.01c from Michal Zalewski <lcamtuf@ids.pl=

[*#] Parsing rule s/<sip:l001@156.116.9.95>/<sip: 1001@156.116.8.7=>. ..

[+] Loaded 1 rule...

Fig. 6: The network packet stream editor NetSED modifies
network packets in real time based on a regular expression (in
red).

previous section. After a successful authentication, the client’s
hostname or IP-address is registered. A re-registration is
normally done at regular intervals. This registration is repeated
usually every 3-10 minutes, depending on the configuration.
The client’s preferred contact methods, including hostname or
IP-address, is carried in the SIP header Contact, as depicted
in Line 5 in Fig. 4. However, this SIP header value is sent in
clear, and is not protected by DAA. Thus, the registration is
vulnerable to a man-in-the-middle attack [10].

If an attacker modifies the hostname or IP-address in the
contactURI header value during a REGISTER phrase, as
depicted in Fig. 5, all requests, and hence calls, to the client
will be diverted to a hostname or IP-address controlled by an
attacker. Here, Alice cannot perceive that she is unreachable.
An attacker can modify Alice’s REGISTER session in real-
time using NetSED [18] as depicted in Fig. 6. The SIP
server (Asterisk), will not detect nor suspect that anything is
wrong, and register Alice’s phone number with the attackers
IP address, as seen on Asterisk’s terminal in Fig. 7. When
Asterisk receives a call to Alice, the call will be forwarded to
the attackers registered IP address.

V. IMPROVING DAA

The SIP digest authentication is weak, which is stated in
both the SIP specification [1], and the digest specification [9].
Specifically, DAA only offers protection of the value in the
To header called the Request—-URI and the method, but
no other SIP header values are protected. Other better and
stronger authentication methods have been recommended [19].
Nonetheless, we suggest improving the DAA as well as possi-
ble, since DAA is the authentication method commonly used
due to its simplicity and widespread support and adoption.

A minor modification of DAA can counter the registration
hijack attack [10], which is caused by having too few SIP
header parameters protected by the digest. Since an attacker
can modify and redirect all requests, we protect the header
by including the Contact header value in the digest. By
including the Contact value, which we name contactURIs
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root@titan01: ~

File Edit ch Terminal Help

t1tanQl*CLI> sip show peers

MName/username Host Dyn Nat ACL Port Status
1001/1601 156.116.9.95 D 5060 Unmonitored
1002/1002 (Unspecified) o] 5060 Unmonitored
1003/1003 (Unspecified) o] 5060 Unmonitored
1004/1004 (Unspecified) o] 5080 Unmonitored

4 sip peers [Monitored: O online, 0 offline Unmonitored: 4 online, 0 offline]
t1tanQl*CLI> sip show peers

Name/username Host Dyn Nat ACL Port
o] 5080
1002/1002 Unspecitie D S080

1003/1003 (Unspecified) D 5060 Unmenitored
1004/1004 (Unspecified) o] 5080 Unmonitored
4 sip peers [Monitored: O online, 0 offline Unmonitored: 4 online, 0 offline]
t1tanQl*CLI=>

Status
Unmon1 tored
Unmonitored

Fig. 7: Host name before (green) and after a successful attack
(red), which makes Asterisk believe that Alice’s phone (with
number 1001) is reachable at an IP-address of the attacker’s
choice.

in the digest, we effectively counter the registration hijack
attack.

We define HAO with contactURIs. The new digest com-
putation algorithm is as follows:

HAO0 = MD5(A0) = MD5(contactURISs)
HA1 = MD5(A1)
= M D5(username : realm : password)
HA2 = MD5(A2) = MD5(method : digestURI)
response = MD5(HAO : HA1 : nonce : HA2)

Weaknesses in the MDS5 hash have been found. In particular
we mention collision attacks where two different input values
produce the same MD5 hash [20]. This weakness is not known
to be exploitable to reveal a user’s password [2]. Nonetheless,
a stronger hash function, like SHA1 [22], is recommend.

We implemented and tested our modified DAA by using the
Python Twisted [23] networking engine, using both MD5 and
SHA1. According to our test, the computation overhead by
including HAQ with the ContactURIs is minimal, as shown
in Fig. 8. The difference between the original DAA and our
modified DAA with MD5 for 100.000 authentication requests
on a 2.2Ghz Intel CPU, is only 0.44 seconds, a negligible
amount.

A modified DAA means a modification of the SIP standard.
Since the SIP standard has seen widespread industry adoption,
it can be difficult to re-deploy a non-standardized SIP DAA.
To prevent a modification of the SIP standard, we can use the
DAA parameter auth-param to store our modified digest
response. The parameter auth-param is reserved “for future
use” [9, page 12], and can be a part of the Authorization
header.

SIP devices that do not support the updated and more secure
digest, can and will ignore this value, and use the original
DAA for authentication. However, we cannot recommend this
approach, since an attacker could remove this value and force
the usage of the original standardized DAA. We would prefer
to modify the DAA digest computation to force an upgrade to
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Fig. 8: The computation overhead for 100.000 iterations for
original DAA and our modified DAA for both MD5 and
SHAL.

the new improved DAA method, instead of compromising on
security.

VI. RELATED WORK

Based on the DAA, Undrey [24] proposed a more flexible
use of variables protected by the digest. His paper addresses
the shortcomings of DAA and suggests to allow the server to
decide which headers it requires to be included and protected
by the digest computation. Unfortunately, his approach does
not require specific headers fields to be included. Therefore,
transactions that do not include Contact fields are still
vulnerable to the registration attack.

Palmieri et al. [25], [26], dismiss DAA as a usable authenti-
cation method, and instead craft a new authentication schema
with digital signatures based on public-key encryption. They
rely on public key infrastructure (PKI), but admit that PKI is
difficult and costly to implement.

Yang et al. [27] also conclude that DAA is weak. They argue
that, since DAA is vulnerable to an off-line password guessing
attacks, a more secure authentication method is required. They
propose an authentication method based on Diffie-Hellman.
Unfortunate, they do not discuss nor add any additional SIP
headers in their new authentication scheme. So their solution
is also vulnerable to the registration attack.

The H.323 recommendation for the VoIP protocol from the
International Telecommunication Union (ITU) has failed to
see widespread adoption by industry players, and is consid-
ered abandoned in favor of SIP/RTP [16]. The authentication
methods in H.323, specified in H.235 [28], [29] uses well
established security mechanism, like certificates, and Diffie-
Hellman key exchange, to enforce authentication. Further
analysis is needed to see whether the H.235 standard protects
the signaling better than SIP.

The Inter-Asterisk eXchange (IAX) [30], also published by
the IETF, establishes a competing protocol to SIP/RTP. IAX
has several security properties that are better than SIP. By
multiplexing channels over the same link and transporting both
signaling and media over the same port, enforcing security
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mechanisms is easier. IAX supports two authentication meth-
ods: 1) MD5 Message Digest authentication [31] computed
over a pre-shared secret and a challenge (nonce), or 2) using
RSA public-key encryption on the challenge. In both methods,
the nonce value is the only protocol parameter that is integrity
protected by the authentication. Future work needs to inves-
tigate whether the IAX authentication method is adequately
secure.

Other, more secure, authentication methods for SIP have
been standardized, such as the support for public key en-
cryption with S/MIME [32], the “Asserted Identity” extension
[33], and the “Identity” header extension [34]. None of these
authentication methods have seen any widespread deployment
yet [19].

VII. CONCLUSION

We have seen that the widely deployed authentication
method DAA in SIP is weak and vulnerable to attacks.
Moreover, we have confirmed and verified that the attack
analyzed earlier [10] can be performed on the SIP protocol in
real-time. We have examined this authentication method, and
proposed a solution to counter the serious registration attack.
By including more SIP header parameters in the authentication
digest this attack can be countered.

The original SIP designers focused on functionality and
compliance at the cost of security. A more thorough investiga-
tion of the SIP DAA in the design phase would have revealed
the vulnerability presented here, and the vulnerability could
have been prevented early on.

Our remedy presented here solves an serious problem with
the DAA. However, other weaknesses and shortcomings of
DAA are too serious to be part of a strong and secure authen-
tication scheme for SIP. Therefore, we intend to investigate
other authentication methods for SIP, including support for
Generic Security Service API (GSS-API]) [35].
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