ICNS 2011 : The Seventh International Conference on Networking and Services

Unified Language for Network Security Policy Implerentation

Dmitry Chernyavskiy

Information Security Faculty
National Research Nuclear University MEPhI
Moscow, Russia
milnat2004@yahoo.co.uk

Abstract—The problem of diversity of the languages on
network security appliances’ interfaces is discusse Idea of the
unified language for network security policy (ULNSP

implementation is proposed. A basic approach to th&JLNSP

formalization is considered. ULNSP Grammar and syrax

examples are given. Further research on UNLSP is lafly

discussed.
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l. INTRODUCTION

Communication in the modern world cannot be imagjine
without such a concept as a language — an effeataye of
representation and information transfer. At presieate is a
large variety of different languages created bypbedor
their own needs: a sign language, a body language,
languages of mathematical and chemistry formulesplgcs
languages applied in plotting and designer actiatyd
others. All formats of input/output data defineamduage
for information and communication technologies. wer
often program systems have really complex langudges
their interfaces, including declarations, instrons,
expressions and many other kinds of data sets. i$Hise
payment for programs and devices functionality.

The main reason of this diversity of possible laaggs is
a tendency to represent the information in a fosrmach as
possible short and convenient for a particular tsalation.
Information security (IS) sphere has not avoided ibsue.
Input and output languages are used for manageofiehe
majority of network security appliances (NSA), hayiheir
own set of instructions for implementation of thepmorate
IS policy (ISP), containing many rules (ISPR). Heter, by
different NSA, we mean such appliances, for whickeast
one ISPR can be specified so that its implememtaticone
appliance is available only with the set of comnsand
different from those used for implementation ofthile in
another appliance. While protecting systems byediffit

manufacturers, their command languages can difter s

significantly that at the first glance it can besdhat there
is nothing common among them. Obviously, the diteisf
input languages on interfaces of NSA creates probléor
IS managers because it is necessary to "transtaé"ISPR
for each particular device into a specific setrwtiuctions.
Such "translation” takes much more time than iredéasll
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NSA could detect the identical commands. Moreoiteran
result in errors in ISPR implementation configuriheyices,
especially if some rules are ambiguously formulated

There are some solutions on the market that trgake a
universal interface for ISP implementation. Onelafm is
Check Point SmartDashboard [1], but this softwapct
supports only Check Point security devices. Ciseousity
Manager software [2] also uses policy-based apprdac
management of routers, firewalls and IPS systenus, b
obviously, it supports only Cisco products. Tham alot of
different solutions designed in order to improveeaisting
interface of a particular network security solutimd make
it more convenient, for instance, Activeworx IDSIiPp
Manager [3] is an application that provides GUI padicy-
based management of Snort IDS. While network sicuri
models play an important role in any system, mesearch
effort related to this topic are based on limiteshaept and
do not discuss all the richness of current and gmer
NSA. A development of the unified language for ratev
security policy (ULNSP) implementation may solveegh
problems. The language will allow implementation of
network security policy rules (NSPR) in a convehifmm
without being dependent on a particular device. iQisly,
the language itself doesn’t have any practical iagfibn;
therefore its translator should be developed asl. wel
Inherently, ULNSP together with its translator widrm a
universal interface between the human and NSA asdh
result, will increase the efficiency of the netwas&curity
management.

Section Il of the paper presents requirements &ed t
main idea of UNLSP. Basic approach for formalizatiaf
the language is described in Section lll. SectMmpilovides
examples of NSPR defined with ULNSP. Practical
application of the language is considered in Sactb
Conclusions are given in Section VI.

. UNIFIED LANGUAGE FOR NETWORK SECURITY POLICY

BASIS

For the effective implementation of any policy, itdes
must meet the requirements of maximum simplicitsrity
and ability for updating. Any policy rule should be
formulated so that it could not be interpreted agubusly.
Implementation of these requirements should redihee
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probability that any rule will be ignored or implented
incorrectly, as well as the probability of bypasgsthe rules.

finite set of rules (productions), each of whicls lthe form
a — B, wherea andp - chains on the dictionary @ N. In

NSPR are specified in the corporate ISP in a nhturaddition it is compulsory that & N = 0.
human language and are subsequently implementeal as The chainp is directly derivable from the chainin the

configuration (settings) for NSA. So the problenises
while translating NSPR into NSA commands by huma
(system, network or IS administrator). But diffaréiSA
recognize different languages, making it necesstary
translate the same NSPR in a different set of comisia
Such kind of translation may lead to typographieabrs;
so, that the device cannot accept this commanithelmvorst
case, if a wrong command is syntactically corréatan be
applied by device, and this can cause incorreattfoning

of the network or appearance of security breaches.

grammar G (designated ly=s ), if the chaina can be

"Yepresented as a concatenation of the three cRamngév

(some of them may be empty), chafh can be also
represented as a concatenation of three clfams&v and
grammar G contains the production — & Symbol
== denotes the binary relation on the set of all chaiwer
the union of the vocabularies[T N. The chairf is directly
derivable from the chain in the grammar G (designated by
o =z B), if in grammar G exists a finite set of strings

Proposed ULNSP would help to avoid such problendls an@g. ®4: ... % , n>0 such that =1, T, =p for alli=1,..., n

solve the problem of NSPR portability and consetljyen
improve network security management efficiency. féat

NSPR defined by ULNSP language will be the intenaited
between ISPR and commands of a particular NSA (Big.

holds i1 = T; . Symbol =z
transitive closure ofs .
Formal language generated by G is a set of chains

denotes the reflexive

In this case, network administrator (or other perso composed of TS of the grammar and the vocabulaiyete

responsible for the network security managemens) toa
translate the rules from the corporate ISP intortiies in
ULNSP, but this operation for a specific ISP mustdone
only once without concentrating on particular NSAdals.

IS policy (the rules
in a natural language)

Network/IS
administrator

J NSPRina
unified NSP
language

Commands for devices

Figure 1. NSP Implementation using ULNSP.

Another important requirement is ULNSP extensipilit
if we need to add a new type of devices or ruleg the
language should support, this process would béngdes as
possible, and the changes wouldn't change the bver
language structure.

Il.  ULNSPFORMALIZATION

For ULNSP formalization we use generative grammar
which defines the rules for constructing sentenafshe
languageG = (T, N, S, R]4], where T - a finite nonempty
set - the terminal vocabulary (its elements areledal
terminal symbols TS); N - a finite nonempty setonn
terminal vocabulary (its elements are called nomieal
symbols); S - selected item of non-terminal vadaty, so-
called start symbol or axiom of the grammar; R remapty
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from the grammar’s start symbol:
L(G)={a J T:S=% a}.
It is important to note that, in general, one laagg can
be generated by different grammars.
Here an example of ULNSP grammar. The non-terminal
N and the terminal T vocabularies should be defined

N = {policy rule, identifiers, actions, functionparams,
separators, permit action, deny action, traffictréition,
address translation, routing, interface, data lid&ayer,
network layer, transport layer, protocol ethernptptocol
IP, protocol ICMP, protocol TCP, protocol UDP, Etinet
params, IP params, ICMP params, TCP params, UDP
params, address translation params, routing params,
interface params, IPv4 addresses, |IPv4 md3&stination
MAC, Source MAC, Type, MAC address, Version, IHL,
Type of Service, Total Length, Identification, IPads,
Fragment Offset, Time to Live, Protocol, Checks8oyrce
Address, Destination Address, Options, Source Port
Destination Port, Sequence Number, Acknowledgment
Number, Data Offset, Reserved, TCP Flags, Window,
Checksum, Urgent Pointer, Options, Length, Coderival
name, external name, local address, global address,
interface ID, destination address, gateway, integfaname,

dnterface address, security level}

T={0,1,2,3,4,5,6,7,8,9,a,b,c,d,e,f,g,h,i,j,k,l,m0,p,q,r,s,t,u,v,
W!X!yYZYAYBYCIDIEIF!GIHlI!‘]YK!L!M!NYO’PYQ!RYS!TILXWY
Z_a'y_a(a)v*}a

GOr in another words T consists of characters witBCA

codes from 33 to 126. In Npolicy ruleis an axiom of G.

Fig. 2 shows the scheme of ULNSP rules construction
This diagram is not a formalized method of représtéon
of a grammar, but we use this figure in order tdkenan
understanding of the language easier. Set of ptmohscR
can be found in Appendix.
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The grammar of ULNSP is context-free. This grammaraccordance with NSP. In reality it is almost impbles to

type is widespread in computer science and thera éot of
relatively efficient parsing algorithms that arephgable to

cover all the existing diversity of devices of difént
manufacturers, types and versions, so the mairectya in

detect chains of languages generated by context-frehis case is to support as many systems as passible

grammars.

V.

To block all traffic coming to the router’s inteck ethO
from the host with the address 192.168.1.1 to thet tvith
the address 10.1.1.1 the rule in ULNSP will becdigs:

ethO deny IP (192.168.1.1 10.1.1.1), or
ethO deny IP 192.168.1.1 10.1.1.1

The following rule allows the transfer of TCP patske
from the network 192.168.1.0/24 to the 80th porthef host
with the address 10.1.1.2 on eth1 interface ofiteevall:

ethl permit IP (192.168.1.0/24 10.1.1.2) TCP (* &0)

ethl IP (192.168.1.0/24 10.1.1.2) TCP * 80

The following rule blocks all ICMP traffic via ethl

ethl deny ICMP

ULNSPSYNTAX AND SEMANTICS EXAMPLES

The final result of the development is a softwamedpct,
which allows to configure NSA by implementing NSP
described in ULNSP. A security administrator wi#é bble
to set up a device in accordance with NSP, withmihg
dependent on manufacturer of this device.

Let us consider the main convenience of the system.
When designing a network security system for a
corporation, the requirements come from its ISPfalt it
doesn’t matter what kind of device is applied ipaaticular
part of a network. It is important that this satutishould
have required functionality. Because the basic UBNS
concept is a function-based approach for formabnabf
the rules, it won't be a problem to formulate NSB$tng
the language. For configuring any NSA in accordanith
the policy it is just necessary to connect to thésice using

The following rule blocks TCP packets with FIN, URG the proposed system and input ISPR in the unifeduiage.

and PSH flags to the host with the address 10.1ihtdigh

the interface ethO on NSA:

ethO deny IP (* 10.1.1.3) TCP (* ** * * * FIN UR®SH *
* %

The rule for network address translation of therasises
192.168.1.0/24 on the interface ethO
10.1.1.0/24 on eth1 looks like that:

NAT (ethO eth1 192.168.1.0/24 90.1.1.0/24), or
NAT ethO eth1 192.168.1.0/24 90.1.1.0/24

For a static address translation 192.168.1.2 iratiress
10.1.1.2 you can use the following rules:

NAT ethO eth1 192.168.1.2 90.1.1.2

Translating of the address range 192.168.1.1
192.168.1.10 into the address 10.1.1.1 can be ssguieby
the following rule:

NAT ethO eth1 192.168.1.1-192.168.1.10 10.1.1.1

As can be seen from the above examples of usageSUL
has a convenient syntax and intuitively obvious aetios.

V. NLNSPTRANSLATOR

All necessary settings will be done automatically the
system.

VI.
The main peculiarities of created ULNSP are corfied

CONCLUSION

to addressegrammar and its extensibility. The function-baspgraach

in rules formalization used allows to add new typ&sules
easily. Inherently, any policy rule formalized inLNSP
describes security function policy (defined in |8
15408 [5]). The language also provides convenigntax
and intuitively obvious semantics. For example,
parameters for TCP traffic filtration rules folloRFC 793
[6].

ULNSP translator will help to automatically confrgu
NSA in accordance with the corporate ISP by impleting
the corresponding rules described with the langu&ge
this purpose it is just necessary to know IP-adddsthe
device and ISPR in ULNSP.

Today, ULNSP and its translator support a basico$et
NSPR for firewalls and routers. The future challefg the

all

The main goal of NLNSP development is to create alevelopment is an extension of the set of rulesdbald be

universal interface between a human and NSA. dbigous
that the language itself has no practical appliggbi
because all ISPR, described in it, in fact, areoanél
expression of rules defined in any natural languagerder

to make the language applicable to the real devies [1]

translation system is needed. The functions of $iyiem
include establishing a connection (telnet, ssh sman) to
the device; identifying the device,
functionality; translating NSPR from ULNSP into
commands of a particular device; performing addaio
device configuration (if necessary).

Thus, in the ideal case, this system allows tothisesame

unified set of NSPR for all NSA with the required

functionality making all required settings to adjtisem in
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its version and

formalized with ULNSP such as rules for IDS/IPStsyss,
DLP systems, VPN rules and so on.
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APPENDIX

Set of productions R:
1) policy rule—
separators, functions
2) identifiers— ale
3) separators> « »
4) actions~ permit action | deny action
5) permit actior» permit|e
6) deny action— deny
7) functions~ address translation | routing | interface |
traffic filtration
8) address translation - NAT, (, address translation
params,)
address translation— NAT, separators, address
translation params
9) address translation params— internal name,
separators, external name, separators, local adsires
separators, global address
10) internal name» «a; external name «
11) local address»> IPv4 address, IPv4 mask
local address> IPv4 address;, IPv4 address
12) global address> IPv4 address, IPv4 mask
global address» IPv4 address;, IPv4 address
13) IPv4 address> f1.82.83.f4
14) Pv4 mask /&e
15) routing— Route, (, routing params)
routing — Route, separators, routing params
16) routing params> interface ID, separators,
destination address, separators, gateway
17) interface identifier a
18) destination address IPv4 address, IPv4 mask
19) gateway~ IPv4 address
20) interface~ I nterface, (, interface params),
interface— | nterface, separators, interface params
21) interface params— interface ID, separators,
interface name, separators, security level, semast
interface address
22) interface name a|*
23) security leveb 7|*
24) interface address Aopeca IPv4, Macka IPv4|*
25) traffic filtration— data link layer | network layer |
transport layer |
data link layer, separators, network layer |
data link layer, separators, transport layer |
network layer, separators, transport layer |
data link layer, separators, network layer,
separators, transport layer
26) data link layer» protocol Ethernet
27) network layer— protocol IP | protocol ICMP
28) transport layer> protocol TCP | protocol UDP
29) protocol Ethernet Ethernet, (,Etherne paramsy,
protocol Ethernet> Ethernet, separators, Ethernet
params
protocol Ethernet> Ethernet

identifiers, separators, actions,
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30) Ethernet params Destination MAC, separators,
Source MAC, Type

31) Destination MAE> MAC address|*

32) Source MAG> MAC addresg|

33) MAC address 0102.0304.0506.0708.09010-011012

34) Type~ Oxa102|f1|*|e

35) protocol IP- IP, (, IP params)

protocol IP— I P, separators, IP params

protocol IP— IP

36) IP params— Version, separators, IHL, separators,
Type of Service, separators, Total Length, sepasato
Identification, separators, IP Flags, separatorsagment
Offset, separators, Time to Live, separators, Rroto
separators, Checksum, separators, Source Address,
separators, Destination Address, separators, Ogtion

IP params— Source Address, separators, Destination
Address

37) Version» Oxay|p|*

38) IHL— Oxo|o|*

39) Type of Serviee 0xa105|61|*

40) Total Length> Oxo1020304)7|*

41) Identification> OXa1020304|7|*

42) IP Flags— 6|*

43) Fragment Offseb #|*

44) Time to Live>0xa105|f1]*

45) Protocol->0xa10,|f1]*

46) Checksum0Xa10,0304|7|*

47) Source Address IPv4 address, IPv4 mask | IPv4
address;, IPv4 adress|*
48)Destination  Address  IPv4
address|IPv4 address|Pv4 address|*
49) OptlonS—> 0X0'10'20'30'40’50’50’70'8, Optlon&H*

50) protocol TCP» TCP, (,TCP params)

protocol TCP~ TCP, separators, TCP params

protocol TCP~ TCP

51) TCP params~ Source Port , separators, Destination
Port, separators, Sequence Number, separators,
Acknowledgment Number, separators, Data Offset,
separators, Reserved, separators, TCP Flags, sepaia
Window, separators, Checksum, separators, Urgent
Pointer, separators, Options

TCP params— Source Port , separators, Destination
Port

52) Source Port> n|>n|<n|ni-nal*

53) Destination Por #|>5|<n|ny-12|*

54) Sequence NUmberOXO'10'20'30'40'50'60'70'8|Vl*

55) Acknowledgment NumberOxc10,030405060708|v|*

56) Data Offset> Oxoq|op|*

57) Reserveds y|*

58) TCP Flags-¥| x|*

59) Window- 0X0'10'20'30'4|7’]|*

60) Urgent Pointer> OXa1020304|77|*

61) protocol UDRP~ UDP, (, UDP params)

protocol UDR— UDP, separators, UDP params

address, IPv4
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protocol UDR— UDP

62) UDP params— Source Port, separators, Destination
Port, separators, Length, separators, Checksum

UDP params— Source Port, separators, Destination
Port

63) Length—> 0XO'10'20'30'4|77|*

64) protocol ICMP-> ICMP, (, ICMP params)

protocol ICMP— |CMP, separators, ICMP params
protocol ICMP— ICMP

65) ICMP params— Type separators, Code, separators,
Checksum

66) Code~ 0X0'102|ﬁ1|*

where a« — a finite chain of TS on the dictionary
{0,1,2,3,4,5,6,7,8,9,a,b,c,d,e,f,g,h,i,j,k|,mnmms,tu,yv,
W, XY,z } OT,

pi — string of TS belonging to the sed,4,2,3,4,5,6,7,8,9,
10,11,12,...,253,254,25%}T,

¢ -achain of TS belonging {@,2, ..., 32)/T;

7 - a chain of TS belonging to the §611,2, ..., 100§/ T;

o, — a terminal symbol belonging to the §ef1,2, ..., 9,
A, B,C,D,E,FIT;

¢ - a chain of TS belonging 4,2, ..., 15§/T;

n - a chain of TS belonging {4,2, ..., 65535§/T,

6 - a chain of TS belonging to the $&t2, ..., 7}J/T,

v - a chain of TS belonging to the $@t1,2, ...,31}/T,

v - a chain of TS belonging to the sf,1,2, ...,

42949672951/ T;

¥ - a chain of TS belonging to the set {0, 1, 2,63}//T;

¥ - a sequence consisting of space-separated distinct

elements ofURG, ACK, PSH, RST, SYN, FIN}.

Policy Rule
Identifiers

e

s

F

ﬁ Permit Deny

o ; ; = =

o action action Traffic Address .

> filtration raiiias Routing Interface

2 '

E /

T

2

H =

= Data link layer | | Network layer ‘ Transport layer ‘

-] -
“roiee Protacol IP | | Protocol TGP | | Protacol UDP || Protocol ICMP
Ethernet
Params
= 2
[}
= g 0,1,2,3,4,5,6,7,8.9,a,be.d.e,fg b j. el m.nopagrstuy.wy gee G5 10001,12,...,253,254,255, .., 65535,
5 3 permit, deny, NAT, Route, Interface, Ethernet, IP, TCP, UDP, ICMP
(=]
>

Figure 2. ULNSP rules construction.
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