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Abstract—We discuss the security of quantum key dis- results in
tribution protocols based on entanglement swapping against 1
collective attacks. Therefore, we apply a generic version of a  [®1) 1, ® [®T)3y = 7(\<I>+)|<I>+) +(27)P7)
collective attack strategy on the most general entanglement 2
swapping scgnario used _for key _distribution. Further, we +\\1/+>|\1;+>+|\1/—>|\1/—>)
focus on basis transformations, which are the most common 1324
operations performed by the legitimate parties to secure the  After the measurement, the qubits 2 and 4 at Bob’s side
communication. In this context, we show that the angles, —|japse into a Bell state although they originated at com-

which describe these basis transformations can be optimized . s
compared to an application of the Hadamard operation. As pletely different sources. Moreover, the state of Bob'sitpub

a main result, we show that the adversary’s information is depends on Alice’s measurement result. As presented in
reduced to a new minimum of about 0.45, which is about 10% eq. (1) Bob always obtains the same result as Alice when

1)

lower than in other protocols. performing a Bell state measurement on his qubits.
Keywords-quantum key distribution; entanglement swapping; The.security of QKI_D protocols based on entanglement
security analysis; optimal basis transformations. swapping has been discussed on the surface so far. It has

only been shown that these protocols are secure against
intercept-resend attacks and basic collective attackddcf
|. INTRODUCTION example [12], [13], [15]). Therefore, we analyze a general

version of a collective attack where the adversary tries to
~ Quantum key distribution (QKD) is an important applica- gimy|ate the correlations between Alice and Bob [20]. A
tion of quantum mechanics and QKD protocols have beetpasic technique to secure these protocols is to use a basis
studied at length in theory and in practical implementation transformation, usually a Hadamard operation, similahto t
[1], [2], [3], [4], [3], [6], [7], [8]. Most of these protocd  prepare and measure schemes mentioned above, to make it
focus on prepare and measure schemes where single qubigsier to detect an adversary. Hence, we analyze the securit
are in transit between the communication parties Alice andyith respect to a general basis transformation about areang|
Bob. The security of these prototcols has been discusseg, applied by Alice and a transformation about an angle
in depth an security proofs have been given for examplg applied by Bob. In the course of that, we are going to
in [9], [10], [11]. In addition to these prepare and measur€dentify, which values fo, andfz are optimal such that

protocols, several protocols based on the phenomenon gf, aqversary has only a minimum amount of information on
entanglement swapping have been introduced [12], [13}ihe secret key.

[14], [15], [16]. In these protocols, entanglement swagpin |y the next section, we are going to shortly review the

is used to obtain correlated measurement results between tjmy ation attack, a generic collective attack strateggneh

legitimate communication parties, Alice and Bob. In otheryp, adversary applies a six-qubit state to eavesdrop Bob’s
words, each party performs a Bell state measurement andeasurement result. A detailed discussion of this attack

due to entanglement swappi_ng their results are correlategtrategy can be found in [20]. In Section Ill, we discuss
and further on used to establish a secret key. the security of entanglement swapping based QKD protocols
Entanglement swapping has been introduced by Bennefgains the simulation attack. Here, we are focussing on the
et al. [17], Zukowski et al. [18] as well as Yurke and application of one and two basis transformations and define
Stolen [19], respectively. It provides the unique posgipil the optimal angles for these transformations. At the end, we

to generate entanglement from particles that never ineac summarize the results and give a short outlook on our next
in the past. In detail, Alice and Bob share two Bell statessteps into this topic.

of the form |®T),5 and |®")34 such that afterwards Alice

is in possession of qubits 1 and 3 and Bob of qubits 2 and Il. THE SIMULATION ATTACK STRATEGY

4 (cf. Figure 1). Then Alice performs a complete Bell state In entanglement swapping based QKD protocols like [12],
measurement on the two qubits in her possession, whicfi3], [14], [15], [16] Alice and Bob rest their security chec
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Figure 1. lllustration of a standard setup for an entanglérsempping

based QKD protocol using a basis transformafion Figure 2. Alice’s and Bob’s Shannon entroflyand the according average

error probability(Pe ) if either Alice or Bob applies a basis transformation.

onto the correlations between their respective measuremen

results coming from the entanglement swapping (cf. eq. (1))state, which Alice obtained from her measurement (compare
If these correlations are violated, Alice and Bob have toeq. (1) and eq. (2)). Hence, Eve stays undetected when Alice
assume that an eavesdropper is present. Hence, a genesgly Bob compare some of their results in public to check
version of a collective attack has the following basic idea:sq, eavesdroppers. The auxiliary systelp;) remains at

the adversary Eve tries to find a multi-qubit state, whichgye's side and its state is completely determined by Alice’s
preserves the correlation between the two legitimateqgarti neasurement result. Therefore, Eve has full information
Further, she introduces additional qubits to distinguish b 5 Alice’s and Bob’s measurement results and is able to
tween Alice’s and Bob’s respective measurement results. 'f)erfectly eavesdrop the classical raw key.

she is able to find such a state Eve stays undetected duringThere are different ways for Eve to distribute the state
her intervention and is able to obtain a certain amount oﬁ5>P_U between Alice and Bob. One possibility is that
information about the key. In a previous article [20], we gye is in possession of Alice’s and Bob’s source and
already described such a collective attack cafiedulation generatesd) »_;; instead of Bell states. This is a rather
attack for a specific protocol [16]. The generalization is gong assumption because the sources are usually located
straight forward as described in the following paragraphs. 4t alice’s or Bob’s laboratory, which should be a secure
has been pointed out in detail in [20] that Eve uses 4 qubit$)ace  Nevertheless, Eve's second possibility is to irgirc

to simulate the correlations between Alice and Bob angpe qubits 2 and 3 flying from Alice to Bob and vice versa
she |ntr0du_ce§ additional systems, ifex), to distinguish  4nq to perform entanglement swapping to distribute the stat
between Alice’s different measurement results. This leads |5). This is a straight forward method as already described

the state in [20].
1 S . :
15) = 7(@+>|@+>|@1> £ 187) |37 o) We want to stress Fhat the stal® is generic for.all
2 (2)  Pprotocols where 2 qubits are exchanged between Alice and
) [0 |gos) + |\IF>|\IF>\QD4>) Bob during one round of key generation as, for example,
PRQSTU the QKD protocols presented by Song [15], Li et al. [16]

which is a more general version than described in [20]. Thisr Cabello [12]. As already pointed out in [20], the state
state preserves the correlation of Alice’s and Bob’s measur |§) can also be used for different initial Bell states. For
ment results coming from the entanglement swapping (cf. eqarotocols with a higher number of qubits the state has
(1)). To be able to eavesdrop Alice’s and Bob’s measuremenb be extended accordingly.

results Eve has to choose the auxiliary systémssuch that

(pilei) =0 byl ndhiA ] 3 In the following paragraphs we discuss Eve's intervention
This allows her to perfectly distinguish between Alice'slan on an entanglement swapping QKD protocol performing a
Bob’s respective measurement results and thus gives Her fdimulation attack, i.e., using the stat®pr_;. To detect
information about the classical raw key generated out oEve’s presence either Alice or Bob or both parties apply
them. a basis transformations as depicted in Figure 1.

In detail, Eve distributes qubit®, @, R and S between ) )

Alice and Bob such that Alice is in possession of quiits A- General Basis Transformations
and R and Bob is in possession of qubifs and S. When Similar to the prepare and measure schemes mentioned in
Alice performs a Bell state measurement on qubtt@and  the introduction most of the protocols based on entangléemen
R the state of qubit€) and S collapses into the same Bell swapping apply basis transformations to make it easier to

IIl. SECURITY AGAINST COLLECTIVE ATTACKS
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detect the presence of an eavesdropper. The basis transfé¥hen Bob performs a Bell state measurement we can
mation most commonly used in this case is the Hadamardirectly see from this expression that Bob obtains either th
operation, i.e., a transformation from the into the X- correlated result®™) 4 with probability
basis. In general, a basis transformation from fh®asis 9 9
into the X-basis can be described as a combination of <C082 914) + <sin2 9A> — M (8)
rotation operations, i.e., 2 2 4
. or an error, i.e., the statgl ~)o4, otherwise. Hence, Eve
T(0,.¢) = e'R. (6) Rz (0) R (0) 4 introduces an error Withkﬂ/pr>0QbabiIit3(sin2 64)/2, which

where R, and R, are the rotation operations about the yields an expected error probability

and Z-axis, respectively. For reasons of simplicity we take B sin” 04 9
¢ = w/2 in our further discussions and therefore denote the (Pe) = 4 ©)

transformation is described solely by the anglei.e., Ts.  Nevertheless, as long as the results are correlated Eviasbta
From eq. (4) we can directly see that the Hadamard operatiofiom her Bell state measurement on quiiitandU the state
equalsTy for § = w/2. To keep the security analysis as o) 70 With probability (1+cos(64))2/(3+cos(264)) and

generic as possible we discuss a setup where a general bagjsyws that Bob obtaineti*),,. Consequently, we obtain

transformation about an angkys is applied by Bob (cf. 1

Figure 1). (P,) = 7(7+ cos(zeA)). (10)
For our further discussions we will assume that Alice 8

and Bob prepared the initial stat¢®*);, and |®+)s, as This directly leads to the Shannon entropy

described above to make calculations easier. As already - 1 b 504 11
described in [20] if Alice and Bob chooslg = 65 = 0, i.e., =3 (COS 7) (11)
they perform no transformation, the protocol is completely,ynere hz) = —zlogyr — (1 — )logy(1 — z) is the

insecure. Hence, we will focus on the scenarios where eith%inary entropy. Looking atP,) and H in Figure 2 we see

Ty, or Tp, or both transformations are applied. For all jh4i the optimal angle for a single basis transformation is
scenarios we assume that Alice applieg on qubit 1 and /9 j e the Hadamard operation. If only Bob applies the
Bob appliesTy, on qubit 4. basis transformation the claculations run analogous t® thi

o ) ) scenario and therefore provide the same results.
B. Application of a Single Transformation

C. Application of Combined Transformations

For the first scenario where only Alice applies the basis . ) . .
transformation the overall state of the system after Eve's When both Alice and Bob apply their basis transformation

distribution of the statés) »_ can simply be described as e overall state changes to
0"y = T<1)T(4)\5>1 RATU (12)
[6) = Ta(i)|6>1QR4TU (5) ' 04 ~05 19/1Q |

and after Alice’s Bell state measurement on qubits 1 &nd

where the superscript "(1)” indicates th&j, is applied on  and Bob’s application off;, on qubitQ the state of the
qubit 1. When Eve sends qubitzand( to Alice and Bob,  remaining qubits is

respectively, the state after Alice’s Bell state measuréme 0.0
on qubits 1 andR is cos? % %) al1) U
0 0 . 504 —0p
cos 7A [®7)@alp2)TU + sin 7A U5 Qalps)ru (6) +sin’ Y 27)qalpa) Ty (13)
sin(6‘A - 93)

assuming Alice obtained®*), (for Alice’s other three 5 \\I">Q4(|<P1>TU - |<P4>TU)

possible results the state changes accordingly). Thisslead . . .
to the assumption that in this case Bob's transformationconsequemly’ Bob obtains acorrel’c_lted result with prd?ab'
back into theZ-basis does not re-establish the correlationsy (3+¢0s(204—205))/4 and following the argumentation
between Alice and Bob properly. Performing the calculation from scenario descrlbedll_n Sectlo.n [1I-B above this y|el(_js
we see that Bob's operatich,, brings qubitsQ, 4, T and an average error probability (cf. Figure 3 for a plot of this
U into the form function)

1
0 L0 P = (3~ cos204 — 2co? 04 cos205) (14
COSQTA ‘(I)+>Q4‘SD2>TU+SII127A |97 Qales)Tu (Fe) 16 A 4 B (14)
sinf, sinf, (7)  When the results are correlated Eve obtains eithefru
—— ¥ )qule2)rr + =5 [V )qules)ru or |p4) 7w, as it is easy to see from eq. (13). Hence, Eve’s

Copyright (c) IARIA, 2012.  ISBN: 978-1-61208-214-1 62



ICQNM 2012 : The Sixth International Conference on Quantum, Nano and Micro Technologies

(Pe)

Oa N x

Figure 3. Eve's expected error probabilify.) if both parties apply a  Figure 4. Alice’s and Bob’s Shannon entropy if both parties apply a
basis transformation with the respective anglgsandép. basis transformation with the respective anglgsandé .

information on the Alice’s and Bob's result is lower com- 4, the Shannon entropy for a combined application of basis
pared to the first scenario, i.e., Alice’s and Bob’s Shannonransformations is much higher for some regions. In detail,
entropy is higher: the maximum of the function plotted in Figure 4 is

H :i h(c052 %A) + i h<c052 %") H ~0.55 andthus I4p ~ 0.45 17)
504 +0p 1 L 904 —0p (15) for 4 = w/4 andfg = 7/2 or vice versa. Hence, if just
B ) T3 (COS 2 ) one of the parties applies a Hadadmard operation and the

This is due to the fact that it is more difficult for Eve to react Other one a transformation ab;)ut an anglemgfl Eve's
on two separate basis transformations with different angleMutual information is about 10% lower. At the same time

6., andd; and is easy to see from the plot of the ShannonVe See from Figure 3 that for these two valuesfafand
entropy H in Figure 4. 0p the error probability is still maximal witfP.) = 0.25.

This means Alice and Bob are able to further reduce Eve's
IV. RESULTS information about the raw key by the combined application
For the scenarios where either Alice or Bob applies &f two basis transformations, one abdut= 7/2 and the
basis transformation at random, the optimal valueffpand ~ Other about) = /4.
0, respectively, ist/2. Therefore, the Hadamard operation V. CONCLUSION AND FURTHER RESEARCH

is the optimal choice in this scenario for protocols using

only one basis transformation, as it is already known from, In this article, we d'SC“SSEdI the optimality of bba5|s(;ran§b
literature [13], [20]. In this case the average error prdliigb ormations to secure entanglement swapping based Q

as well as the Shannon entropy are maximalfa = 0.25 prototcols. Starting from a generic entanglement swapping
and H = 0.5 (cf. Figure 2). Further, Eve's information on Scenario we used a collective attack strategy to analyse

the bits of the secret key is given by the mutual informationthe amount of qurmatlon an adversary is ablg to obtaln'.
We showed that in case only one party applies a basis

Inp=1-H=1-— 1_1 (16) transformation the operatioffy reduces to the Hadamard
2 2 operation, i.e., the angle = /2 allows a maximal mutual
which means that Eve has 0.5 bits of information on everyinformation of I, = 0.5. Whereas, if both parties apply
bit of the secret key. Using error correction and privacya transformation the optimal choice for the angfesand
amplification Eve’s information can be brought below 1 bit 65 describing the basis transformationséis = =/4 and
of the whole secret key as long as the error rate is belowy = =/2. This decreases the mutual information of an
~ 11% [11]. This is more or less the standard thresholdadversary further td 4z ~ 0.45.
value for the prepare and measure QKD protocols. The next questions arising directly from these results are
A combined application of the Hadamard operation byhow, if at all, the results change if basis transformations
both parties would indicate at a first glance that the securit from the Z- into the Y-basis are applied. A first inspection
is further increased. But when we look at Figure 4 we seeshows that such basis transformations can not be plugged
that a random application of the Hadamard operation by botin direclty into this framework. Besides the transformatio
Alice and Bob gives the same result as the application on judftom the Z- into the Y- basis we are going to insepct the
one side. This is due to the fact that in case both partieyappleffects of the simpler rotation operations on the results.
the Hadamard operation at the same time the operatiorSince basis transformations can be described in terms of
cancel out each other. But as we can further see from Figunetation operations it could be easier to apply rotation

—|—é h (cos
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operations in this framework. Due to the similar nature of [9] N. Litkenhaus, “Security Against Eavesdropping Attacks in
basis transformations and rotation operations we assuate th
the results will be the same as presented here.

To keep the setting as general as possible the main goﬁo]

is to allow Alice and Bob to use arbitrary unitary operations
instead of just basis transformations to secure the prbtoco

This should make it even more difficult for Eve to gain a1

information about the raw key.
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