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Abstract—In this article, we discuss the effects of noise in a 1). The overall state can now be written as
guantum channel on the security of quantum key distribution

protocols based on entanglement swapping. Therefore, wedk 1D1) 10 @ [@T )34 = l(|<I>+>|<I>+> +[®7)|P7)
at two different models of quantum noise, the depolarizatia 2 (1)
channel and the decoherence channel. Based on these models, +|\1;+>|\1;+> + |\1;—>|\1;—>)

1324

we examine at first the effects on entanglement swapping and
further the implications on the security parameters in quartum Then, Alice performs a complete Bell state measurement
cryptography. We are able to show that a fidelity of at least 8428 gn the two qubits 1 and 3 in her possession, and at the
is necessary to guarantee the security of the protocol. Adtion- same time the qubits 2 and 4 at Bob’s side collapse into
3!'3’{ we t‘gk‘f the et’liponemia' d.eci.ease Of[.e”t.art‘g'emem ?Vf“qe a Bell state although they originated at completely diffiere
istance between the communication parties into account. sing ) . AL
the photonic channel with coherence lengths from 10 km to 50rk sources. Moreover, the Sta“‘:‘ of .BOb S qubits depends c.mBA“C
as a reference model, we find that in this scenario the maximum Mmeasurement result (cf. (4) in Figure 1). As presented it1§q.
length of a quantum channel for secure communication basedro ~ BOD always obtains the same result as Alice when performing

entanglement swapping lies between 1.19 km and 6.12 km. a Bell state measurement on his qubits.

o _ The effects of noise on entangled states have already beel
_Keywords—guantum key distribution; entanglement swapping;  giscussed in detail in literature. It has been pointed oat th

noisy channels; security analysis. the fidelity is reduced due to the noise in a quantum channel
and entanglement purification methods have been developec

to overcome this problem [20], [21], [22], [23]. In princel
entanglement purification can be used to bring a tempered en:

I. INTRODUCTION tangled state a_lrb_itrarily close to a pure stated given tt_mired
resources. This is one of the reasons why the security of QKD
protocols based on entanglement swapping has been didcusse

cation of quantum mechanics and QKD protocols have beefn the surface so far. They have only been analyzed using pure
studied at length in theory and in practical implementagifiy, ~ Stetes in an idealistic environment (loss-free quantuméls,

2], [31, [4], [5], [6], [7], [8]. Most of these protocols fags perfect d(_awces, etc.) not c9n3|der|ng the_ noise in a real-
on prepare and measure schemes, where single qubits are'¥g"ld environment. In this article, we are going to look a th
transit between the communication parties Alice and Bole. Th S€curity of QKD protocols based on entanglement swapping in

security of these protocols has been discussed in depth aﬁdnzigé’ err]lvironmhent.eIUsing ;hdepolarizir:jg fhaﬂnd f"’f‘S wefll H
security proofs have been given for example in [9], [10]][11 2S thedephasing channel as reference models, the effect of the

In addition to these prepare and measure protocols, sever%?ural noise on entanglement swapping is described. érth
i

Quantum key distribution (QKD) is an important appli-

protocols based on the phenomenon of entanglement swappitfy €Shold values on the fidelity of the entanglement of the
have been introduced [12], [13], [14], [15], [16]. In these' tial states are given, below which a secure communioatio
protocols, entanglement swapping is used to obtain caela 'S POSSible. Additionally, we look at the impact of the dsta
measurement results between the legitimate communicatidfEtWeen Alice and Bob on the fidelity of entanglement and
parties, Alice and Bob. In other words, each party perform&iSO estimate threshold values for the security of entanesfe
a Bell state measurement and due to entanglement swappify@PPing QKD protocols in connection with the length of a
their results are correlated and further on used to estahlis duantum channel.
secret key. In the following section, we are going to shortly review
the two most common noisy channel models, the depolarizing
Entanglement swapping has been introduced by Bennetthannel and the dephasing channel. In Section Ill, the tedfiec
et al. [17], Zukowski et al. [18] as well as Yurke and Stolenthe noisy channels on entanglement swapping are describec
[19], respectively. It provides the unique possibility ngrate In detail, the probabilities for uncorrelated results cogni
entanglement from particles that never interacted in thet. pa from entanglement swapping are computed. In the following
In detail, Alice and Bob share two Bell states of the formSections IV and V, we discuss the effects of noise on the
|®T)12 and|®T )34 such that afterwards Alice is in possessionsecurity parameters and the maximal channel length forsecu
of qubits 1 and 3 and Bob of qubits 2 and 4 (cf. (2) in Figurecommunication using these models. Here, we are relating the
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fidelity of the initial states as well as the length of the cfuam Alce Bb Alce Bb
channel to upper bounds coming from current QKD protocols.| *! 3 * *
In the end, we summarize the results and give a short outlook L v . . @
on the next steps into this topic. (2% 127
II. Noisy CHANNEL MODELS
Alice Bob Alice Bob

In a classical communication, the only type of errors that [ & L )
occur are bit flip errors, i.e., a change from 0 to 1 and| | @ I @
vice versa. Since qubits are more sophisticated systenms thal g s

classical bits, two major types of errors can occur: bit flip
and phase flip errors. Further, any linear combination of¢he Fig. 1. lllustration of a standard setup for an entanglenssvapping based
two errors is possible. A bit flip and phase flip of a qubit QKD protocol.
is described by the Pauli operatioag and o, respectively.
Consequently, if both errors occur at the same time this can
be described by the Pauli operatio. They send qubits 2 and 3 to the other party over a depolarizing
. . channel such that the overall system is described loy p.
A very common way o characterize a noisy quantUMagier Alice’s Bell state measurement on qubits 1 and 3 in her

channel is to use thelepolarizing channel [24], [25]. This ossession the system of qubits 2 and 4 is (assuming Alice
model takes both bit flip and phase flip errors on the q“bigbtains|c1>+><q)+|13y) a ( g

in transit into account and is therefore described by the

app!ication qf all three Pauli.operationg,. oy ando,. If the 4 — 6p + 3p? .

qubit transmitted over the noisy channel is part of an ertahg P24 = &7 )(®7 |24

state, the whole system is affected by the noisy channeada ¢ o) 12 (6)

of a Bell state, e.g.j®™), the system of the two qubits after 4P (|<I>‘)<(I>‘| + [T+ |\I/‘)<\I/‘|)

the effect of the depolarizing channel can be described by a 2

Werner state [26] which is again a Werner state (cf. eq. (2) above). Comparing
We = F|loT)(@F] th.is equation with eq. _(1) describing entanglement swegapin

1_F @) with pure states we dlrectly see t_h_at Alice and Bob obtain

+T (|c1>—><q)—| + |\1;+><\1/+| + |\p—><\p—|) correlated results only with probability

with fidelity (®+|Wg|®*) = F. A more common way to look p_A—6p+3p’ 7

at the Werner state is to describe it in connection with white o 4

noise, 1.e., 1 and Bob’s measurement yields an arbitrary state not coeckla

p=(1-p)]oT) (@ +py (3)  to Alice’s measurement with probability
wherep is the error probability. In this case the fidelity can 6p — 3p?
be easily computed as¥ 1 — 3p/4. Perr = 4 (8)

A more specialized model for a noisy quantum channefor QKD protocols based on entanglement swapping this
is the phase damping or also calldebhasing channel [27].  means that an error is detected during the communication
This is a phase scrambling and energy preserving mechanisfatween Alice and Bob. Considering Figure 2 we see that

described by the two operators performing entanglement swapping over a noisy channekgive
T T reasonable results, i.e., it is more likely to obtain caited
5 1 and 1/ 5 0= 4) results than uncorrelated, only&.,.. < P,,,. The maximum

error probability to achieve that & — v/3)/3, which is the
with p again the probability that an error is introduced by thepoint whereP.,., = P.,,.., corresponding to a fidelity of the
guantum channel. Looking at the scenario where one qubit dhitial states of at leasF’ = 0.683. This value indicates a lower
the Bell state/®™) is transmitted over the noisy channel, the bound on the initial states to make entanglement swapping

resulting state can be described as possible.
_lte? ey Lo Taking at a dephasing channel instead of a depolarizing
X= 2 e @7+ 2 o) ©) channel into account, we obtain a different error rate. iEl

and Bob again prepare the stat@s ) (® |2 and|® ) (DT |3y,

the overall system after they sent their qubits over the tiunman

channel is described by ® x. Alice performs a Bell state

measurement on qubits 1 and 3 in her possession, which lead
As a consequence of the transmission of qubits over a noisy the state (assuming again that Alice’s resulis ) (®*|;3)

channel the operations on those qubits are affected, tabeln

IIl. ENTANGLEMENT SWAPPING IN A NOISY
ENVIRONMENT

protocols we are dealing with in this article the most inséirey Cl4e VDt

operation is entanglement swapping. Following eq. (1) and X24 == |7 ) (DT |24 o
Figure 1 we assume Alice prepares the Bell stéte) (d*|;, l—e20 ©)
and Bob prepareht) (|4 in their respective laboratories. H (@727 ]2
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Fig. 2. The probabilitiesP..,» (dashed line) and.,, (solid line) from Fig. 3. The probabilitiesP.., (dashed line) andP.,, (solid line) from
entanglement swapping in a depolarizing channel. entanglement swapping in a dephasing channel.

Analogous to the depolarizing channel, Alice and Bob obtairSWapping such thagt < 0.1835. This means, for a fidelity of
correlated results only with probability the initial states B> 0.8624 the natural error introduced by the

depolarizing channel is always smaller than 25%, i.e., there

P 14+e 2P (10) introduced by Eve. Similarly, due to the higher error tohaa
o 2 of the dephasing channel Alice and Bob can handle a higher
and they obtain different results with probability error probability compared to the depolarizing channel €cf
. (11) and eq. (8)). In this cage< 0.3466 and, accordingly, the
P — L—e™" (11) fidelity of the initial states has to satisfy>*0.8535 such that
o 2 the natural error introduced by dephasing is always smaller

In contrary to the depolarizing channel, we see from Fig-than 25%.

ure 3 thatPr, and Fer, never intersect, i.e., it is always  As discussed in detail in the following paragraphs, Eve
Perr < Peopr. This is a huge advantage, since the maximumhas the opportunity to attack only a fraction of all qubits in
probability that Alice and Bob obtain uncorrelated resigts transit between Alice and Bob. This reduces the error rate
Perr = 0.4323 for p = 1, which is much smaller compared to coming from her intervention but leaves Eve also with a
the the error probability for the depolarizing channel dedin  smaller amount of information about the sifted key. To react
in eq. (8) above. Nevertheless, this leads to almost the sam this threat, Alice and Bob perform error correctiofi({)
minimal fidelity F= 0.6839 compared to the required fidelity and privacy amplification £4). A basic idea on how these
in the depolarizing channel described above, indicatiray th two building blocks of quantum cryptography work and which
the dephasing channel has a much higher error tolerance. methods are involved therein is given in [29] and [30]. We jus
want to stress that using these two primitives Eve’s infdioma
about the key can be reduced to an arbitrary small amount.

To guarantee perfect security in quantum cryptography alf Urthermore, as p%lnteq out in [?I’.%.]' fo sugceszfully penfor
noise — introduced naturally or by an adversary — is treatedTO" correction and privacy amplification based on one-way

as it is caused by an eavesdropper. In particular, this Ieaocéassmal communication the error rate is bounded above by

to the rather paranoid but very useful assumption that Eve is 1--L

able to exchange the noisy channel between Alice and Bob by Pgc = Tﬂ ~ 0.1465 (12)
a perfect quantum channel, i.e., a lossless channel where th
polarization and phase are preserved. Hence, Eve can use
error Alice and Bob expect to come from their noisy channel t
disguise her eavesdropping attempt. Additionally, in diséa

IV. EFFECTS ONSECURITY PARAMETERS

?be achievable [28]. Since the error correction still Eagme
an ormation to an adversary, privacy amplification is apgli
to the key to lower Eve’s information to an arbitrary small

. . amount. For a maximum error rate @t ~ (.11 Eve’s
environment errors can also occur from the physical apparat : . PA .
phy pp information can be reduced to at most one bit of the whole

itself, affecting, e.g., the detector efficiency [28]. Singe are . .
dealing with a theoretical model of the noisy quantum channek€y (¢f: [11], [32]). Therefore, in the following paragraph
in this article, we are excluding the physical apparatusnfro we _deflne lower bounds on the fidelity of the initial states to
our discussions limiting ourselves solely to errors confrogn ~ 2¢Nieve these two thresholdc and Ppa.
the noisy channel. Considering entanglement swapping in a noisy channel, we
obtain the corresponding lower boungsc and Fz¢ for an

rror rate P, ~ 0.1465 using eq. (8) from above (cf. also

igure 2)

The first direct consequence for Alice and Bob when
using noisy channels is that they can not allow an error rat
larger than the error usually introduced by an adversary. Fo
example, as it is described in most of the protocols based on
entanglement swapping [12], [13], [14], [15], [16], the arr

rate due to Eve’s intervention is 25%. If the natural error . - .
caused by a noisy channel is equal or larger than 25%, Alic ake ane-way error correction feasible. The final bouneds

and Bob will not detect Eve’s presence. From eq. (8) we nd Fp4 1o achieve a maximum error rate 6f0.11 and thus

know that in case of a depolarizing channel Alice and Bob>ccU® communication are then
ppa =~ 0.0762 Fpa ~ 0.9428, (14)

expect an error raté.,, = 3(2 — p?)/4 from entanglement

pec ~0.1029  Fge ~ 0.9228. (13)
Hence, the fidelity of the initial states has to be over 92% to
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F TABLE 1. COMPARISON OF MINIMAL FIDELITY AND MAXIMAL
10 N CHANNEL LENGTH IN THE DEPOLARIZING AND DEPHASING CHANNEL
09 Channel | Coherence Length
Depolarizing le =10km | I, =30km | . =50km
osh Fro ~ 0.9228 1.64 km 4,92 km 8.20 km
Fpa ~ 0.9428 1.19 km 3.59 km 5.98 km
0.7r 1c=10 km \\\\\|c:30 Kkm .b‘“-»_x|c:5o km Dephasing le=10km | l. =30km | l. =50 km
> o Fec ~ 0.9204 1.69 km 5.08 km 8.47 km
R Fpa ~ 0.9415 1.22 km 3.67 km 6.12 km
06 ‘ ‘ ‘ ‘ ‘ | dam)
0 10 20 30 40 50
Fig. 4. Correlation between the fidelity F and the lengtf a noisy quantum
channel. Combining our results from the previous section with eq.
(17) we can directly see that in a quantum channel with
coherence lengtl, = 10 km Fgc limits the length of

i.e., the fidelity has to be an additional 2% higher compaoed t

eg. (13) to achieve the maximal tolerable error rate-aff1%. the quantum channel to 1.64 km when using a depolarizing

channel. Moreover, to guarantee a fidelitp4 the length of
Analogous to the computations above, the threshold valuethe channel has to be at most 1.19 km (cf. Table I). Taking
for the dephasing channel can be computed. By inserting inta higher coherence length &f = 30 km, the distance over
eg. (11) above we obtain which error correction is still possible increases to 4.92 k
and the distance for secure communication increases to 3.5¢
ppc = 0.1733 Frc =~ 0.9204. (15)  km. In the third scenario where we take= 50 km, we still
In this case, the error probabiliyzc can be almost twice as 9€t the fidelity Fzc at a distance of 8.20 km and the fidelity
high compared to the depolarizing channel resulting in atmo Fra @t & distance of 5.98 km. Using the dephasing channel the
the same fidelity for the initial states. Furthermore, thelfin Maximal distances do not differ very much from these values

boundspps and Fps are then (cf. Table I).

ppa = 0.1242 Fpa ~ 0.9415. (16) These distances are still very low and of minor practical
value for quantum communication since, for example, plajsic

Again, the fidelity of the initial states is almost the sameneo implementations of prepare and measure QKD protocols work
pared to the depolarizing channel, whereas the error pilitgab over larger distances [5], [6], [7], [8]. Hence, Alice andtBo

can be almost twice as high. have to increase the fidelity of their entangled states kefor
they can perform entanglement swapping, i.e., start theahct
V. EFFECTS ON THECHANNEL LENGTH protocol. As already pointed out above, this is achievedgisi

o ) ) entanglement purification and nested purification pro®col
Ina re_ahs_tlc environment we also have to take into acco_unfzo], [21], [22], [23]. Nevertheless, the fidelity can onlye b
that the fidelity F of the entanglement decreases exporigntia brought to its maximum in theory, since too many resources
with the length! of the channel. Modeling our quantum \yqyid be required. Hence, there will always be a certainrerro
channel as ghotonic channel [33] it has been shown in [34] coming from entanglement swapping, which Alice and Bob
that the fidelity is given by have to deal with.

14 e~ l/2e 2
2

~

7)

VI. CONCLUSION

wherel. is the coherence length of an optical fiber. Therefore, In this article, we discussed the effect of noise on the
we see from Figure 4 that the fidelity of the initial state is security parameters of QKD protocols based on entanglement
below 0.68 for a channel longer than 8.64 km and a coherencavapping. Therefore, we used two reference models for a
lengthl. = 10 km, which means that entanglement swappingnoisy channel, the depolarizing channel and the more specifi
is no longer possible at this distance. For a higher coherenalephasing channel. Taking these two models into account,
length, the maximum distance is increased accordingly tave showed that the fidelity of the initial states of a QKD
25.91 km withl, = 30 km or 43.19 km withl. = 50 km. The  protocol has to be at least & 0.68 to obtain reasonable
decrease of the fidelity of entanglement has a huge impact aesults from entanglement swapping. Regarding the sgcurit
the security of quantum cryptography based on entanglemenf QKD protocols, we looked at two threshold values often
swapping as discussed above. In Figure 4, we used threeferred to in literaturePgc, which describes the maximum
different values for the coherence length 10 km, 30 km  error rate to make one-way classical error correction piessi
and 50 km. As we can directly see from Figure 4, a higheland Pp4, which denotes the maximum error rate such that
coherence length results in a smaller decrease of the fidelitprivacy amplification can be used to reduce the information o
As shown in Section 1ll, using a depolarization channel Alic an adversary to a minimum. Based on these threshold value:s
and Bob need a fidelity of at leastzE = 0.9228 to perform  the minimal fidelity of the initial states was computed. Here
error correction and a fidelity# = 0.9428 to reduce the error we showed that a minimal fidelity & 0.9428 is required to
rate to 0.11. Furthermore, when using a dephasing chanmel tlobtain a maximum error rate of 0.11 in a depolarizing channel
respective fidelities do not differ very much from these hHgsu Accordingly, in a dephasing channel the fidelity is slightly
i.e., Fec = 0.9204 and Fpyq = 0.9415. lower with F~ 0.9415 (cf. also Table ).
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Additionally, we discussed the exponential decrease of the3]
fidelity when transmitted through a noisy channel. In thiseza
we looked in detail at the photonic channel as reference mode
and calculated the maximum length of a channel to achievB4l
the minimal fidelities described above. For different cenee
lengths of 10 km, 30 km, and 50 km we obtained maximunt*®
distances between 1.19 km and 6.12 km for a fidelity B.94. [16]

As pointed out, these values are rather low compared
to physical implementations of prepare and measure QK
protocols. Hence, one of our next steps is to refine the mod 17
for the decrease of entanglement over distance to a more prac
tical scenario. Further, we want to investigate entangiegme
purification protocols in context with entanglement swagpi [18]
based QKD protocols and their respective impacts on the

security.
Y [19]
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