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Abstract—The vulnerability of Internet of Things (IoT) 

networks makes channel access security a serious problem. 

The IEEE 802.15.4 Media Access Control (MAC) layer faces 

the risk of attacks from malicious nodes which attempts to get 

a dominating position and hold unfair advantages over the 

other nodes. In this paper, we address MAC unfairness attacks 

where attackers attempt to bypass the MAC priority. We 

propose a MAC-trust-based model to handle unfairness 

attacks while maintaining channel access to all participating 

nodes. In our scheme, a Pan Coordinator Manager (PCM) 

cooperates with PANs and Coordinators to detect malicious 

behavior, calculate trust values for participating nodes, and 

maintain a blacklist of malicious nodes. Our model modifies 

Guaranteed Time Slots (GTS) allocation policies according to 

nodes’ trust values. 

Keywords-Trust; IEEE 802.15.4; Internet of Things; 

Security; unfairness attack; GTS. 

I.  INTRODUCTION  

The Internet of Things (IoT) is collectively formed of 
emergent embedded objects, such as smart-phones, tablets, 
smart watches/glasses, intelligent building devices, and even 
smart vehicles [1]. These objects are addressable, and have 
low-power and low-processing capacities. They are 
interconnected to transfer sensing data to the Internet using 
compatible and heterogonous radio communications. In such 
heterogeneous environment, security is among the key issue 
to overcome. 

The research community considers the IEEE 802.15.4 
standard as one of enabling technologies for short range, low 
rate, wireless communications that is most suitable for IoT, 
which makes it the de-facto standard to define physical and 
MAC (Media Access Control) layer for IoT networks [2]. 
Although researches in IoT security have focussed on all 
security aspects for the different OSI layers, most security 
solutions are being specifically designed for network and 
application layers [3]-[6]. Given that, the MAC layer is the 
basis of interconnecting IoT nodes, it is therefore targeted by 
several attackers [7]. Yasmin et al. surveyed IEEE 802.15.4 
attacks [8]. In this paper, we focus on MAC unfairness 
attacks, especially Guaranteed Time Slots (GTS) related 
attacks. In these attacks, malicious node cheats to obtain 

higher priority than legitimate nodes to maximize the 
channel access utilization [9]. Most of MAC security 
solutions proposed in the literature are based on 
cryptography mechanism to deal with confidentiality and 
authentication issues. Nevertheless, these solutions cannot 
handle MAC unfairness attacks. Indeed, embedding minor 
changes in the IEEE 802.15.4 standard itself will make it 
more secure against this type of attacks. 

In this paper, we introduce a new MAC-trust-based 
model to solve MAC unfairness attacks. In this model PANs 
and Coordinators collaborate with a centralized PAN 
Coordinator Manager to evaluate trust values of participating 
nodes. Indeed, the allocation of the GTS is based on the 
evaluated trust values. Each time the trust decreases, the 
number of slots allocated to the node decreases too until no 
priority is assigned to the node. 

The rest of this paper is structured as follows. Section II 
presents a background of IEEE 802.15.4 GTS MAC process 
and related attacks. Section III introduces our proposed 
model. Finally, Section IV concludes the paper. 

II. IEEE 802.15.4 PROTOCOL 

A. GTS MAC Background 

IEEE 802.15.4 networks can operate on beacon or non-
beacon enabled modes. In this paper, we focus on beacon 
enabled mode. In this mode, a superframe is delimited by 
two beacons, and is divided into 16 time slots. Each of 
periodic superframe is divided into a Contention Access 
Period (CAP) and a Contention Free Period (CFP). Slotted 
CSMA/CA (Carrier Sense Multiple Access with Collision 
Avoidance) is used in the CAP, whilst, GTS is used in CFP 
[10]. The superframe is fully defined using a beacon interval 
(BI) and a superframe duration (SD). BI refers to the time 
between two consecutive beacons and is constituted by an 
active portion and an optional inactive portion, as shown in 
Figure 1. During the inactive portion, the coordinator enters 
a low-power mode to conserve its power resources. The 
active period corresponds to the SD and is divided into 16 
time slots, as shown in Figure 2. 
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Figure 1.  IEEE 802.15.4 superframe structure. 

The PAN coordinator reserves GTS within the CFP of 
each superframe duration in order to provide real-time 
guaranteed channel access to in-network nodes for delay-
sensitive applications. The PAN coordinator allocates and 
de-allocates GTS on a First-come, First-serve basis [10], as 
depicted in Figure 3. Indeed, it may allocate up to 7 GTS at 
the one time. A node requests GTS from the coordinator, by 
sending a GTS request frame during the CAP. The node 
waits for the response of the coordinator in the next beacon. 
The coordinator either accepts or rejects the request based on 
the current resource capacity available in the superframe. 
Once a GTS request from a node is granted, the coordinator 
reserves the GTS for the node during the CFP. Upon 
receiving beacon transmitted by the PAN coordinator, each 
node tries to transmit its packet using the superframe. Nodes 
that do not succeed in accessing the channel discard the 
packet, and at the next superframe, they generate a new 
packet. 

 

 

Figure 2.  Structure of the active periods with GTSs. 

 

Figure 3.  (a) GTS allocation process, (b) GTS de-allocation processes. 

B. GTS MAC Attacks 

The GTS MAC channel sharing mechanisms are 
vulnerable to malicious nodes that misbehave and break the 

standard communication rules to capture the channel with 
higher priority utilization. Indeed, malicious nodes extract 
slots information from the beacon sent by the 
PAN/Coordinators to trigger different MAC attacks. 

There exist several GTS related attacks that have been 
defined in the literature. Among them the following: 

 

 Malicious nodes can keep sending several GTS 
allocation request frames, and thus can allocate a 
maximum number of GTS and keep the channel 
busy, omitting legitimate nodes from allocating GTS 
and transferring data [8] [11] [12]. 

 A malicious node can spoof unallocated legitimate 
node identities and send GTS allocation requests on 
their behalf [13]. The malicious node can then inject 
false data. Also, the malicious node can use its 
proper identity or fabricated identities to send GTS 
allocation requests [14]. 

 A malicious node can spoof identities of legitimate 
nodes with allocated GTS. It can then send GTS de-
allocation requests on their behalf, which leads to 
terminate their channel access rights [13]. 

 One or two attackers can create interference during 
the GTS allocated to legitimate nodes. This leads to 
corrupt ongoing transmissions [13] [12]. 

III. THE PROPOSED MODEL 

To enhance MAC security, we propose two algorithms. 
The first algorithm aims to verify the association process. 
The second one to allocate GTS dynamically for real time 
applications based on nodes trustworthiness. The GTS period 
in the IEEE 802.15.4 is adjustable by beacon parameters 
(BeaconOrder-BO and SuperframeOrder-RO) [10]. In our 
model, the GTS period is initially set using BO and RO. 
After the first GTS request, the GTS period is recalculated 
and reallocated based on nodes trust values. In the following, 
we present our model and how to calculate trust values. 

Three entities (actors) participate in the proposed model: 
A Pan Coordinator Manager denoted PCM, at least one PAN 
Coordinator and Coordinators denoted Ci, and nodes  
denoted Nj. Coordinators and PANs are full function devices 
(FFDs), whilst the nodes can be FFDs or reduced function 
devices (RFDs). The PCM keeps in its table (database) a list 
of all coordinators and PANs, and a list of all nodes within 
the network. Indeed, for each Coordinator Ci, PCM 
maintains the list of nodes associated with it, the trust value, 
denoted TNj, of each node Nj, and the number of GTS request 
frames, denoted NBNj, for each node Nj. In our model, the 
PCM monitors GTS across the entire network by keeping the 
history of all nodes stationary and mobile. 

For security consideration, we assume each node Nj is 
associated to only one Ci at time t. 

A. Controlled Association MAC 

As already said, each node is allowed to be associated to 
only one PAN/Coordinator at one time t. Thus, each time a 
node sends an association request to a PAN or a Coordinator, 
this later sends an association control request to the PCM. 
The PCM checks in its database the state of the node. Two 
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cases rise: 1) The node does not exist in the database, which 
means it is not associated to any PAN/Coordinator. 2) The 
node is already associated to one PAN/Coordinator. In the 
first case, the PCM sends an Association Control 
Acknowledgment, and the PAN/Coordinator can associate 
this node. In the second case, the PCM sends a Request 
status to the PAN/Coordinator associating the node. Two 
cases can occur: 1) The node is associated correctly to the 
PAN/Coordinator. 2) The node became orphan because it 
lost the connexion with the PAN/Coordinator. In the first 
case, the PCM blacklists the node and sends an association 
control notification to all PAN/Coordinators. In the second 
case, the PCM sends an association control acknowledgment 
and updates its database. Algorithm 1 (Figure 4) and Figure 
5 summarise the controlled association process. 

 

Algorithm 1 Trust-Based Association Algorithm 

Input: One PCM; a number of coordinators M; a number of nodes N;  
           each node Nj is associated to only one  coordinator Ci ϵ M; 
Nj sends Association Request to Ci; 
Ci sends Association Control Request (Nj,Ci) to PCM 
PCM checks if Nj ϵ Ch (h ≠ i) 
If Nj ϵ Ch (h ≠ i) do 
 PCM sends Request status to Ch (h ≠ i) 
 If Nj is associated do 
         Nj = 0; 
                  Blacklists TNj; 
                  sends Association Control notification (Nj) to Ci; 
                  sends Disassociation notification (Nj) to Ch; 
                  Ci sends Disassociation notification to Nj; 

Else If Nj is orphan do 
                  PCM sends Association Control Acknowledgment  
                  (Nj) to Ci; 
                  Ci sends Association Acknowledgment to Nj; 

END If 
Else If Nj ∉ Ch do 

PCM sends Association Control Acknowledgment  
          (Nj) to Ci; 

Ci sends Association Acknowledgment to Nj; 
END If 

Figure 4.  Trust-Based Association Algorithm. 

 
Figure 5.  Controlled Association process. 

B. Adaptive Allocation GTS MAC 

Algorithm 2 (Figure 7) and Figure 6 summarise the 
proposed Adaptive Allocation GTS process. 

Initially, at the first association, all nodes are fully 
trusted, which means trust values of all nodes are set to 1 
(i.e. TNj=1). In addition, the number of GTS request frames 

for each node is set to 0 (i.e. NBNj=0). The maximum 
number of GTS request frames allowed within a period T for 
each node is set as threshold, denoted TH. 

 
Figure 6.  Trust-Based GTS Allocation process. 

Algorithm 2 Trust-based GTS Allocation Algorithm 

Input: One PCM; a number of coordinators M; a number of nodes N; 
             each node Nj is associated to only one coordinator Ci ϵ M; the  
             trust value of each node Nj ϵ N is set to TNj = 1; the number of  
             request to GTS from each node Nj is set to NBNj = 0; TH= 
             Threshold;( TH : a maximum number of requests to GTS); 
While (T) do 

Nj sends GTS Request to Ci; 
Ci calculates NBNj = NBNj + 1; 
If NBNj = 1 do 

NBslots= NB.GTS.Req; 
Sends GTS Acknowledgment (NBslots); 

END If 
If NBNj > 1 do 

sends (Nj, NBNj) to PCM; 
If NBNj= TH do 
      TNj=0; 
      Blacklists Nj; 
      Sends GTS notification (TNj, Nj) to Ci; 
      Ci sends Disassociation notification to Nj; 
END If 
If NBNj < TH do 
       TNj=1- NBNj/TH; 
       Sends GTS Acknowledgment (TNj,Nj) to Ci; 
       If TNj ϵ [1, 2/3] do NBslots=NB.GTS.Req; 
       If TNj ϵ ]2/3, 1/3] do NBslots = up to 5 slot of 
       NB.GTS.Req; 
       If TNj ϵ ]1/3, 0] do NBslots= up to 3 slot of  
       NB.GTS.Req; 
       Sends GTS Acknowledgment (NBslots); 
END If 

END If 
END While 

Figure 7.  Trust-based GTS Allocation Algorithm. 

After successfully associated with the PAN/coordinator, 
nodes send GTS request frames through which they ask the 
PAN/coordinator to assign them a number of GTS 
(according to BO and RO). Once the PAN/Coordinator 
receives the request, it increments NBNj (i.e. NBNj= NBNj+1) 
and sends Nj and NBNj to the PCM. Upon receiving Nj and 
NBNj, the PCM checks if NBNj ≤ TH. If NBNj=TH, the PCM 
sets TNj to 0, blacklists Nj and sends GTS notification to all 
PAN/Coordinators. If NBNj < TH, the PCM calculates the 
new trust value TNj according to equation 1, and sends GTS 
Acknowledgment with the node identifier Nj, the number of 
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GTS request frames NBNj, and the new trust value TNj for 
this node to the PAN/Coordinator. 

 
                       TNj = 1 - NBNj / TH                                  (1) 
 
For the first GTS request, the PAN/Coordinator 

acknowledges the nodes and allocates them a number of 
GTS equal to the number of requested GTS. After that, the 
allocation is done according to nodes trust value as follow. 

We split GTS to three sub-GTS: GTS1 (2 slots), GTS2 (2 
slots) and GTS3 (3 slots) [10]. We split the trust interval onto 
three sub-intervals: [1, 2/3], ]2/3, 1/3], and ]1/3, 0[. 

 If the new calculated trust value TNj ϵ [1, 2/3], the 
PAN/Coordinator allocates the node a number of 
GTS equal to the number of requested GTS (Up to 7 
slots). 

 If TNj ϵ ]2/3, 1/3], the PAN/Coordinator allocates the 
node a number of GTS up to 5 slots (GTS3+GTS2). 
Hence, if the number of requested GTS is greater 
than 5, the node will be assigned a maximum of 5 
slots. 

 If TNj ϵ ]1/3, 0[,the PAN/Coordinator allocates the 
node a number of GTS up to 3 slots (GTS3). Hence, 
if the number of requested GTS is greater than 3, the 
node will be assigned a maximum of 3 GTS. 

 
If the PAN/Coordinator receives GTS request from two 

or more nodes at the same time, instead of allocating GTS on 
a First-come, First-serve basis, the PAN/Coordinator 
allocates GTS on trust basis. Which means, the first served is 
the node with the greatest trust value. 

The allocation process is repeated while T not expired. 
Once T expired, PAN/Coordinators and PCM reset NBNj to 0 
and TNj to 1.  

IV. CONCLUSION 

A trust-based defence and dynamic GTS allocation 
method is introduced in this paper to prevent and detect some 
MAC unfairness attacks in beacon-enabled IoT 802.15.4 
networks. We introduced a new central entity to IEEE 
802.15.4 topology to act as a global neighbor discovery 
proxy. This new entity (PCM), caches the new identity of all 
nodes and monitor local GTS allocation based on nodes’ 
behavior. This new approach can handle easily mobile 
nodes. 
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