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Abstract—Mobile Ad Hoc Networks (MANET) are

continuously self-organizing wireless networks withno fixed
infrastructure, where network communication is estdlished
without a centralized administration. Security is a important

issue for mobile ad hoc networks, due to the vulnable nature
of MANETS. This paper describes the effects of PusJammer
attack, Misbehavior Node attack and Byzantine attaks on the
network performance under different traffic loads using
Geographic Routing Protocol (GRP), Proactive Routig

Protocol such as Optimized Link State Routing (OLSR
Protocol and Reactive Routing Protocols such as AHoc On
Demand Distance Vector (AODV) Routing Protocol and
Dynamic Source Routing (DSR) Protocol. The impact fo
security attacks on MANET performance is evaluatedby

investigating which attack is more harmful to the retwork.

IEEE 802.11b and 802.11g standards are compared Wit
respect to the Pulse Jammer attack, Misbehavior Nte attack
and Byzantine attack for AODV Routing Protocol. Simulation

results using OPNET simulator show that the efficint

utilization of the network reduces considerably inthe presence
of the mentioned attacks.

Keywords- mobile ad hoc networks (MANETS); routing
attacks; network security; OPNET
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routing protocols, wireless ad-hoc networks arerotgeted
to attacks of the malicious nodes. These nodesayetite
network, thereby degrading the network performance.

The effects of Pulse Jammer attack and Misbehavior
nodes using Optimized Link State Routing Protocol
(OLSR), Reactive routing protocol, Ad Hoc On Demand
Distance Vector (AODV) and Geographical are studied
[3], where the impact of attack on MANET performance is
evaluated in finding out which protocol is more netable
to these attacks. No single protocol that was stiitiad an
overall better performance under Pulse Jammerkatiad
Misbehavior nodes security threats.

Various protocol aware jamming attacks that can be
launched in an access point based 802.11b netwark a
studied in [4]. It is shown that misbehaving nodesat do
not adhere to the underlying MAC protocol signifidg
degrade the network throughput. Several hybricckstahat
increase the effectiveness of the attack or theedse the
probability of detection of the attack are alsosprged in
the paper.

In this paper, the effects of Pulse Jammer Attack,
Misbehavior Node attack and Byzantine securityckiaon
MANET network topology are studied using different
routing protocols. The purpose of this work is a@sce

Next generation wireless communication systems willsecurity attacks on MANETSs that lead to a reducetvark

require a rapid deployment of independent mobikrgisAn

performance, reliability and availability. Additiahy,

emerging wireless technology, mobile ad hoc networkseveral security routing protocols are investigatied

(MANETSs), are efficient, effective, quick, and easy
deploy in networks with changing topologies. Eacabbite

MANET. For each scenario, normal network traffic is
compared to the network traffic with five disrupiwodes

node acts as a host, and also acts as a routeresNodhat are placed in the network separately.

communicate with each other without the intervemtiaf
access points or base stations [1]. Ad-hoc netwatles
suitable for applications where it is not possitieset up a
fixed infrastructure and have a dynamic topologytisat
nodes can easily join or leave the network at ame.t
Possible MANET scenarios include communications
military and rescue missions in connecting soldigmsthe
battlefield or establishing new networks where awoek
has collapsed after a disaster like an earthqu2zkeNpdes
cooperate by forwarding data packets to other nauéise
network to find a path to the destination node giswuting
protocols. However, due to security vulnerabilitiefs the
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The main contribution of this work is providing igbt
about network security challenges and potentiaimfiar
attacks in MANET security under different traffioalds
using various routing protocols. In this work, wlarkstn
(Wireless LAN Workstation) mobile nodes are usedtte

innetwork traffic loads, i.e., http, ftp, email, veiand video
conferencing can be enabled on these mobile nodései
network. Performance metrics are provided for o
network applications in addition to the whole netkvo
performance using different routing protocols. TiEE
802.11b and 802.11g standards are compared forotimeal
network with and without network attackers.
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The paper is organized as follows: in Section H, a
overview of the OLSR, GRP, DSR and AODV routing
protocols are provided. In Section Ill, Pulse Jamatéack
is described. In Section IV, Misbehavior Node clttas
described and in Section V, Byzantine attack iscdlesd.
Performance metrics which are used in the simulatiare
presented and described in Section VI. Simulatiesults
are given in Section VII, followed by the conclusiin
Section VIII.

In this section, various existing routing protocalee
described.

OVERVIEW OF CURRENT ROUTING PROTOCOLS

A. The Dynamic Source Routing (DSR) Protocol

DSR [5] is a reactive unicast routing protocol that

utilizes source routing algorithm. The sender knaie
complete hop-by-hop route to the destination, whibe
routes are stored in a route cache. When a nodleeirad
hoc network attempts to send a data packet to End#en
for which it does not know the route, it uses ateou

and MPRs by sending and receiving HELLO messages fr
its neighbors.

D. Geographic Routing Protocol (GRP)

GRP [7][8] is a well researched approach for ad hoc
routing where nodes are aware of their own geodgcaph
locations and also of its immediate neighbors andrce
node are aware of the destination’s position. Thead
packets are routed through the network using tlogrgghic
location of the destination and not the network reds.
GRP operates without routing tables and routing to
destination depends upon the information each riuate
about its neighbors. Geographic routing is simpte a
efficient.

The most trivial way of disrupting a wireless netlws
by generating a continuous high power noise actbes
entire bandwidth near the transmitting and/or néngi
nodes. The device that generates such a noisdlésl @
jammer and the process is called jamming [4]. Hason to

PULSE JAMMER ATTACK

discovery process to dynamically determine one. Routecall jammer as intelligent is because its pulsetiofie and

discovery works by flooding the network with rouuest
(RREQ) packets. A route reply generated when the route
request reaches either the destination itself, or
intermediate node which contains in its route caelme
unexpired route to the destination. By the time plaeket
reaches the destination or an intermediate nodenitains a
route record yielding the sequence of hops taken.

B. The Ad Hoc On-demand Distance Vector (AODV)
Routing Protocol

AODV routing protocol [1] is a reactive unicast ting
protocol for mobile ad hoc networks which only need
maintain the routing information about the activahs. In
AODV, routing information is maintained in routirigbles
at nodes. Every mobile node keeps a next-hop rptéible,
which contains the destinations to which it curetias a
route to. A routing table entry expires if it hast been used
or reactivated for a pre-specified expiration time.

C. Optimized Link State Routing (OLSR) Protocol

OLSR protocol, as defined in [6], is a proactiveitiog
protocol based on the periodic exchange of topolog
information. Generally, three types of control negs are
used in the OLSR protocol, namely, a HELLO message,
TC (Topology Control) message and a MID (Multiple
Interface Declaration) message. The HELLO message
transmitted for sensing neighbors and for MultifRoi
Distribution Relays (MPRs) calculation. Topologyntml is
link state signaling that is performed by OLSR. MP&e

pulse on time are the main parameters which agaromer
to behave on and off at certain time as definectoegate the

atransmission [3].

IV. MISBEHAVIOR NODESATTACK

The purpose of misbehaving nodes [9] is not to ionc
properly in the network and they achieve their gbgl
acting maliciously. They stop forwarding packets the
other nodes by simply start dropping the packets, o
consume the bandwidth of the network by broadcgstin
route when it is not necessary. The misbehavioesadop
performing the basic task; as a result, the netvo@tomes
congested and the traffic on the network leadsefaydof
data and degrade the performances of the network.

V. BYZANTINE ATTACK

In Byzantine attacks, a compromised intermediatgeno
or a set of compromised intermediate nodes colelgti
carries out attacks such as creating routing loogsting
packets on non-optimal paths and selectively dragppi
packets [10]. Byzantine attack drops, modifies and
Ynisroutes the forwarding packets in an attempigougt the
routing service [11].

VI.

The performance of the whole network under différen
routing protocols is analyzed by four metrics: tighput,
network load, delay and data dropped.

] PERFORMANCEMETRICS
i

used to optimize the messaging process. MID messag@. Throughput (bits/sec)

contains the list of all IP addresses used by aerin the
network. OLSR exchanges the topology informatiomagis
with other nodes. Nodes maintain information ofghéiors
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The average rate at which the data packet is delive
successfully from one node to another over
communication network is known as throughput.

a
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B. Network Load (bits/sec) A P betee Jammmer Aok DR bESA
. . 0O Ad Hoc-Misbehavior Attack_DSR-DES-1
Network load is the total packet sent and recea@oss 0t Hog-By zartine Aftack_DSR-DES-1
the whole network at a particular time. 13 -

C. Delay (sec)
The packet end to end delay is the average tintbeof

packet passing through inside the network. 1: /. -
D. Data Dropped (bits/sec) g //
Data dropped shows that how many packets are ! 11~
successfully sent and received across the wholeonlet ° V4
VII. SIMULATION RESULT ANDANALYSIS 4 I

The simulation is performed in analyzing the effeof
Pulse Jammer attack, Misbehavior Node attack and 2

Byzantine attack on the network performance under ! I
different traffic loads. Simulation parameters usare O = Py py v e =0
depicted in Table 1. S @E=eD
TABLE I. SIMULATION PARAMETER Figure 1. Packet end-to-end delay results of trenal network’s voice
. . application with and without network attacks for®S
Simulation Parameter Value
Simulator OPNET 14.5 B. Performance of AODV under Pulse Jammer Attack,
Aree 800x800 (m under Misbehavior Node Attack and under Byzantine
Number of Nodes 30 Nodes A k for Voice Applicati
Operation Mode 802.11b, 802.11g ttack for Voice Application
Data Rate of Each Node 11 Mbps, 54 Mbps In this section, the performance of AODV routing
ﬁozt_ﬂg;méofo's RDSdR' ASVDV' O_'-tSR' GRP protocol under jamming nodes, misbehaving nodes and
obfity Vode andom Waypoimt________ Byzantine nodes are compared. First, normal traiic
) HTTP, FTP, Email, Voice, Videg c
Traffic Type Conferencing generated under AODV, and then the scenario was
Simulation Time 300 sec. duplicated with a jitter parameter for differentaaks. For
Packet Reception Power Threst | -95 dBn each network attack scenario, five malicious nodes

placed in the normal network. Jitter [12] is thaiaaof
transmission delay of the current packet and the
transmission delay of the previous packet.

In Figure 2, jitter statistics are represented vVoice
application in the same graph.

A. Performance of DSR under Pulse Jammer Attack, unde
Misbehavior Node Attack and under Byzantine Attack
for Voice Application

In the simulation enviroment, five jamming nodesef
misbehaving nodes and five Byzantine nodes wereegla M .l Hoe-Normal Netwrk_A0DV-DES-
separately in the normal network with different reéos. B 10 Hoo-isbenavior Afteck, AODV-DES-1
Then, packet end-to-end delay statistics are repted for B SelfiosByzantine Attack_AODW-DES

. . . . average (in “oice Jitter (secl)
voice application in the same graph.

0.040

Figure 1 represents the packet end-to-end delégtsta 088
for voice application on the normal network traffiith the
average value of 7.667 seconds. It shows the “paxiadto- mEED
end delay” with jamming nodes in the network as3&a. nose y\
seconds, with misbehaving nodes as 9.748 secondwitn '\,\

Byzantine nodes in the network as 9.235 secondh wit 0020

respect to the DSR.
The delay increases in presence of the networlkckstta s

on the network when it is compared to the normaknek. - \f_\

Jamming nodes deny the network transmission sexvice \)\\‘k/‘:{)@
to authorized users by generating noise on thelegise 0.005 2 = |
medium in order to block the access for authorizedes. o . . . . . .
Misbehaving nodes consume a lot of bandwidth andato o el 100 e e @ e o
collaborate with the other nodes in the networkza@ytine

nodes drop ,the packets in the network which degrale Figure 2. Jitter results of the normal networlkdgce application with and
network routing services. without network attacks for AODV routing protocol
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In the graph above, it is clearly seen that jittereases
in the beginning of the simulation up to a certagint and
from that point onwards it degrades rapidly. Thigdue to
the fact that the utilization of the network reastesteady
state after some time.

In Figure 3, the traffic received statistics for aim
application on the normal network traffic with amithout
malicious nodes are analyzed. The normal netwdrkfic
received statistics is recorded as 153.9 bytesBween, it is
noted as 140.5 bytes/sec with jammer nodes in ¢h&ark.

Figure 2 shows that the average value of the normalhe traffic received statistics average value is7.12

network traffic jitter in voice applications is @43 seconds.
On the other hand, the network with jammer nodesvsh
the jitter with the average value of 0.0057 secpndth
Byzantine nodes the value it is noted as 0.004dretcand
with misbehaving nodes it is recorded as 0.004 rsgsavith
respect to the AODV routing protocol.

The results show significant changes in jitter ¥oice
application, especially for the network with jamiginodes
and with Byzantine nodes. Due to malicious agésitof
the jamming nodes and Byzantine nodes, the jitiereiment

is more than the normal network for AODV routing

protocol. Also for the network with misbehaving esdthe
jitter increment is more than the normal networlgemeral.
However, it reduces at some certain points. Theomaf

this reduction could be that misbehaving nodest sta

dropping the packets and do not forward the padkethe
other nodes on the network, then the misbehavirdeso
start sending the packets and forwarding packsteiféhan
the normal nodes. As a result, normal nodes aralnlet to
process the packets.

C. Performance of OLSR under Pulse Jammer Attack,
under Misbehavior Node Attack and under Byzantine
Attack for Email Application

In this section, the performance of OLSR protoaudier

bytes/sec with misbehaving nodes and with Byzarmioaes
in the network its value is noted as 100.32 byessisith
respect to the OLSR.

When placing the malicious nodes in the networlk, th
MANET traffic received is recorded lower than thermal
network traffic. There is significant traffic desttion of the
packets transmission on the network when applyetg/ork
attacks.

D. Performance of GRP under Pulse Jammer Attack, under

Misbehavior Node Attack and under Byzantine Attack
for Video Conferencing Application

To implement the network attacks on MANET nodes
Inetwork, five jamming nodes, five misbehaving nodes

five Byzantine nodes are deployed separately iméte/ork
for GRP with different scenarios.

The packet end-to-end delay statistics for
application of the normal network is noted as 0.268onds
at the duration time of simulation 300 secondsigufe 4.
After implementing the five jamming nodes, it inases to
0.928 seconds. The reason for this is because jartsmer
nodes generate a noise on radio frequency in pidse
which increases the packet end-to-end delay statish the
network for GRP. The graph represents the packett@n

jamming nodes, misbehaving nodes and Byzantine snod€nd delay statistics of voice application as 0.d€oads for
are compared. For each network attack scenarie fivthe network with misbehaving nodesDue to the

malicious nodes are placed in the normal network.

W 2 Hoc-Mormal Metwork_OLSR-DES-1

B Ad Hoc-Pulse Jammer Attack  OLSR-DES-1
O Ad Hoc-Mishehavior Attack OLSR-DES-1
O Ad Hoc-Byzantine Attack_ OLSR-DES-1

averade (in Email. Traffic Received (bytesizec))

\
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Figure 3. Traffic received results of the normetwork’s email
application with and without network attacks for &R protocol
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misbehaving nodes, the network becomes congested.

W Ad Hoc-Mormal Metwork_GRP-DES-1

B Ad Hoc-Pulse Jammer Attack_GRP-DES-1
O &d Hoc-Mishehavior Attack_GRP-DES-1
O Ad Hoc-Byzantine Attack_GRP-DES-1

average (in Yideo Conferencing Packet End-to-End Delay (sec))
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Figure 4. Packet end-to-end delay results of trenal network’s video
conferencing with and without network attacks f&Rf5

voice
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Figure 4 shows the packet end-to-end delay with

Byzantine nodes in the network as 0.325 secondh wit
respect to the GRP. The Byzantine attack has atimega
impact on the transmission and network traffic.

E. Performance of DSR under Pulse Jammer Attack, under

Misbehavior Node Attack and under Byzantine Attack
for the Network with respect to “Throughput” Staiis

In this section, five jamming nodes, five misbelmgvi
nodes and five Byzantine nodes were placed sepaiate
the normal network with different scenarios. Thetlghput
statistics are represented for the whole networthénsame
graph in Figure 5.

The throughput of the network nodes with normdfitra
is noted as 741,085 bits/sec, whereas the throtglijbl
jamming nodes is noted as 544,661 bits/sec, bothafo
simulation of 300 seconds duration. As seen inieidy the
throughput of the network with Byzantine nodeseisarded
as 699,863 hits/sec and with misbehaving nodes 2989
bits/sec. The largest reduction of the network ubhgput
statistic is represented for the network with jamgnhodes
and the least reduction is indicated for the nekwwaith
misbehaving nodes with respect to the DSR protocol.

F. Performance of AODV under Pulse Jammer Attack,
under Misbehavior Node Attack and under Byzantine
Attack for the Network with respect to “Networkald)
Statistics

In this section, different network attack scenanwesre
designed separately to examine the AODV routingooal
under five Byzantine nodes, five misbehaving noded
five jamming nodes.

M Ad Hoc-Maormal Metwork_DSR-DES-1

B Ad Hoc-Pulse Jammer Attack_DSR-DES-1
O Ad Hoc-Mishehavior Attack_DSR-DES-1
O Ad Hoc-Byzantine Attack_DSR-DES-1

average (in Wireless LAN. Throughput (bits/sec))

500,000
750,000
700,000

£50,000
00,000
550,000
500,000

450,000
400,000
350,000
300,000

250,000
200,000
150,000
100,000

50,000
i

T T
200 300 400

titme (sec)

Figure 5. Throughput results of the normal netwwitk and without
network attacks for DSR protocol

Copyright (c) IARIA, 2014.  ISBN: 978-1-61208-373-5

W Ad Hoc-Mormal Metwork_A0DNY-DES-1

B Ad Hoc-Pulse Jammer Attack_A00%-DES-1
O Ad Hoc-Misbehavior Attack_a00%-DES-1
O Ad Hoc-By=zantine Attack_A0D0-DES-1

average (in Wireless LAN Metwork Load (bits/zec))
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Figure 6. Network load results of the normal netwwith and without
network attacks for AODV routing protocol

The network scenarios for different attacks areiceg
in Figure 6. The network load of the normal netwbds the
average value of 752,620 bits/sec and with the jamgm
nodes in the network it is noted as 505,130 bits/Ber the
network with misbehaving nodes, its average valse i
690,004 bits/sec and the network load statisticeraing to
the network with Byzantine nodes is recorded as, 9238
bits/sec. The largest reduction of the network Isitistic is
represented for the network with jamming nodes #red
least reduction is represented for the network with
Byzantine nodes with respect to AODV routing prafoc

According to Figure 6, AODV routing protocol is neor
vulnerable to jamming nodes. Jamming nodes denycger
by generating noise and causes protocol packets los
Jamming nodes block the access for authorized.users

As a result, the network traffic effected negatvehen
malicious nodes are placed in the normal network they
start dropping the forwarding packets to the othernodes
on the network.

G. Performance of GRP under Pulse Jammer Attack, under
Misbehavior Node Attack and under Byzantine Attack
for the Network with respect to “Delay” Statistics

Five jamming nodes, five misbehaving nodes and five
Byzantine nodes were placed separately in the rlorma
network with different scenarios.

Different network scenarios for the mentioned netwo
attacks are represented in Figure 7 according td® GR
protocol.

Figure 7 represents that the normal network trafétay
average value is 3.27 seconds. On the other hdmd, t
network with jammer nodes shows the delay with the
average value of 4.42 seconds, with Byzantine nades
value it is recorded as 3.92 seconds and with reslbieg
nodes it is noted as 3.51 seconds with respebetGRP.
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M Ao Hoc-Mormal Metwark_GRP-DES-1 W Ad Hoc-Marmal Metsvwork_OLSR-DES-1
B Ad Hoc-Pulse Jammer Attack GRP-DES-1 B Ad Hoc-Pulse Jammer Attack_OLSR-DES-1
O Ad Hoc-Mishehavior Attsck _GRP-DES-1 O Ad Hoc-Mishehavior Attack_OLSR-DES-1

O &d Hoc-Byzantine Attack_GRP-DES-1
average (inWireless LAN Delay (sec))

O Ad Hoc-Byzantine &ttack_OLSR-DES-1

SD,DDD,ﬁt\l}grage (in Wireless LARN Data Dropped (Buffer Owverflow) (hitsfzec])
4.5 25,000,000
/ 26,000,000
+ 24,000,000
35 / 22,000,000 —/
/ / 20,000,000 —/
3 18,000,000 -
26 / / 16,000,000 /’/
// 14,000,000
2 12,000,000 /
// 10,000,000 /‘/
13 / / 5,000,000 I/
1 5,000,000 l
/ 4,000,000 ’
B 2,000,000 ]
J : Y A— .
°3 0 100 150 200 250 300 350 o g 20y 300 400
time (=zec) time (=zec)
Figure 7. Delay results of the normal network veittd without network Figure 8. Data dropped results of the normal netwath and without
attacks for GRP network attacks for OLSR
The largest increment of the delay statistic isicted |- Performance of AODV under Pulse Jammer Attack,
for the network with jamming nodes and the leastément under Misbehavior Node Attack and under Byzantine
is represented for the network with misbehavingesodith Attack for IEEE 802.11g Standard with respect to
respect to GRP. The jamming node attack on GRP skow ~ “Network Load” Statistics
significant result. The jamming nodes stop perfoignihe In this section, different network attack scenaniosre

basic task of the network; as a result, the netvb@méomes designed for the AODV routing separately under Byire

congested and the traffic on the network leadselaydof  nodes, misbehaving nodes and jamming nodes in doder

the data and degrading of the performances ofehasark. examine the IEEE 802.11g standard. For each network
attack scenario, five malicious nodes are placedhim

H. Performance of OLSR under Pulse Jammer Attack, normal network.

under Misbehavior Node Attack and under Byzantine

T "
Attack for the Network with respect to “Data Dragatd B el Hoo-Mormal Netwiork 40D 802119 54 Maps-DES-1
1ot B A Hoc-Pulse Jammer Attack_a00%_802114g_S4kbps-DES-1
StatIStICS O Ad Hoc-Mizhehavior Attack_A0DN_S02119_54 Mbps-DES-1
O Ad Hoc-Byzantine Attack_2A00Y_802119_54 Mbps-DES-1

In this section, five jamming nodes, five misbelmayi 4,000,000 Gvaicis Unaleiase LD Hkai L) (BisiEe )
nodes and five Byzantine nodes are placed in theank
separately for OLSR protocol with different scenariin 3,500,000
implementing the network attacks on MANET nodes /
network. The data dropped statistics are shown for the SRR
whole network in the same graph. 500,000 /
Figure 8 shows the normal network data dropped /
statistics average value as 22,577 bits/sec. Fon#twork 2,000,000
with jamming nodes, the average data dropped vaue /
recorded as 23.074 bits/sec; with misbehaving ndHes festin
data dropped statistics is 24,437 bits/sec and Bytantine P /
nodes its value is 28,353 bits/sec. S {
It is seen that the largest increment of the dat@mbd SERGIE
statistic is represented for the network with migbéng I
nodes and the least increment is represented dometwork o o : .
with jamming nodes with respect to the OLSR protoco : 19 0 0 Nme(se:)m
That means that the OLSR protocol is more vulnerabl
the network with misbehaving nodes. Figure 9. Network load results of the normal netweith and without

network attacks for AODV with respect to the IEE28 1g standard
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As seen in Figure 9, the network load performarfide® represented under these three attack models ugpiNED.
network nodes with normal traffic is 3,376,409 kséx and They provide useful insight in understanding MANET
with misbehaving nodes in the network it is repnése as  terms of the network security.

3,262,975 bits/sec. The network load of the netwaeith Future work encompasses extending results to other
Byzantine nodes is noted as 2,480,452 bits/secvétitl  security attacks and wireless protocols, and addetgction
jamming nodes it is recorded as 150,486 bits/sec. and defense mechanisms that can protect the nefinmrk

The largest reduction of the network load stati$ic iha intruders.
represented for the network with jamming nodes tred
least reduction is represented for the network with ACKNOWLEDGMENT
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