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Abstract—Due to the continuing development of semiconductor
structures, it can be allowed nowadays to integratenore robust
and high-efficient systems into a very small areafaosilicon. In
such system-on-chip all individual components of target system
can be integrated into a single silicon die at lovee level, which in
turn contributes in saving the substantial space ah reduces
power consumption and production costs. With the agsideration
of the miniaturization of safety-related systems ito system-on-
chips, where usually complete redundant architectues along
with memory and interfaces are integrated into smal silicon
structures, many advantages can be taken into accou These
advantages extend to all levels of the developmeaycle. In the
present paper, the advantages of the miniaturizatio of
integrated l1loo2D-safety architecture (one out of te with
diagnosis) and its safety-aware implementation inerms of the
safety standard IEC 61508 are presented.

Keywords—Safety-related systems;Integrated Circuits=Cl
61508; on-chip redundancy

. INTRODUCTION

Nowadays embedded System-on-Chip applications arp

increasingly used in several industrial controlggsses. Due to
the development of silicon structures and thankthéorapid
development of the IP-Core market (Intellectual gerty),
Application Specific Integrated Circuits (ASICs) ear
increasingly used in several industrial applicagioompared to
a decade ago. In this regard, one can integratevais chip
functionality concluding whole communication micomtroller
units and other digital and analogue componentsbeatoday
shortly integrated in such circuits. Latter makesrf ASICs an
interesting platform for realizing safety-relaterthatectures,
since those consist of complex redundant componghish
need to be implemented following stringent proceduand
need to offer their functionality under specifimdiions. Due
to their flexibility of programming and reconfigag at run-
time, Field Programmable Gate Arrays (FPGAs) preval
popular platform for safety-related systems. Thuke
susceptibility of SRAM-based FPGAs to external etfe
increases with the ongoing miniaturization of sificstructures,
such as the susceptibility to single-event ups8&sUs). For
this reason, the usage of SRAM-Based FPGAs inysafiical
fields require the adoption of very specific relidyp and fault
tolerance techniques, in order to protect theircfiomality
against such transient effects. In recent reseanmtk [1] a
survey of using those FPGAs in safety-related systevas
presented. In this paper, the disadvantages ofgUSPGAS
such as the mentioned susceptibility to soft errmms the
increasing part costs are solved by targeting AS#Ssa
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platform for integrated safety-related systems. &gainst
SRAM-based FPGAs, the functionality of systems
implemented on ASICs is programmed only on timerdyuthe
design and so permanent and immune to soft errors.

At a glance, this paper deals with the use of AB#Sed
system-on-chips in safety-related systems confgmio
established safety standards. In our opinion, treee two
important points for dealing with this: the safetiythe ASIC
implementation itself and the safety propertieshef hardware
description code used to perform the functionalityich is
translated to the ASIC hardware.

In this paper, we first introduce the safety stadslavhich
are relevant for this work. Especially the stand&@ 61508
and its second edition (IEC 61508 Ed. 2) are erpliin
detail. In addition, the standard DO-254 from theldf of
aviation is introduced briefly, since it is widelysed in the
United States of America and has parallels to taedard IEC
61508. Afterwards, the safety-related loo2D-archite is
introduced. The heart of this research work isd#di in two
arts. First, a technical evaluation of using indted
Srchitectures against discrete system solution, clwhis
nowadays conform to the state of the art, is gi®atond, an
analysis of the use of ASICs according to the stethdEC
61508 second edition is introduced. Latter is dididnto two
main aspects: modeling and coding methodologiesoftware
and physical measures on hardware. On the one Hhed,
implementation of standard techniques and measuresSIC
platform is motivated and discussed. This inclugehniques
for increasing the reliability of such systems lika-chip
redundancy and safety-aware placement and routngthe
other hand, the coding methodologies of ASIC pnognéng
languages such as VHDL are discussed. In this gpniee
study the possibility of the use of these langudgesealizing
safety properties. Coding and verification measusgs
discussed in this section. Finally, the proposetirigues will
be evaluated on ASIC using an example of the 1002D-
architecture.

In the second section of this paper an overviewutibiee
relevant functional safety standards is given. iseds the
targeted safety-related on-chip loo2D-architectarel its
advantages are introduced. In section IV the soéwa
methodologies for safety-related on-chip systemse ar
discussed. Section V presents hardware-based resdsurthe
physical implementation of safety-related systemsloip.
Section VI outlines the paper with a short condnsand
future prospects.
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[I.  FUNCTIONAL SAFETY STANDARDS
Norms and standards for safety-related systemsnate

B. IEC 61508 Ed. 2
Generally, the standard IEC 61508 is divided intparts

new; MIL-STD-882 from the US Department of Defenseand provides a guide for developing safety-relatgstems.

(DoD) developed in 1963, is the first standard his tarea.
This standard is derived from the military areaeTthea was
to improve the safety of weapons and to keep thk of
undesired accidental damage to people and thecemmént in

an acceptable range. In 1998, a new paradigm was be
developed with the standard IEC 61508 which hasnbe

associated with a new definition of the term “fuooal

safety”. The main innovation is that in the context

functional safety only the safety features of atesys are
considered. The other non-safety-related functians in

accordance with the standard IEC 61508 only agfaguality

management. In the following sections the stand&@

61508 is primarily introduced, as the safety stamdgpplied
in Europe. Furthermore, a short insight into trendard DO-
254 is given. Latter is irrelevant for the curreesearch work
but could be applicable in future considerations.

A. 1EC 61508

The standard IEC 61508 [2] is a standard in the afe
safety technology, which was developed by the hatéonal
Electrotechnical Commission (IEC), an internatiosi@aindards
organization, and first released in 1998. It iedit'Functional
safety of electrical / electronic / programmablecgionic
systems" (E / E / PES). The standard is also knasvibasic
safety standard, because it is application indegendut it
addresses all safety functions of a system. ltegarded as
basis for further application-specific standardke Tstandard
IEC 61508 is limited on electrical and electroniogrammable
electronic safety-related systems. In this contéxefines four
safety-integrity-level, so-called SIL. This appligke higher
the SIL, the safer the E / E / PES. The specificatf SIL
provides developers, producers and customers a eled
unequivocal basis for negotiating basic aspectssafety
integrity.

e

The specific implementation of the requirementBesible. In
the present work, the requirements for the devetopnof
safety-related systems based on ASICs conforminghé&o
second edition of the standard IEC 61508 [3] ardnipa
considered. In the following the main novel feasuia the
second edition are described briefly. In the needtisns the
applicable features for ASICs are argued in detail:

* New requirements for Application Specific Integrate
Circuits (ASICs)

Clear definition of Systematic Integrity Compliance
Route (Route 4 Route 2 andRoute 3)

Clear definition of Hardware Integrity Compliance
Route (Route JandRoute 2))

* New definition of Proven-in-Use terms

C. DO-254

The standard DO-254 [4] is performed under thee titl
"Design Assurance Guidance for Airborne Electronic
Hardware" and is a standard for the developmerdoafplex
electronic hardware systems in the aviation fidid.was
developed in April 2000 by the RTCA (Radio Techhica
Commission for Aeronautics) and EUROCAE (European
Organization for Civil Aviation Equipment) and i®day
carried as a standard for the development of comgléctronic
hardware in the aviation field, of both by the Aman aviation
authority FFA, as well as the European Aviation eBaf
Agency EASA demanded. The DO-254 is, like IEC 61508
safety standard, which is also application indepetdbut
specifically refers only to the hardware developtmen

Like in IEC 61508, it includes no binding guidelinfr the
direct implementation, but it lists conception glides for the
intended certification of the whole development gess.

The standard IEC 61508 is seen as a basis forefurth Outside the norm there are further standards, asdhO-178B

standards. In this regard, the standard gives cefi

flexibility for technical respectively technologlcanovations.
The standard is also kept consciously abstractflenible in

regard to the methods to cover the requirementhasdware
and software, while the requirement is clearly nkdd, it leaves
ample room for researchers and developers to apply

implementation ideas and makes them free of thal riee
comply with stringent rules. In the context of hist research
work considered ASICs, it gives for example a notethe
requirements for using ASICs in safety-related @pgibns.

Furthermore, innovations find their way into nevafts of the
standard. While using on-chip redundancy (OCR) imathe

first standard version still unconsidered, it wastained in the
following draft standards, and could thereby beetaknto

consideration by developers and certification bedieterms of
the standard. The main changes in the second rdifidhe
standard are presented briefly in the next section.
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[5], which deals exclusively with the software dexgnent in
the aviation field. The standard specifies a coteple
documentation during development and takes intowtcthe
life cycle of the product. A consistent and binding
implementation of the product life cycle from copteo
decommissioning, as specified in IEC 61508, howesearot
requested.

lll.  INTEGRATED1002D-ARCHITECTURE

The standard IEC 61508 gives a basis for realimatbd
gualitative and quantitative analysis in areasetifibility and
safety. Particularly, architectural measures weteoduced,
which are necessary to provide a desired safetgl@bility
such as the introduction of hardware fault toleeargystem
redundancy and implementation of diagnostic anditoiong
elements. Considering the use of hardware redugdand
hardware fault tolerance, MooN-system-architectuisout
of N) are usually targeted. The name describesstistem
architecture and the possible degradation behayidault
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Figure 1. 1loo2D-Architecture

behavior. By this is meant that M out of N channefsa

safety-related system are sufficient to transfersiistem into
a safe state. The lowest form of this redundandiespresent
loo2-architecture. This represents a safety-athite with

hardware fault tolerance HFT = 1. In the followinlge 1002-
architecture and its advantages are discussed.

A. 1o02D-Architecture

The loo2-safety-architecture (one out of two) i® af
several system architectures which are describedthan
standard IEC 61508. This kind of architecture imposed of
two parallel channels. If both channels of the ayshave a
failure, the system loses the safety function. #iddally the
loo2D-architecture is a 1oo02-architecture with gréged
diagnostic units. Details of 1002D-architecture explained in
the following.

Safety and Robustness in Complex Systems and Applications

Figure 2. Integrated 1002D-Architecture

The main target of the present work is the intégmnadf the
loo2D-architecture on a single ASIC. In this cafiee
redundant processor channels as well as diagnogis are
integrated into a single chip. Fig. 2 shows an gxanfor the
difference between an integrated and a discrete2}-00
architecture.With reference to the architecturenshin Fig. 2,
the following obvious advantages for the integratewd2D-
architecture:

» System size and costs: The integration of all digit
components of 1oo2D-architecture on a single ASIC
reduces the total count of the required resources.
Thereby the system size is clearly reduced and also
the system costs which are required for the system
implementation.

 Power consumption and system performance: By

As mentioned above, a loo2D-architecture descrébes integration the count of individual components and

complete system or a subsystem, consisting of taanmels
(main and redundant channel) with the same functiorcase
of failure, only one of the two channels is reqdite transfer
the system into a safe state. A diagnostic unit pames
continuously the results of both channels. If thésean
inequality, this points to a faulty channel. Thagtiostic unit
signalizes this to the two channels and the fadtlehannel
transfers the complete system to a safe state.cbh@lete
system remains therein until the fault is corrected both
channels are functioning again.
independently of each other or by a fault with mo®wn cause,
the complete 1002D (sub-) system is not able ¢éni the safe
state. For such cases, external diagnostic measuies as
watchdog, temperature and voltage monitoring ared u
transfer the system into a safe state.

In Fig.1 below the block diagram of general 1o02D-

architecture on ASIC is given.

B. Advantages of the inetgrated 1002D-Architecture

Besides the loo2-architecture other architectusash as
1003-, 2003- or 2004-architectures are used. Cdampdhe
parameters for calculating the average proballitfailure on
demand (PFD) or per hour (PFH) the 1oo2-architectuise
very good values under consideration of minimaurethncy.
The loo2-architecture has without any doubt thbgiblity
for systems that can be transformed to a safe atateeded.
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size of the off-chip communication are reduced.sThi
leads to a clear reduction of the power consumptfon
the complete system. Otherwise, the system
performance of the system can be increased by using
modern semiconductor process technologies which
allow higher system clock rates.

Reliability and safety: By the integration of 1002D
architecture on ASIC the reliability and safetytbé

If both channelsl fa complete system increase. This is due to the Fendt t

the count of component and all contiguous factors
(such packages, routing lines, solder joints, etc.)
decrease. The latter results to a lower failure ot
failure @) for the complete system, and thus to better
values of the reliability and safety parameters MTT
and PFD.

The integration of diagnostic units on hardware swftiware
level is a further important feature of the loo2Dkitecture.
All important components of the system are mondols
diagnostic units and forwarded to the watchdog, ctvhis
responsible for transferring the system to the stefte. On one
hand diagnosis units are implemented on hardwased Rich
as system comparator for monitoring the severatéstaf the
redundant channels, as well as diagnosis and teskshfor
dedicated safety functions such as voltage, teryrerand
clock monitoring units. On the other hand, the ienpéntation
of diagnostic units on software level is performed. this
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context, an essential component of this diagnosisthie
implementation of safe operating system. The latigludes in
addition to his usual tasks as operating systenycke-based
monitoring of the system on software level. Thisludes the
integration of different test routines that arepmssible for all
safety functions. Software test routines like Clebkd,
memory-tests, synchronization-tests are performéuislevel.

Summarized, the integrated safety 1002D-architeattfers
an increased degree of system safety and systébiligl on
smallest area and allows the realization of SIL8teys in
different areas of embedded systems.

IV. SOFTWAREMETHODOLOGIES

In regard to the requirements of hardware and soéwthe
ASIC development cycle is double edged: On the uared,
ASICs are hardware devices. On the other hand
development of ASICs is mainly done by software icgd
Concretely, the ASIC description is usually writtém so-
called hardware description languages (HDL). Such
description is similar in many respects to clags@mgramming
languages. Usual representatives are currently VHiD
Verilog. System-C is a target language to genecatie for
both hardware and software systems. In this wodte3y-C is
not considered, but pure hardware description laggs. In
this section, the methodologies according to thaddrd IEC

61508 Ed. 2 are presented, which arise on coding a

verification level for design safe ASICs.
A. Safety-related Design Cycle

E/E/PES Safety
Requirements
Specification

ASIC Safety
> Requirements
Specification

v

K| ASIC
Architecture

v
E/E/PES _
Architecture

v

ASIC Design

ASIC » Validiated
Validation Testing ASIC
v

ASIC
System Testing

v

Integration

Testing

v

Module

Design Module Testing

v

Synthesis,
Placement and
Routing

Post-Layout-
Simulation

Coding

the

Figure 3. V Model for ASIC-development conformitogthe
safety standard IEC 61508
The three routes to avoid systematic errors meation

above can be interpreted as described below.

For proven-in-use elements the residual number
systematic error is assumed to be small enoughlveRfim-use
elements are defined as those elements which vese long
enough used in similar projects. This primarily me#hat the
field experience with the used elements shoulddmgorming
o the targeted SIL. Elements which are even ajreadtified
or the intended SIL can surely meet the requirgmdar
systematic safety integrity following the route Z%oute 1S
refers to hardware; in our case to the hardwarg iteelf and

To develop safety-related systems on ASIC leveg thits substrate, layout and manufacturing process,also the

standard IEC 61508 Ed. 2 recommends an approach luas
the V-model shown in Fig. 3. This is due to the that ASIC
system development is not only a hardware developnieit
also a software development. In this context, negménts of
both Part 2 and Part 3 of the IEC 61508 are corsitfor the
used HDL code. This is especially in view of avogli
systematic faults important and useful. For thigendix C in
Part 3 offers guidance for quantifying the systeenatfety
integrity. More general requirements for safetyated ASIC-
design include:

e Clear, unambiguous, testable requirements;

» Traceable safety requirements specifications;

» Detailed specific  hardware and

software

HDL code. Although the latter
characteristics, it also applies for HDL code thquirements
of Part 2 of the standard IEC 61508. Route 3Sdsrred for

the software running on the developed ASIC, e. @fe s
operating system, driver software and application.

of

also has software

In any case, measures and methodologies for awpidin

systematic faults, and thus for increasing systemsdfety
integrity are treated in Appendix F of Part 2 of tftandard.
The main part is represented in tabular form, wiheseme
measures and methodologies for

respective SIL are

recommended or not recommended. Considering an ASIC

design as software, Part 3 of the standard intresldifferent
requirements for software.

specifications, among others, Interfaces, Perfoo®an B, Coding Methodologies

and response times;
* Requirements on systematic safety integrity:

- Avoiding systematic faults according to IEC

61508 Part 2 and Part 3 (Routg, 1
- Using of proven-in-use elements (Rout 2

- Only software: requirements of IEC 61508

Part 3 (Route g;
 Requirements on hardware safety
determine Routeylor Route 2;
» Systematic safety integrity: systematic abilitytbé
elements of the safety functions, architectureteela
restriction of max. SIL.

integrity:
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Considering an ASIC design as software, Part 3hef t

standard introduces different requirements forveafe that

are applied in HDL code. The most important in view are
listed below:

*  Modularity

» Other methods to reduce code complexity;

* Programming conforming to following aspects:

- functionality,

- exchange of information between elements,
- timing behavior,

- timing constraints,
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- concurrency,

- data structures,

- design-related
dependencies,

- exception Handling (on HDL-level: Wiring
of interrupt control lines),

- pre-conditions, invariants, results / post-
conditions,

- comments;

» Ability to represent the design at multiple levels
(structurally, functionally) - this is generallytsdied
with HDL,

+ Intelligibility.

e Testability (on verification and validation level).

assumptions and

In this context, the standard also requires therdenation
of suitable coding rules and naming conventiong.tBese are
not specified, it is left to developers to defime advance
useful guidelines.

Finally, for verification issues HDL tests are edp#y
targeted. To illuminate this topic is beyond theps of this
document. For more information this and about neguents
on HDL code in general, see our related work in [7]

V. HARDWARE METHODOLOGIES

After the software methodologies have been intredua
the last section, this section deals with the taahn
implementation of the safety-related systems onCAlBlel. In
this context, the term “on-chip Redundancy” is adiiced in
detail. Furthermore, the requirements and impleatimt
methodologies of OCR on ASIC are presented. Furthes,
the handling with common cause failures is arguadfli.
Finally an example for an ASIC-based 1oo02D-architecis
represented in the last section.

A. On-chip Redundancy

On-chip redundancy

Sensor%g[ jiﬁActuators

System01

System02

ASIC

Figure 4. On-chip Redundancy

course. For this reason, the maximum SIL is limie&IL 3.
Nevertheless, the requirements on OCR are thenfmifp

* Restriction to SIL 3,

* No systematic skills upgrading by combination,

e Consideration of random errors by temperature
increasing,

e Physical channel separation by formation of blocks
with "sufficient” distance to avoid short-circuit&r
instance by electron migration and crosstalk

» Short circuits and crosstalk between adjacent lofes
different blocks must not lead to failure of a $afe
function,

 Measures to avoid errors caused by faulty power
supply, e.g. noise, crosstalk, high currents catlised
short circuits, ...

e Connecting the substrate to ground, independent of
the design process, for example n-well or p-well
CMOS,

From practical view some of the requirements can be

On-chip redundancy (OCR) is defined as a multiplecovered by concrete simulation runs for the tangetcess

(redundant) component implementation on a singlé.ch
Hereby is generally not specified whether these pmmants
are active or passive redundant components. In &ign
example of a double on-chip redundancy is shown.

For the purposes of functional safety one usuallysaers
channels; over the entire loop from sensors toroblugic and
actuators. In this regard, OCR could be used irerotd
implement redundant control logic or even the whiaep
without using multiple chips. In case auf ASICs gimplest
example is a loo2-architecture described abovegfire a
single ASIC could be used to implement two processo
channels and its needed diagnosis components. téctinie-
related requirements for ASICs in general with OGR
described in Appendix E in Part 2 of the stand&@ 51508.
At a glance, it is noted that the requirements yapplpurely
digital ASICs with common substrate. Furthermolere are
currently no requirements for ASICs with a mixedida of
digital and analog parts, so-called mixed-mode ASkE even
purely analog ASICs. It is also noted that the dbad in terms
of OCR and in favor of safety is driving a more senvative
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technology design, such as temperature propagatibn
maximum clock frequency. Other requirements, such a
avoiding cross talk, can be covered by applying coste
formal assessments for the routing. For other remqents,
such as noise and the migration of soft errorsficserit
probability models or statistical experience resutn be
applied. For the minimum distance required betweleysical
blocks experience values depending on the targetedess
technology can be took into account. In any cafiethase
measures and methodologies have to be evaluatefixaddn
agreements with the suitable certification autlyoré.g. TUV.

Finally, it is important to mention that fulfillingoncrete
measures to cover the above requirements deperaislyhe
form the target application and the target prot¢esknology.

In a failure mode and effects analysis (FMEA) and
arrangement with the certification authority theaspects
should be sufficiently considered.
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Figure 5. Safety-related ASIC Implementation

B. Commom-Cause Faults

In addition to the previously considered singlerpoi
failures, it is important to consider faults whishve common
cause, so-called common-cause faults. This is ithestrin
detail in the standard and be touched upon onkfliarhere.
For ASICs with OCR a base-beta fadbgr of 33% is assumed.
By applying additional measures according to tldetgiven
in the standard IEC 61508 this factor may increasgecrease.
Thus the resulting beta coefficient ifagc = Pc + =
modification. This shall not be higher than 25%. rdo
information on this can be found in the standaml.this
context, the following aspects are to be considered

* Recognizing an uncontrollable faults - by diagnosti

units, online tests, proof tests - needs to reach o

holding the safe condition,
e For each channel and each singular

at least 60% should be achieved,

» Only diversely implemented (also differently

designed) channels may monitor each other and thus

improve as a watchdog the SFF and DC

« Homogeneous channels may only act as watchdogs
for other channels if high SFF and DC has beery

already sufficiently reached,

e Tests regarding electromagnetic compatibility (EMC)[S]
with additional safety margin should neither impair[6]

the IC functionality neither destroy it

» Unsymmetrical wiring should be avoided as much as

possible.
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executed
monitoring component a diagnostic coverage (DC) of

C. ASC Implementation

This section describes the implementation of thasures
presented in the previous sections illustrated bycazse
example. In the context of a recent research wale
implementation of a redundant 1oo2-architecturda wit-chip
diagnostic has been presented for FPGA implementd6].
In Fig. 5 the block diagram of this architecturesioown. In
this diagram the implemented measures accordisgdtion V
A and B are mentioned. The physical separation #oed
establishment of guard zone are realized by usfBfCAdesign

tools. The width of the guard zone is weighted ooming
to the guidelines of the standard IEC 61508 anctdémn the
used semiconductor process technology. Each chaisnel
placed in a separated power domain and has its pomrer
supply pins. The routing between the channelsfecefd by
the use of special pre-routing blocks affected by tised
design tools.

VI.

Safety-related ASIC-design conforming to the safety
standard IEC 61508 was introduced in this papest Rhe
target loo2D-architecture was presented. Afterwarttie
advantages of the integration of this architectare ASIC
platform were motivated. Furthermore, software hatiware
based methodologies for safety-related ASIC-desiggre
presented. The key methodologies are on-chip rexhaydand
safety-related ASIC implementation. Particular rata was
paid to the separation channel by power domains guzad
zone. Finally, the determination of the beta fadtoron-chip
redundant design channels was briefly introducegthmiques
and measures to improve it were also presentediisndssed
in terms of the standard. In a future work the aisASIC-
implementation will be published.

CONCLUSION
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