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Abstract—Integrally safe, or integral safety, is a challenge
because safety is in different hierarchical layers across the
entire life cycle for products and systems. Safety is beyond a
specific layer, and challenges for safe integration are present
through the complete chain of hierarchy. The system hierarchy
helps to understand the system as a part of an integral whole,
composed of components which interact with its environment.
This paper provides an overview of integral safety, aiming to
present an organisational view of the system’s structure under
consideration both internally and externally through the concept
of safety layers. The paper builds upon the currently established
hierarchical concepts and explains how the concept is applied
in the tiny house project, where technology was successfully
integrated with residential areas.

Keywords - Safety layer; product safety; system integra-
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I. INTRODUCTION

A hierarchy is an arrangement of items (objects, names,
values, categories, etc.) in which the items are categorised
as being ‘above’, ‘below’, or ‘at the same level’ as one
another. According to the Oxford English dictionary, levels in
a hierarchy may also represent authority, control or ownership
of lower levels (command structure). It is important to note
that the depth of the hierarchy is adjusted to fit the complexity
of the system. Moreover, for the sake of efficiency, a system
may focus on specific levels. Logical hierarchy, also known
as a conceptual order, has uses in various disciplines, such
as risk assessment or system governance as presented by
[1]. Leveson had proposed the hierarchy model called the
Systems-Theoretic Accident Model and Processes (STAMP)
as an alternative safety incident investigation and to improve
the performance analysis of a system [2].

The logic of hierarchy is closely related to the sequence
of integration. In engineering practices, creation comes before
integration. That is a logical approach where the functionalities
are first identified, the systems and subsystems are designed,
and then the components or subsystems are built and inte-
grated. Systems engineering discipline pays extra attention to
the importance of integration. It defines the purpose of the
integration process as ‘to synthesise a set of system elements
into a realised system (product or service) that satisfies system

requirements, architecture, and design’, see [3]. This discipline
mainly focuses on subsystems and integration. The concept of
integration has been extended from just a technical integration
in various literature, for example, [1] [4]. This study aims to
propose a framework for integrating the technical and non-
technical elements.

The rest of the paper is structured as follows. In section 2,
we introduce the seven layers for safe integration introduced
in [4], [5]. Then, in Section 3, we present its application
to the LIFE project. And finally, in Section 4, we offer our
conclusions.

II. LAYERS OF SAFE INTEGRATION

Through the concept of hierarchy, safe integration starts
with the integration of components, where a combination of
two or more parts or elements makes a subsystem. Then,
integrating all the subsystems together with the human inter-
actions results in the technical system. Integration of humans
with the technical system is known as system integration.
The integration of various systems is also known as systems
integration or System of systems (SoS). SoS need to offer
social services to function, and that leads to sociotechnical
integration. National governments’ control and monitoring of
sociotechnical systems reflect the conformity with societal
values regarding national norms, standards, and policies. And
they also need to comply with regional, continental, or inter-
national regulations. Each integration layer applicable for safe
products or systems is elaborated on below.

1) Safe integration of subsystems refers to a combination
of two or more components or elements that make a
subsystem. Subsystems or components are parts of a
system and often do not function independently. There-
fore, component integration or subsystem integration is
often the earliest action in physical integration. The
integration of components often occurs in the production
or assembly stage.

2) Safe integration of technical system refers to the integra-
tion of components, elements or subsystems, or human
interactions to realise a system that accomplishes the
system objectives. In the system engineering community,
a system is defined as ‘an integrated set of elements,
subsystems, or assemblies that cooperate to accomplish
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a defined objective’. These elements include technolog-
ical products (hardware, software, firmware), processes,
people, information, techniques, facilities, services, and
other support elements, according to [6]. The Systems
Engineering (SE) handbook defines integration as a
technical process making integration of the elements of
a system possible. In this context, successful system
integration is a system that works and delivers the
required functionalities without failures. The failures
that happen in this process are seen as defects of a
component or interface. At this level, the main focus
is on components, subsystems, or interfaces. The SE
Handbook does recognise that the integration of humans
and systems is not a technical process and therefore rec-
ommends focusing on human systems integration (HSI)
across the design or engineering of systems instead.

3) Safe integration of humans with technical system (HTSI)
refers to the integration of the humans and technical sys-
tems. HTSI focuses on the human, an integral element of
every system, over the system life cycle. It is an essential
part of engineering systems, as it promotes a ‘total sys-
tem’ approach that includes humans, technology (e.g.,
hardware and software), the operational context, and the
necessary interfaces between and among the elements to
make them all work in harmony, see [7].
HTSI ensures consideration of the human in the system
capability definition and system development. Here, the
human is considered an element of the system; its
integration with the system must be fully accomplished.
It includes domains, such as human factors engineering
(human performance, human interface, user-centred de-
sign), workload (regular and emergency), training (skill,
education, attitude), personnel (knowledge, attitudes,
career progression), working conditions and health (er-
gonomics, occupational standards, and hazard and acci-
dent avoidance), e.g. [6].

4) Safe integration of System of Systems refers to the
integration of two or more systems. According to [8],
a system of systems is a set of systems and system
elements that interact to provide a unique capability that
none of the individual systems ever could accomplish
on their own. A system of systems is, in itself, wholly
integrated. Also, it has elements that are managerially
or operationally independent. Mo Jamshidi considers
integration as the critical viability of any system made of
systems [9]. To achieve optimal results, having shared
objectives among organisations, co-creation of desired
capabilities and co-integration of interoperable services
are crucial to success, according to [10].

5) Safe integration with sociotechnical systems focuses on
the integration of the system of systems or related ser-
vices with society. In other words, a system of systems
needs to be up-to-date with social demands in order
to function optimally. A system of systems requires to
conform to regulations, norms, values, and culture [11].
For example, the language of communication has an

impact on the sustainable performance of the system of
systems [12].

6) Safe integration with political system refers to the con-
trol or monitoring of sociotechnical systems by national
governments and makes societal policies. Governments
have the task of controlling sociotechnical systems while
maintaining societal values and policies. Organisational
chains of responsibility, authority, and communication
ought to measure and control mechanisms to effectively
drive the organisation and enable people to perform their
roles and responsibilities, see [13].

7) Safe integration with global system refers to shared
concerns of human societies which may, for example,
be represented by international regulations. Globally
essential considerations, such as the use of green energy,
reducing the usage of fossil fuels, and minimising CO2
emissions.

An illustration of the layers is provided via the application of
the concept, which is described in Section 3.

III. EXAMPLE APPLICATION

A. Introduction to LIFE

The University of Twente, in 2019, initiated the ’Living
project for Future Innovative Environments’ project or more
conveniently referred to with its acronym ’LIFE’. The project
aimed to research the interplay between the technology, hu-
mans and the infrastructure system in supporting society’s
transition towards a future of low carbon footprint, climate-
friendly living, and a circular economy [14]. Ten small-
and-medium enterprises around the Twente region, known as
the LIFE Project Partners, contribute to the project over the
entire lifecycle, starting from conceptual design to equipment
installation, support, maintenance and eventual disposal.

The aspiration is that the residential buildings become
autarkic, meaning that they are self-sufficient in water and
energy. Solar panels will be used to generate electricity and
capture heat. A hydrogen system and batteries will act as
electrical energy storage, charged and discharged cyclically.
Heat is stored in an underground buffer and distributed via
a heat pump throughout the house. Rainwater is harvested
and treated before use. Used water is also treated and re-used
wherever possible. The conceptual idea of LIFE can be seen
in Figure 1.

The project will span over ten years, with six ’tiny house’
units built initially as a pilot and function as ’living labs’.
Energy generation and consumption data will be collected to
enable researchers to evaluate the residents’ interaction with
installed technology.

B. Integration levels in the project

The hierarchy of integration for the LIFE project can be de-
picted in Figure 2. Various elements of the project residing at
each hierarchy level are represented by dots. Lines connecting
the dots suggest a direct influence, or interaction, between the
elements. The elements within each hierarchy were identified
simply from a brainstorming exercise.
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Figure 1. Conceptual depiction of the LIFE Project. Graphics from the LIFE project documents [14]

The inner-most box contains the various subsystems. Col-
lectively, these subsystems are integrated to form the technical
system, i.e., the ’tiny house’. The figure does not make a rigid
distinction between components, subsystems, and systems. For
example, the thermal energy subsystem consists of several
components, of which a few are depicted in the figure. The
electrical energy storage subsystems comprise several battery
types and a hydrogen system. The hydrogen system can be
broken down further into equipment and components used in
hydrogen production and storage and the fuel cells.

The ’tiny house’ technical system naturally has interfaces
with human elements at the various asset lifecycle phases.
For example, during the ’design’ and ’construction’ phases,
the ’tiny house’ has the most interaction with the building
designer, builders and subsystem providers. In contrast, the
homeowner, inhabitants and the facility manager come to the
fore during the ’use’ and ’disposal’ phases.

Human systems integration is critical to ensure that the LIFE
system’s envisioned benefits can be realised. For example,
human-related activities, such as misoperations and mistakes
during maintenance, account for most hydrogen subsystems
accidents [15]. Therefore, proper communication and system-
atic sharing of information among the relevant stakeholders are
essential to reduce the human-factor failures during all phases
of an asset lifecycle.

The ’tiny houses’ exist within a more extensive system
of systems, interacting with elements, such as the electrical,
water and sewage network. Should a complete autarky design
be impossible, the ’tiny houses’ are connected to the local

water, electricity, and sewage grid. Even if total autarky can
be achieved, the ’tiny houses’ must be connected to the
University of Twente’s emergency response system since it is
considered a working laboratory. The laboratory administrators
must comply with existing procedures for managing hazardous
activities and the organisational structure of the emergency
response.

The sociotechnical system integrates the social aspects with
the system of systems. For instance, society’s acceptance
of ’tiny houses’ is underpinned by the ability to satisfy
environmental concerns and affordability while also providing
a quality of living. Assurance is also needed that the novel
technologies deployed, such as the electrical energy storage
subsystems, do not endanger public safety. There is also the
expectation that research organisations contribute to society’s
advancement by providing empirical data and being a catalyst
for innovation. The LIFE project’s ’living lab’ concept enables
researchers to collect information about society’s energy con-
sumption behaviour - from a small control group with above-
average skills and capability in using novel technologies -
when living in a building equipped with relatively state-of-
the-art energy systems.

The political system balances the need to protect consumers,
avoid the potential unintended consequences of technological
disruption, and foster innovation. Government bodies create,
maintain and enforce regulations in line with national policies
and laws. Commercial bodies also are interested in trends that
can impact their business model.

Following the example of energy storage subsystems,
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Figure 2. Hierarchy of integration of the LIFE project.
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energy-related national policies and regulations should be
aligned to remove implementation barriers. For example, hy-
drogen is considered an industrial gas subject to strict legal
and safety requirements in the Dutch context. Therefore, the
installation of hydrogen systems in residential zones would
still require compliance with national legislation similar to
that of industrial sectors, such as the ’Major accidents decree
(BRZO), the ’Public Safety Decree’ (BEVI), the ’Spatial
Planning Act’ (WRO) and the ’General Provisions Environ-
mental Legislation Act’ (WABO) [16]. On the other hand,
regulations around using batteries in residential buildings are
less restrictive, leading to situations where more guidance
would help manage the associated safety hazards.

Commercial interests would also need to be considered.
Insurance companies providing cover for buildings equipped
with novel energy generation and storage technologies would
naturally strive to balance profitability with risks by seeking
more assurance of such equipment’s safety levels. In addition,
stakeholders involved in power generation, transmission and
distribution would be interested in emerging trends that impact
revenue and expenditures.

At the all-encompassing hierarchical level, global or re-
gional systems represent the various concerns of the worldwide
society. Internationally-adopted agreements, such as the Paris
Agreement 2016, provide the impetus for changes in national
policies around funding and technology deployment to reduce
greenhouse gas emissions. Such a mandate makes a clear case
for the need for energy storage technology. EU directives
necessitate some changes in its member states national laws,
while harmonised standards become references for national
standards and regulations. According to van der Meer et al.,
the five EU directive that affects the deployment of hydro-
gen technology are the Major Accident Hazards Directive
2012/18/EU (”Seveso III”), ATEX Directive 2014/34/EU (the
recast of ”ATEX 95”), Industrial Emissions Directive (IED)
2010/75/EU, Strategic Environmental Assessment (SEA) Di-
rective 2001/42/EC and the Environmental Impact Assessment
(EIA) Directive 2011/92/EU [16]. In addition, Laumann et al.
mentioned that hydrogen systems would need to obtain the
’CE’ mark by complying with these directives: Machinery
Directive 2006/42/EC, Low Voltage Directive 2014/35/EU,
Electromagnetic Compatibility Directive 2004/108/EC, Pres-
sure Equipment Directive (PED) 2014/68/EC and ATEX di-
rectives [17].

The technical standards can address safety, quality and
cost concerns for designers, producers, installers, and end-
users and reduce market barriers for products. For instance,
the recently published NEN 4288 by the Royal Netherlands
Standardization Institute is expected to provide clarity and
guidelines around the safe use and operation of batteries
storage technologies in homes by business providers. This
standard, in turn, should help assure end-users of the safety
of battery systems [18].

C. Discussion

The safety layers can describe how technologies are interre-
lated with individuals, organisations, other supporting systems,
the society, and (inter)national authorities in a broad eco-
system. In general, all the layers for safe integration are mu-
tually supportive of one another. For example, the acceptance
of buildings conceptually similar to the LIFE project could be
high if there is public trust in its safety and the perception
that such a design can effectively reduce the carbon footprint
of society’s lifestyle.

It should be noted that the elements within each layer could
be competing with one another (e.g., commercial versus soci-
ety concerns) or setting constraints for others (e.g., regulations
vs innovation). These interactions need to be evaluated during
a product’s conception.

By applying the safety layers to the LIFE project, we
learned that a system integrator could use the hierarchy of
integration to identify a stakeholder map to aid the communi-
cation and information flow between the various stakeholders
and system elements. Safety hazards can be systematically
identified through these interactions, and the risks assessed
accordingly. The priorities and concerns of each stakeholder
might differ and need to be considered. For example, the sub-
system provider’s most significant concern would be whether
the supplied subsystems are inherently safe, while the first
responders’ foremost concern is personnel safety.

With this, we summarise our observations through the
following propositions:

• From the methodological point of view, we find it neces-
sary to distinguish between the ‘technical system’ and the
‘humans’ who interact with the system aiming for safe
integration. Therefore, although it may sound trivial, we
find it helpful to use ‘human and technical system integra-
tion’ instead of ‘human system integration’. That makes
the integration goals more transparent. In other words,
as smart appliances and novel technology become more
pervasive in our daily lives, we propose that the ‘human
and technical system integration (HTSI)’ provides more
transparency for achieving safe integration as practised in
system safety discipline.

• We observed that integration at the technical system level
is different from integrating humans with a technical
system. Therefore, we propose that humans are not best
described as a subsystem or an element of the system
(as conventionally practised by systems engineering dis-
cipline) but are considered a separate category.
We suggest that the conventional view may imply that
technical tools are meant to provide a higher level of
control when in principle, it should be humans that should
dictate the manner of their interaction with technology.
The latter perspective requires a different starting point of
a technology’s design philosophy, utilising a more diverse
set of knowledge, tools, and methods.
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IV. CONCLUSIONS

The seven layers for safe integration, described in this
paper, create the ‘big-picture’ of the residential system devel-
opment. The starting integration levels (e.g., technical system
or system integration) align with the systems engineering
standard practice. Yet, the proposed approach encourages the
designer to look beyond the direct system stakeholders or
system environment. The integration considerations beyond
the technical system are rather critical for introducing new
technologies.

We also observed that a clear distinction between the
technical system and the humans in the system provides further
transparency into what the LIFE project is meant to deliver.

The LIFE project was still in development at the time of this
study, and the operational aspects of the project need further
elaborations.
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