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Abstract— Information security management has become one information and how it will be transmitted or maintained

of the most important areas for organizations in reent times.
This is due to the increased need to protect datahich is, in

turn, one of the most important assets for any orgaization

nowadays. Managing security risks is an ardous taskvhich

requires investments in support and technology margement
in order to succeed. Thus, there is great demand ffa tool

which is able to demonstrate the maturity level ofan

information security system, with the main objectie of
identifying key strengths and weaknesses in IT prasses
utilized by an organization. The GAIA-MILS model presented
in this article has, as its main goal, to analyzéne maturity level

of an organization’s information security system ad supply

them with key data on how they can improve. This ppposed
model presents descriptions of each different levéh the areas
of hardware, software, people and facilities. Its min objective

is to diagnose and aid in the improvement of any &htified

weaknesses in the management of each specific area.
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l. INTRODUCTION

In the business world, asset information is seeonasof
the most important within organizations. There #ree
distinct types which are considered most valuaptople,
facilities and information [1]. Thus, security

investment management [2].

The risks posed by information systems are not onl

complex but also difficult to quantify, since thandage can
directly impact on the goal of the organization [5]

Organizations and service providers must develo

protection tools in order to avoid misappropriatishuser
data. Thus, security threats such as viruses, watersal of
service, submission of data by third parties, amotigers,
cause concern for both users and service provjd@grs

The Governance of Information Technology, aligne

with good information security, is vital to the argzation
and service providers, since its credibility aniiat@lity are

tested every day. In addition, assessment metheds c
provide prescriptive data on how to improve the compan);

management, as well as define who is responsilslehf®
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risk
management is usually based on technology suppuatt a

[15].

In conjunction with IT (Information Technology)
governance, information security means keepingetimain
pillars: confidentiality, as information must becassible
only to authorized persons; integrity, to ensuratth
information is entirely transmitted; and usabilityp
guarantee authorized personnel access to the iafimm
and related resources when needed [4].

Organizations should assess their level of safetturity
through a formal model and utilize it as a paraméte
measure the security risk. The model GAIA Matutigvel
Information Security (GAIA-MLIS) aims to assess the
maturity level of information security used in thealuated
network. For the purpose of implementing improvetaén
these processes, GAIA-MLIS enables companies tatifgle
weaknesses in security processes, like hardwafeyese,
human resources, facilities and information.

This article is organized as follows: Secion |l Ide&ith
IT Governance and Information Security; Section Il
presents GAIA-MLIS Maturity Model Information Sedtyr
Section IV shows tests and results; and finallycti®a V
concludes the article.

II. IT GOVERNANCEAND SECURITYOF
INFORMATION

Technological infrastructure is critical to daily
operations within an organization and should be aged
ith defined processes. Accordingly, IT governasbeuld
ocus on risk and resource management and strategic
alignment to ensure that the technology and théveact
information adopt corporate objectives, maximizbenefits
nd opportunities as a means of acquiring competiti
advantage [1].

IT governance has emerged as an auxiliary tool for
managers, both in IT and other sectors of an orgdioh, to

Opelp them comprehend the importance of all sestorking

In alignment and, therefore more efficiently, inder to
achieve their common goal [6]. IT is a strategictsefor an
organization and it aids in revenue generationtrdmiting
o the development of new technologies and technica
support for other sectors. The Chief Informationficaf
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(CIO) must establish an effective governance, tprove established during the process of governance. TOBIT
the performance and success of the organizatigpasting  maturity model is used as basis for the GAIA-MLIS
business strategies and plan of action [5]. maturity model.

Effective governance requires that the managers set Information, systems, processes that support the
standards and regulations for information assetsrganization, and even computer networks, are itapor
Information security is not only restricted to nmmizing  assets to the organization's business. With the toeensure
risks and failures, but it also affects the repatatof the greater competitiveness and visibility, the segurit
organization, depending on how it acts on disagteovery. information assets should be reviewed each timegend
The recovery organization defines the values ammkessc verified whether the initial planning is under exton or,
permission information, thus everyone involved,teogers, the initial idea does or does not comply with teality of
employees, among others, come to rely on the dliggibf  the organization [7].

the organization [7]. Almost all organizations hatheir It is a fact that organizations often undergo vasitypes
automated processes in their information systemsrder of threats to their systems and computer networtgch
to ensure the efficient delivery of their servi§Es]. may include, espionage, malicious persons withie th

It is know that security is a method to protect theenterprise and electronic fraud [11]. It is wellokm that
information against various types of threats emguri organizations should understand the need for imgmants
continuity of business, higher return on investmend in regards to risks they face and what targets@ads are
minimized risk. It is also the practice of ensuritige in place [10].
information can only be read, heard, altered ongmaitted Information security is important for any organioat
by people or organizations that have the rightdesd. The whether a public agency with a model of electronic
main goals are confidentiality, integrity and amhility.  government (e-gov), or for a private enterprisd.[11
Confidentiality is the protection against theft agpionage. Many systems are not designed for security. Some
Integrity is the protection against non-authorizgghnges. organizations do not have appropriate processes and
Availability is the automated and secure accessth®® procedures. It is essential that the requirements o
information users [12] [18]. information security are identified, analyzed andnitored,

Information security is achieved by means of arso that through continuous improvement, targetstirej to
appropriate set of controls, which might includeliges, information and its security are being met.
procedures, software, hardware, among others. dkd It is important to evaluate and establish a stathdaran
controls need to be established, implemented, mi@df enterprise maturity level, so that both can be used
reviewed and improved in order to achieve the comiiga research through questionnaire or the constructidn
business targets. Likewise, security metrics hawaaed baselines about characteristics related to the ake
the attention of the community for many years. Hesvge technology. The use of baseline, or digital sigretithas

the field is still lacking a formal model [16]. been used, for example, for establishment of standad

It is necessary that these controls are carriedimut profile to network usage, as may be viewed in ggig [22].
conjunction with security metrics to measure anthgare The standards 1SO / IEC 27001:2005 and 27002:2005
the value of the security provided by differentteyss and aim to help IT managers and others, to establisht e
settings [8]. security requirements are for the information whittould

The organization should always conduct audits abe adopted. The standards serve as a guidelinevielap
intervals of predetermined time in order to asdéenehether practices and procedures for information security assist
the control objectives, processes and procedueesiaeting in confidence building activities focusing on inter
the security requirements of information identifiedd if all  organizational guidelines [19] [20].
objectives are maintained and implemented by eksgut
them as expected. Control Objectives for Informatamd . MODEL OFGAIA-MLIS
Related Technology (COBIT) aims to help businesseate Information is considered by many organizationghes
an ideal value, referring to the IT sector, balagcand asset which causes the most concern [13]. Definecepses
maintaining the resources from this area. Thus, IIOB help managers and employees to identify the reopgnts
version 5 allows organizations to manage theirugses in  for decision making in order to protect all assedated to
a holistic way, with the goal of an end-to-end Ifda information [14].
functional areas considering both internal and rese The GAIA-MLIS maturity model aims to evaluate the
interest business [9]. level of maturity in information security and exares five

For the development of a model of maturity level inareas, which are: Hardware, Software, Staff, Rasliand
information security, COBIT serves as a helper.tddius, Information. All these areas are related to infdioma
the asset information gains importance in verifyittge  Through this model, organizations can verify theeleof
actual efficiency of the resources used for pradectnd maturity in information security, identify if theres any
obtaining a level of acceptance that is risky ot foo the deficiency and correct it in order to implement the
organization, since the information and its segumust be improvement.
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Figure 1 shows that the information has a cenirgliz and third parties do not suffer disciplinary pratiegs upon
role among all assets. Keeping information secsirenie of the discovery of an information security incideBhutdown
the most difficult challenges that organizationseéhaGiven  policy of employees, partners and third partiescpes are
that, many resources and processes should be reddsyr not applied upon termination and the return of
GAIA-MLIS model. organization’s information assets. There is no sgcwr
access control defined process. Physical faciliteee
unsecured. There is no protection of equipment ragai
external threats, whether human or environmentaérd is
no an efficient management for the network, avajdor
minimizing loss, damage or theft to information etss
Asset information is not encrypted. There is nokinac
policy with copies stored in monitored environmentish
access control in an environment protected agaixistrnal
threats. Inventories of assets are not identified there are
not established or documented. There are no dleasiis
of the importance and values of information.

Level 1, entry level insurance Some processes are
defined in information security. There are no defirsets
for information security. Staff and partners ar@aware or
are not trained with awareness programs on the rirzipoe
of information security. Employees, partners andrdth
parties do not face disciplinary proceedings upte t
A.  Maturity Level GAIA-MLIS discovery of a security incident information. Stauah of

Organizations are concerned with constant intrissionemployees, partners and third parties policies apelied
into computer systems. Processes in informationuritgc haphazardly when closing the active. There is roursy
should be stored in environments that require neffieient ~and access control process defined. Physical tiesiliare
security not only in computational media, but alscthe unsecured. There is some equipment protection sigain
physical environment with committed employees and &xternal threats, whether they are human or enwieotal.
series of rules and procedures laid down in ordegrotect There is a basic management for the network without
their information assets. defined processes to avoid or minimize loss, thettamage

Since this procedure is not always carried out iy t to information assets. Asset information is not rgpted.
companies, along with the lack of knowledge of theThere are backup policy, but there are no copiesedtin
importance of information, or non-commitment frofmet environments with access control, monitored andegoted
directors to the other employees, the creatiomaoitable to  from outside threats. Assets inventory are nottifled and
verify the security level of information is necessdor are no established or documented. There are no
organizations. Thus, the GAIA-MLIS, model aims toclassifications of the importance and values obrimfation
analyze the level of maturity in information setyrin a  assets.
particular company. Level 2, regular insurance Processes are defined in

Through GAIA-MLIS, companies can verify what their information security. There are few sets of defined
weaknesses are in relation to information secuanity what responsibilities for information security. Staffcapartners
targets they need to meet to achieve a certainl leise know, but they are not trained in awareness programithe
information  security. Through continuous planning,importance of information security. Employees, pars and
corporations can use the model in order to checktidr third parties do not suffer disciplinary proceedinghen
goals are being met. The proposed model has fueldeof some information security incidents are discovered.
maturity, which are goals and objectives describivigat  Shutdown of employees, partners and third part@ips
should be achieved by companies regarding therirdbon  are applied haphazardly when closing the activer@tare
security with a fully managed process. some control access security set. Physical faslitare

The maturity model GAIA-MLIS is based on unsecured. There is some equipment protection sigain
recommendations of COBIT 5 [9] and ISO / IEC 2700d]  external threats, whether they are human or enwigoal.
and 27002 [11] standards. The GAIA-MLIS maturitydls There is a basic management for the network without
are described below. defined processes to avoid or minimize loss, theftamage

Level 0, no insurance Processes are not defined into information assets. Asset information is notrgpied.
information security. There are no defined respbitiias  There are backup policy, but there are copies dtane
for information security policies. Employees andtpars environments without monitoring, access control and
are unaware or are not trained with awareness pmugjion ~ external threat. Inventories of assets are ideutifand
the importance of information security. Employegsitners  established, but are not documented. There are no

Figure 1. Relationship Areas.
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classifications of the importance and values obiimfation
assets.
Level 3, partially safe: Processes are defined in

Security Information, Systems and Technologies

organizations can plan and check the weaknesseecurity
processes.
The five ares (Hardware, software, facilitiegfisand

information security and there are sets of defineihformation) on GAIA-MLIS is addressed as in ISQUE

responsibilities for information security. Staffcapartners
are trained in awareness programs on the importafce
information security. Employees, partners and timedties
sufferers disciplinary proceedings when an inforarat
security incident is discovered. Shutdown of emp&s;
partners and third parties are partially documentétre is
security and access control procedures definedsidly
facilities are protected. There is some equipmeaotegtion
against external threats, whether they are human
environmental. There is an efficiently network mgead,
with some defined processes to avoid or minimiss,|theft
or damage to information assets. Asset informatisn
encrypted. There are backup policies and the coaies
stored in monitored environments with access coranaol
with protected against external threats to the renwhent.
Inventories of assets are identified and estahtishat they
are partially documented. There are classificatiohghe
importance and values of information assets ar¢igtigr
documented.

Level 4, fully insured: Processes are defined in
information security. Sets of responsibilities defi by
security policy information. Staff and partners arg@ned in

27002 standard. We may relate the areas of ISO2ZEID2
(security policy, organizing information securitygsset

management, human resources security, physical and
environmental security, communications and openatio
management, access control, information system
acquisitions, development and maintenance, infdonat
security incident management, business continuity
management and compliance) with five areas of GAIA-
OLIS.

The evaluation will provide all companies, whether
public or private, the ability to measure, managd waerify
the asset information and use metrics to targdtermitevels
by structuring its processes according to theirdeeand
realities. Thus, the results obtained by suppleatamt of
data areas provide greater control of the process un
information security, as well as manage the riskat t
organizations are subjected to every day.

IV. TESTSAND RESULTS

As means to verify and validate the maturity model
GAIA-MLIS, three organizational structures were lgnad.
The companies were not divided into sectors grégs@svice

awareness programs on the importance of informatioprovider, bussiness company, etc), because we wante

security. Employees, partners and third partiedeserfs
disciplinary proceedings when an information sdguri
incident is discovered. Shutdown policies of empks;
partners and third parties are totally documentsctess
control are defined. Physical facilities are prégdc The
facilities are protected against external threbtgh human
and environmental. There is an efficient
management, avoiding or minimizing loss, damagéheft
to information assets. Asset information is enaypftThere
are backup policies and the copies are stored initored
environments with access control and with proteetgainst
external threats to the environment. Inventorieasslets are
identified, established and registered. There
classifications established and the importancevahges of
information assets fully documented.

The maturity levels possess the following percesdgag

ar

have a general sampling.

A questionnaire with thirty questions was admirristein
order to identify strengths and weaknesses in tbegsses
of the five areas. The objective of the questiossta
perform a diagnostic analysis of each area (harelwar
software, people and facilities). The questions ewer

networkdeveloped based on the suggested groups of ISQTBG2.

There are five questions for the groups hardwarfyare,
people and facilities, and ten questions relatedthte
information area. The diagnose performed involies
application evaluation of security requirementsated to
policies and rules on the five suggested areasssisg) the
mvestment degree and the use of technologies doagtee
each one of these areas. The weights of the qusstiere
defined in an empirical way, and the informatioraahas a
higher number of questions than the other areastaldiee

Level O has a percentage from 0% to 35%; Leveloinfr fact that it is the analysis focus of the modele Thentioned
36% to 55%; Level 2 from 56% to 75%; Level 3 froBP@ areas have an assigned weight of: 30% for infomma®5%
to 85%; and Level 4 above 85%. The percentages wefer hardware, 25% for software, 15% for employerd 5%
assigned as described metrics of security levelse T for facilities. These weights are an adaptationmuat is
empirical study was carried out to create an ev@noa suggested in the groups of ISO/IEC 27002.

model for information security by analyzing the ase Figure 2 below is a comparison of results from the
(hardware, software, staff, facilities and inforioa}, and analysis of different companies.

these weights are an adaptation to what is sughéstthe

groups of ISO/IEC 27002. As observed, the levels ar

described as the overall organizational structumre a

organization might have, due to their maturity in

information security. It is noteworthy that, thrdug

measurements of the formal model to assess GAIASVILI
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Results
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Figure 2. Results.

According to figure 2, Company 1 and 2 are at Lelvel
maturity in information security. Meanwhile, Compyad is
at Level 2. Results show that the software arearhase
investment than others and facilities area has Idkest
investment. A monitored environment may be ablmdbit
harmful actions caused by employees or people vehnad
work in the organization. However, if the compames not

Security Information, Systems and Technologies

(hardware, software, staff, facilities and inforioaj,
aiming to formalize metrics and levels of securitycreates
value, in the sense that it allows for planned stwents and
formal documentation, defining standards and procesi
for IT processes.

V. CONCLUSION

We presented the GAIA-MLIS model that aim to analyz
maturity level for information security in entergei
observing five areas (hardware, software, staffijifies and
information) through a diagnostic evaluation. Wedishree
enterprise as object of analysis and we may seagttrs and
weaknesses in their areas of safety. With the tesuk may
evaluate what are the strengths and weaknessedenpese
in each area, and what needs investments to impttuare
information security level.

The model helps organizations focus their effatsdlve
specific problems in each one of the areas wheee th
diagnostic evaluation identified a problem. Thegtiomnaire
application allows the exact identification of theea that
needs investments in order to strengthen the s$gcanid,
thus, improve the maturity level of the organizatio

The flexibility of the analysis demonstrates thail&-

provide training in accordance with the rules andy|S system is able to state clearly the needs athe

punishments applied to employees, they face the aofs
information security threats caused by internaldiesc

evaluated area. With the obtained results, the Gli®suss
the investment needs for all evaluated areas. Tdrerethe

These results indicate that there are more weaksessCEO knows that the organization must change otenmaw

than strengths in processes of the assessed ns{eaking
companies with a level of information security lewgich

is fragile and more susceptible to certain infoiorat
security situations. Thus, companies should cheoll a
improve their processes, and directors may have AGAI
MLIS system as an analysis tool.

The system has proved to be efficient in indicatiiat
level of maturity in information security the conmpes fall
under. Figure 3 shows the trend lines for the thre
companies analyzed. These lines show their cusetils.
Thereby, the results obtained in the tests enabfsmet
strategies for improving processes and also inelicehat
their weaknesses are.

Tendency

=

ey
e

B a

0

nfor mation

s

Fac

Hardware Software ities

. Company 1 B Company 2 Company 3

Linear {Company 1) Linear {Company 2)

Figure 3: Tendency

Linear {Company 3}

The GAIA-MLIS model contributes to a Dbetter
management of information assets, analyzing fiveasr
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policies and targets in order to aim at a bettndsrd for the
level of information security, demonstrating to tpars and
customers their concern with the integrity of atimgpany
assets, mainly with information.

Companies should establish policies and goalsntofai
a higher level of security. GAIA-MLIS system proe&l
companies metrics to identify the strengths andkwesses
of the processes. Investment in equipment and aodtw
fechniques are important. However, if employees rave
committed and if there is no a physical infrastuuetable to
protect the information assets, the organizatiolh madt be
able to provide security for its network.

The proposed model achieved its objective of periag
a security diagnosis evaluation, more specifically
hardware, software, people, facilities and infoiioratlt also
helps the organizations on focus efforts to solpecHic
problems in each one of the areas in which thendistic
evaluation found a problem.

An advantage of the model is the simplicity and filwet
way with which it evaluates and diagnoses secumidygurity
levels on the proposed subareas.

The corrective actions are directed according ¢orésult
of the diagnostic evaluation, and they aim to defiolicies
of investment and adjustment on the analyzed ancasier
to improve the information security.

In future works, we intend to analyze other comeani
separated by sector (service provider, public agenetc),
aiming to adjust and improve the results according
characteristics common to organizations.
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