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Abstract— Botnets are a big hassle for the Internet. A recent
attack by the Mirai botnet showed how easy it is to exploit In-
ternet of Things devices and use them for malicious activities,
e.g., for sending spam or executing Distributed Denial of Ser-
vice attacks. Hence, increasing protection of Internet of Things
(IoT) devices as well as increasing protection against malicious
Internet of Things devices is an important challenge. Many of
the Internet of Things devices used in the Mirai botnet are
located in smart homes (e.g., surveillance cameras). This paper
presents a novel smart home security system that raises the bar
for an attacker by separating different classes of Internet of
Things devices in a smart home from each other, as well as
separating other devices within the smart home network (e.g.,
desktop computers) from Internet of Things devices. Amongst
other measures, the smart home security system enforces strict
security policies on outgoing communication of Internet of
Things devices. By doing so, the proposed smart home security
system is able to limit the effect hacked Internet of Things de-
vices in a smart home have on the Internet.
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1. INTRODUCTION

In October 2016, a gigantic botnet, the Mirai botnet, was
used for various attacks on the Internet. Amongst other
things, the Mirai botnet attacked parts of core Internet ser-
vices, resulting in outages or slow responses from popular
websites like Twitter, Spotify, and Reddit [1]. A notable
aspect of the Mirai network is that it maliciously uses a
large number of IoT devices in smart homes, e.g., DVRs
(Digital Video Recorders) and surveillance cameras. The
high number of malicious IoT devices allows the Mirai bot-
net to achieve an attack load of 1.2 Tbps (Terabit per se-
cond). Such intensive traffic renders even advanced protec-
tion useless mechanisms or makes using them very expen-
sive.

The IoT connects IoT devices with each other and with
gateways, infrastructure, and backend services. [oT devices
are things from the physical world that are equipped with
sensors and/or actuators. As a whole, the IoT extends the
cyberspace to the physical world by sensing and acting in
the physical world via IoT devices. IoT devices are known
for being vulnerable to attacks. A study conducted by HP in
2014 found serious security flaws in IoT devices, e.g., 70%
of IoT devices did not encrypt communication to the Inter-
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net and local network and 60% of IoT devices raised securi-
ty concerns with their user interface [2]. IoT devices may be
used in different domains and for different applications, e.g.,
in manufacturing, commercial building automation and the
like. This paper focuses on IoT devices used in smart homes
by private users. IoT devices for private smart homes often
have a low security level due to three reasons: Reason num-
ber one is a huge cost pressure on [oT device manufacturers
by the market. In such a situation, security, as a non-
functional requirement that results in no product feature,
may be the number one requirement to be dropped to save
money during development of IoT devices. The second rea-
son is the user. Users of [oT devices in private smart homes
are usually not well educated regarding IT security. Hence,
a thorough security analysis and a rigorous hardening of [oT
devices is not expected in this domain. Reason number three
is the limited user interface of a typical private smart home
IoT device. Security configuration by the user may not be
intended because of the lack of a suitable user interface or
management protocol. Taking into consideration the low
security level of IoT devices in private smart homes, the
powerful network connection of smart home, and the miss-
ing network based security controls, these [oT devices are
valuable attack targets for botnet owners.

The rest of this paper is structured as follows. Section II
presents the state of the art in smart home security as well as
related work on this topic. Section III presents the reference
architecture of the work presented in this paper. The section
also states important security requirements the smart home
security system presented in this paper must fulfill. Section
IV gives an overview on the proposed smart home security
system and presents selected aspects in more detail. Section
V reports on the ongoing implementation of the prototype.
Section VI concludes the paper.

II.  STATE OF THE ART IN SMART HOME SECURITY AND
RELATED WORK

In a typical private smart home network, mostly two dif-
ferent security methods are used: A firewall runs on the in-
ternet gateway (home router) to prevent attacks from the
internet and some endpoints are secured using security con-
trols like virus scanners and personal firewalls. However,
endpoint security controls are typically only used on desk-
top computers. Other devices like smart TVs, surveillance
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cameras, or DVRs usually do not have security controls in
place, albeit nowadays these devices are often based on tra-
ditional operating systems like Windows or Linux. A typical
private smart home network does not implement security
controls to monitor or restrict internal network traffic, or to
separate devices from each other. Hence, one vulnerable
device in a private smart home network may be enough for
an attacker to spread malware throughout the network or to
hack into other systems. In contrast, many companies are
using network-based security controls to separate network
traffic, e.g., based on the criticality of the traffic. However,
this approach needs an in-depth network engineering that is
likely not happening in home networks because the average
smart home network owner neither has the necessary expe-
rience with secure network nor the willingness to pay for
network engineering services. This paper presents a smart
home security system that implements advanced network
security controls and is suitable for private users. Users do
not need special security training to use the smart home se-
curity system.

Many existing solutions for smart homes are focused on
special aspects or special applications of smart home securi-
ty, e.g., they focus on smart homes as part of the smart grid
[7-10] These solutions are not suitable to protect the Internet
from IoT devices in smart homes. Other publications like
[13] focus on special network protocols used in current
building automation systems, e.g., ZigBee. This paper as-
sumes that IoT devices do not use special communication
protocols, but rather are integrated using WiFi. The Univer-
sal Home Gateway presented in [11] is a similar approach to
smart home security as presented in this paper. However,
the approach of [11] is based more on services to be imple-
mented on the home router than on having a smart network
filtering available. The smart home security system present-
ed in this paper is compatible with legacy IoT devices, al-
lowing them to also participate in the network. Also, devices
being aware of the proposed smart home security system do
not need to provide code for services running on a home
router as in [11]. They only need to provide a special kind of
attribute certificate. Hence, the approach presented in this
paper is more flexible.

III.  SMART HOME REFERENCE ARCHITECTURE AND
SMART HOME SECURITY REQUIREMENTS

Figure 1 shows the smart home reference architecture
used for the work presented in this paper. It is based on our
previous work [3]. The smart home consists of several net-
works, e.g., a home automation network (e.g., based on Z-
Wave, ZigBee, KNX, or any other proprietary home auto-
mation protocol), and a home network (based on WiFi or
Ethernet). Gateways (GW) may interconnect these net-
works. The smart home security system presented in this
paper is implemented in the home network (based on WiFi
or Ethernet) as many recent IoT devices for smart homes
support WiFi (at least via a gateway). A home router typical-
ly controls the home network. The home router also con-
nects the home network to the Internet. The range of the
home router may be extended by so called range extenders
(not shown in Figure 1). The reference shows different clas-
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ses of devices typically used in private smart homes (e.g.,
smartphones, tablets, home entertainment equipment,
household appliances, etc.). These classes are essential for
the design of the presented system and are presented in

more detail in Section IV.A.
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Figure 1. Smart Home Reference Architecture

The following security requirements are considered es-
sential for security in a private smart home implementing
the reference architecture:

¢ RI1: IoT devices are only allowed to communicate

with intended communication partners.

* R2: ToT devices are assigned to classes based on

their application area and communication properties.
¢ R3: Communication between classes is only allowed
based on well-defined security policies.

R1 ensures that IoT devices can only communicate with a
known number of external partners. For example, a Sony
smart TV may only be allowed to communicate with com-
munication partners in the domain sony.com as well as
streaming providers like Netflix. This drastically reduces the
number of attackable systems if this IoT device gets hacked.
R3 separates [oT devices of different device classes from
each other. Together with R2, this enables the definition of
generic rules for intra-home network communication. For
example, a Playstation 3 in the home entertainment class
may only get access to a media server in the storage and
streaming class, but no access to devices in the smartphone
class, whereas a smart phone from the smart phone class
may be allowed to initiate communication with all other
device classes for content streaming.

Non-security requirements include usability of the pro-
posed system. Usability is very important in private smart
homes as inexperienced users are considered the default
users. The system follows the design guides presented in [4-
6], especially design guidelines G1 (understandability, open
for all users), G3 (no jumping through hoops), G4 (efficient
use of user attention and memorization capabilities), G6
(security as default), and G7 (fearless system) are obeyed in
design of the smart home security system. Compliance with
these guidelines is achieved by automating as many tasks as
possible, hence requiring as little user interaction as possi-
ble. If smart home IoT devices are aware of the proposed
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smart home security system, the only user interaction is a
confirmation request for the addition of a new device. The
rest of the configuration process is hidden from the user.
This allows even users that are unexperienced in IT security
or even IT to use the proposed smart home security system.

IV. DESIGN OF THE SMART HOME SECURITY SYSTEM

The home router is the central point for enforcement of
security policies for the smart home security system. It en-
forces network security policies on a per-class and per-
device basis. Security policies allow or forbid certain com-
munication partners. They state allowed traffic patterns.
Communication partners may, e.g., be described as a class
(only intra-home network communication), a domain, a
subdomain, or an IP address range. Wildcards may be used
(but should be avoided if possible). See Section IV.B for
details on the hierarchical ordering used in the definition of
communication partners. Using this approach, total trans-
parency is achieved, as all communication partners of loT
devices must be registered at the home router, and the home
router can list all communication partners for each device to
the user. For example, if an IoT device uses a third party
IoT platform and sends data to this platform, it is necessary
to state this in the security policy for this device; otherwise,
no connection with the IoT platform is possible. Hence, a
user buying a device from a German IoT company may
learn that this device regularly communicates with servers
in mainland China by inspecting the security policies on the
home router. Transparency enables the customer to only buy
IoT devices that satisfy their privacy needs (e.g., [oT devic-
es that do only communicate with communication partners
in Europe, where the General Data Protection Regulation
applies).

The attacker model for the proposed smart home security
architecture considers IoT devices to be trusted at integra-
tion time. Automated detection of malicious IoT device
manufacturers is out of scope of this paper. A malicious [oT
device manufacturer usually has full control over the IoT
device and encrypted communication with the manufacturer
is not suspicious (software updates may be an expected fea-
ture). Hence, there is not much possibility to detect or avoid
such an attack.

A. Classification of Smart Home Devices

During the integration into the network the device get a
class assigned and relevant security policies are retrieved.
Available classes are described in more detail in Table 1.
They are based on currently existing IoT devices in typical
smart home use cases.

TABLE I. DEVICE CLASSES

Class Example / Challenge / properties
Description
IT Classical IT | Typical devices in this class are

devices like
computers or
laptops

multipurpose, hence it is not
possible to describe typical traffic
patterns or have a full description
of communication partners.

As there are typically already
many security controls installed
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(virus scanner, personal firewall,
...), devices in this class are al-
lowed to make generous use of
wildcards when stating security
policies. However, existing filter
lists for websites and the like may
be used.

Smartphones,
Tablets

Smartphone,
tablet

Similar to class “IT”. Additional,
these devices are often used for
remote control of IoT devices or
for convenient access to IoT
device interfaces. In contrast to
devices in the class “IT”,
smartphones and tablets usually
do not offer services to other
devices (e.g., no SSH server or
media  server  running  on
smartphones).

Communication

IP-telephone,
fax

Protocols in use are limited to
typical protocols for voice-over-
IP-communication.

Server Mode

Devices that

Devices offering services to other

Devices open a server | devices in the network/Internet.
(e.g., IP- | Typically open ports to the Inter-
Cameras) net.

Home Enter- Game  con- | Typically communicate with

tainment sole, HiFi | entertainment companies (e.g.,

system, Smart
TV

provider of online games). May
be the source of considerable
amount of traffic.

Storage and Smart TV, | Communicate with streaming

Streaming NAS services or cloud storage. May
causes considerable amount of
traffic

Energy Heater,  air | Important devices, since they
condition have an influence on well-being

of users. Usually do not generate
much traffic. May communicate
with energy provider (smart grid)
or other energy-related services in
the Internet.

Safety Smoke detec- | Critical devices, since they have
tor, door an influence on human safety.

Usually only communicate in the
local network.

Health Smart tooth- | Class may include some critical
brush, smart | devices, since they have an influ-
glucose meter | ence on human safety. Only have

limited communication to the
Internet

Comfort Bed mattress, | Rather unimportant devices, no
massage chair | Internet communication.

Household Fridge, wash- | Important for everyday life, little
ing machine Internet communication (e.g., for

smart grid purpose to supervise/
control energy usage)

Automation Devices for | Must communicate with a lot of
automation different devices, but limited to
like “Homee” | communication in the home net-

work.

Gadgets All kind of | Difficult to describe the traffic,

gadgets  like
alarm  clock,
weather sta-

because many devices with dif-
ferent tasks belong to this class.
However, these devices often
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tion have very limited Internet com-
munication (e.g., only with a

weather service).

Toys Teddy bears, | Rather unimportant devices,
remote con- | usually only with limited Internet
trolled car communication. No communica-

tion with other classes necessary.
Difficult to describe the traffic,
because many devices with dif-
ferent tasks belong to this class.
This class should have strict
security policies.

Other Devices Other devices

Gateways between legacy/proprietary networks may exist.
Gateways are typically used to integrate legacy/proprietary
networks into the smart home WiFi network. The smart
home security system on the router can not operate inside
legacy or proprietary networks, but it can affect the traffic
which goes inside and outside the network and passes the
router. Gateways get assigned the class that best describes
the devices in the legacy/proprietary network.

B. Hierarchical Ordering

The approach presented in this paper asks for the most
precise possible description of data traffic and communica-
tion partners to be useful. If the description of data traffic is
too general, the smart home security system cannot effec-
tively restrict the communication or it erroneously allows
traffic. If the description of traffic is too strict, it becomes
too complex or would increase the false alarm rate (espe-
cially false negatives). As already mentioned, it is hard to
describe the set of allowed communication partners for each
device. Therefore, a hierarchical ordering is helpful. This
ordering enables making decisions on a more abstract level.
That means it is possible to state that a device cannot com-
municate with a device of a special class (e.g., a special toy
is not allowed to communicate with household devices, or
even that toys can’t communicate with health devices at all).
The smart home security system uses six hierarchical levels,
shown in Table 2.

TABLE II. HIERARCHICAL ORDERING IN A SMART HOME

Level Name Description Categorl- Configured

zation by

6. Environment Environment
Network
5. Subnet Subnet
System
4. Class Class of device )
Classification
3. Type Type of device
2 . Union of devic-
. Union es . Manufac-

Device turer

1. Device Single Device

This ordering allows defining security policies on differ-
ent levels, e.g.,
¢  for the whole home network (level 6),
¢ for a subnet (level 5),
¢ for different device classes (level 4), for the list of
classes (see Table 1),
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* types of devices (level 3) like Smart TV or Heater,

* aunion of devices (level 2) that make it possible to
set up rules for devices of the same manufacturer or
same subsystem,

* and a single device itself (level 1).

The levels fall in one of three categories:

¢ Network (level 5 and 6),

¢ classes (level 3 and 4), and

¢ device (level 1 and 2).

Security policies for the levels “network” and “classes”
are preconfigured on the home router. These rules originate
from the company implementing the smart home security
system for the home router and may be extended by third
parties, or the owner of the home router.

The “Device” rules originate either from the device it-
self, from trusted third parties, from a profiling algorithm, or
from the user. See Section IV.C for a more detailed descrip-
tion. Table 3 shows an example of the use of the hierar-
chical levels.

TABLE III. SMART HOME HIERARCHY EXAMPLE

6 | Environment Smart Home

5 Subnet Subnet 1

4 Class Energy

3 Type Heater

2 Union Company 1 Company 2
. Heater | Heater | Heater

1 Device 1 5 3

Manufacturers of IoT devices are only allowed to influ-
ence security policies on the device levels “union” and “de-
vice”, and a single device may only influence security poli-
cies regarding itself. Hence, a device may define communi-
cation from itself to another device, from itself to the net-
work, from the network to itself, from the device to a class
of devices and from a class of devices to the device.

Security policies from higher levels overrule security pol-
icies at lower levels. That means if a manufacturer of a toy
wants to allow communication from the toy to a health de-
vice but the communication between toys and health devices
is forbidden on the class level, the home router forbids this
communication. Security polices should follow the security
principle “least privilege”. That means that the scope of the
permissions of devices should be as limited as much as pos-
sible.

C. Integration Process

All relevant security processes take place when a device
joins the network. In most home networks, the Dynamic
Host Configuration Protocol (DHCP) [14] is used to dynam-
ically assign IP addresses to devices and send additional
configuration data. The smart home security system pre-
sented in this paper piggybacks on DHCP. The DHCP pro-
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tocol is executed at every initiation of a device. An ideal
sequence, without disturbances, is shown in Figure 2. The
home router acts as DHCP-Server. This section gives an
overview on different methods for device integration.

DHCP-Client DHCP-Server
DHCP-Discover R
| DHCP-Offer
DHCP-Request N
- DHCP-Ack

Figure 2. Typical DHCP sequence

1) Integration using Self-descriptions

The self-description approach requires the device’s man-
ufacturer to be aware of the system described in this paper.
In a nutshell, the device provides a self-description of the
intended communication partners of the device as well as a
detailed description of traffic patterns produced by this de-
vice. Self-descriptions come in the form of attribute certifi-
cates and are signed by the device manufacturer. The inte-
gration of the device using self-description is nearly fully
automatic. In fact, the user is only involved once to ask if a
device should really get integrated into the network. This
results in good usability of the integration process. The
home router company may decide to allow for additional
configuration using the home router administrative user
interface (e.g., a web application running on the home rout-
er).

When a device sends a DHCP-Discovery, the home rout-
er takes notice of this device. In the DHCP-Offer, it starts
the integration process. When a device gets connected to the
home network, it transmits its identification data first, in-
cluding a firmware version. The following situations can
occur:

* A: Device known to home router, firmware version
known to home router, signature of self-description
valid

* B: Device known to home router, firmware version
known to home router, signature of self-description
invalid (e.g., signing key no longer valid)

¢ C: Device known to home router, firmware version
not known to home router

* D: Device unknown to home router

In the case of situation A, the home router continues the
DHCEP protocol and integrates the device into the network.
All security policies are enforced. In the case of situations B
and C, the home router requests the self-description again.
Only self-descriptions from the same manufacturer are ac-
cepted and only for the same type of device. The home rout-
er validates the possession of the private key associated with
the self-description (attribute certificate) to make sure it has
been issued for this device. By doing so, the home router
ensures that a hacked device could not gain more communi-
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cation privileges by reusing the self-description of another
manufacturer or the self-description of the same manufac-
turer but for another kind of device. After the integration, all
updated security policies are enforced. In the case of situa-
tion D, the home router also requests the self-description but
self-descriptions of all manufacturers are accepted. As de-
scribed above, the system presented in this paper assumes a
device that is integrated in the smart home network for the
first time is to be trusted (“leap of faith”). However, to avoid
a hacked device using the self-description of a device from
another manufacturer or another device class, the user is
queried to confirm that a new device was added to the home
network. In all cases, after a successful transmission of the
self-descriptions, the allowed communication partners as
well as the traffic characteristics are stored in the routers
database together with the device identification, device cre-
dentials for secure IDs, and the firmware version. Security
policies are updated according to the new information and
all security policies get enforced.

2) Integration using the built-in scanner

It is very likely that the smart home security system pre-
sented in this paper will need an extended period of time to
become adapted by all smart home device manufacturers (if
ever). The scanner described in this section allows for sup-
port of legacy devices as well as support of devices by man-
ufacturers that willingly decide not to support this system.
The scanner profiles devices, identifies them, and acquires
an appropriate description of allowed communication part-
ners and communication characteristics from trusted third
parties. Such trusted third parties are quite common in other
security domains, e.g., web filtering or spam detection. If
the system cannot obtain the necessary description of a de-
vice, manual integration by the user is necessary. The scan-
ner is invoked during the DHCP-protocol if the home router
does not receive any self-description of the device. In this
case, the user is queried if there really is a new device in the
network to prevent an attacker from hacking a device and
then trying to trick the scanner to identify the hacked device
as a different device than it is. If the user confirmed that
there is a new device, the scanning process starts. The home
router uses methods from penetration testing to identify
characteristics of the device, e.g., it scans for open ports,
grabs banners of available services, fingerprints TCP/IP
communication, etc. All the resulting characteristics are
uploaded to the trusted third party that compares those char-
acteristics to its database of known IoT devices. The third
party returns the security policy to apply. If the fingerprint-
ing does not work, the user can select the device with the
app via a given list or it would also be imaginable that he is
scanning the product code from the packing of the device. If
it is successful, the scanner tries to download the identifica-
tion and communication data from an external data source
(manufacturer or trusted third party).

3) Manual integration

The third option is the manual integration of the device

by the user via a smartphone app. There are four different
ways to do so. W1 is analogous to the scanners alternative,
if the fingerprinting does not work. W3 and W4 do not need
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a traffic profile to integrate the device into the home net-
work.

*  WI: The user is asked to enter the type of device,
manufacturer, and model. Alternatively, the user
scans the product code from the packaging of the
device. All associated data is retrieved from a trusted
third party, which returns the security policy to ap-
ply.

e W2: The user downloads the identification data and
communication data manually from the manufactur-
er’s website or trusted third party and imports it.

¢  W3: The user enters only the type of device and ac-
cepts the generic security policy for this type (level 3
in the hierarchy model).

* W4: The user enters the allowed communication
partners as well as communication characteristics by
hand. It is highly recommended to avoid this ap-
proach, as it is error prone.

V. IMPLEMENTATION

The security system for smart homes is currently getting
implemented on a standard home router (TP-Link TL-
WR841IND) using a Linux distribution for home routers
(OpenWRT version Chaos Calmer v15.05.1). The current
implementation is a proof-of-concept subset of the security
system described in this paper: it solely uses integration by
self-description and a feature limited version of traffic de-
scriptors (basically rules for packet-filter firewalls). User
interaction uses the administration interface of the home
router. Challenges for implementation of the complete secu-
rity systems for smart homes include handling the complexi-
ty of the full syntax traffic descriptors, certificate handling,
efficient handling of security policies in the hierarchical
model, and reducing memory usage and performance over-
head. A major challenge will be an efficient implementation
of the scanner for the integration of legacy devices. The
scanner will be part of future research, as it also requires
more conceptual work.

VL

This paper presented a smart home security system with
a special focus on IoT devices in smart homes. The smart
home security system enforces security policies per class of
IoT devices. Such security policy limits the communication
of ToT devices to a predefined set of communication part-
ners, and hence protects the Internet from hacked IoT devic-
es. IoT devices from different classes are isolated such that a
security incident in one class of devices cannot influence the
other devices, thereby limiting the outbreak of an attack. If
IoT devices support the smart home security system pre-
sented in this paper, only one user interaction is necessary
during integration of new devices. There is also a process to
integrate legacy devices that requires slightly more user
interaction. The proposed security system offers full trans-
parency of communication partners of IoT devices during
their integration into the network. This transparency enables
consumers to buy only IoT devices that satisfy their security

CONCLUSION
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and privacy needs (e.g., by buying only IoT devices com-
municating with communication partners in countries im-
plementing the General Data Protection Regulation).
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