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Abstract - Decision support systems refer to computable models
that assist decision-makers in the identification and/or the
estimation of consequences of decision alternatives. In this
regard, model-driven decision support systems have been
proven successfully, which use simulation models to analyze
business processes and respective decision situations based on
parameters and a limited amount of data. The focus of this
contribution is on the opportunities of using such a business
processes simulation in the field of supply chain risk
management. Therefore, we present a novel approach that
couples a data-based supply chain model with a consequence-
driven risk simulation. Our simulation approach reverses the
standard risk management cycle by identifying vulnerable
parts within the supply chain — in terms of a data-based model
— and subsequently backtracking possible triggering risk
events instead of predicting such possible events first. The
result of our approach is an easy-applicable procedure that
allows companies to analyze and to improve the resilience
status of their supply chains.

Keywords - decision support systems; data-based supply
chain model; consequence-driven risk simulation; resilient
supply chains.

1. INTRODUCTION

Simulations can be characterized as descriptions of a real
system by a model. They are particularly useful when the
system under examination is complex and includes numerous
interactions. Simulations offer the opportunity to run through
alternative solutions in different scenarios. They make it
possible to anticipate the behavior of processes at runtime
and thus act as a basis for decision-making without an
underlying algorithm for determining an optimal solution.
Instead, by incorporating human intuition, insights into
characteristics - such as bottlenecks - can be gained. Such
dynamic analyses, based on different iterations and multiple
variations in inputs (what-if analysis), permit human
decision-makers to deepen their knowledge of the real
system under study [6] [29] [35]. However, if the
complexity, randomness, and variability within the system
increase, the corresponding predictability under various
conditions becomes more problematic.

Making good decisions depends on the available
information describing the relevant aspects of the decision
environment. This information can be either deterministic or
subject to uncertainty [5]. In a decision situation under
uncertainty, the outcome of a decision alternative is
probabilistic or even unknown. In this case, the prediction of
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the consequences is difficult [36] and a computable model in
terms of a Decision Support System (DSS) to assist decision-
makers are required [8] [18]. A DSS facilitates the
structuring of information to make the decision process more
productive and agile as uncertainty and complexity of the
decision situation can be reduced [17] [34]. Several authors
have highlighted the fact that a DSS never aims to replace
decision-makers; rather, the support still depends on the
decision-makers with the objective of obtaining a good
solution in a reduced amount of time [12] [14] [23].

There are typically three management systems included
within a DSS: a data management system, a model
management system, and a dialogue management system
[32]. The first is targeted at structuring internal and external
data, processes, information, and knowledge to develop a
database as a platform for decision-making. Based on this
database, the actual decision problem itself can be solved by
implementing a data-based model to identify and test
decision alternatives. Finally, interactive queries, reporting,
and graphing functions are required to interact with the
decision-makers. Particularly systems of data management
are highly crucial as decision-makers never had access to
more decision-relevant information than today [31].
However, this is not always beneficial as a pre-decision is
needed by defining the relevant information to deal with the
decision situation [11]. There are various classification
schemes of DSSs available in literature. A common
possibility is to describe them by their function [23] [28]. In
this contribution, the focus is on model-driven DSSs using
quantitative simulation models to analyze a decision
situation based on parameters and a limited amount of data
[28] [31].

Simulation based on a model-driven DSS reveals several
opportunities: it enables an integrated view by describing the
states of individual system components or even an entire
system. Simulation using historical process data can support
real-time business operations. From this perspective,
complex business processes like supply chains, are of central
importance for decision-makers. Adjustments to synchronize
process steps of different supply members are often
necessary. A corresponding simulation model can support
the analysis of various problems for strategic, tactical, and
operational questions. The application of simulation in its
different methodological shapes is well established in
literature of supply chain analysis [15].

In this regard, the supply chain processes must be able to
accommodate changes within the environment. A DSS needs
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to be able to deal both with foreseen and unforeseen changes,
even with disruptions to draw the right decisions. This means
not only to avoid high costs and loss of profit but also to
ensure a sufficient degree of flexibility and resilience.
Supply chains are faced by lots of uncertainties, which
makes risk management a key factor for success. In this
paper, we consider possibilities of business process
simulation to be used in supply chain risk management with
the objective of creating a resilient supply chain. The
rationale of our contribution is organized as follows:
Sections 2 and 3 provide a summary of current developments
in supply chain risk management and business processes
simulation. In Section 4, we present a novel approach that
facilitates the analysis of resilient supply chains based on a
data-based risk simulation. The key aspects of our research
are finally summarized in Section 5.

II.  SuppLY CHAIN RISK MANAGEMENT

Supply chains are dynamic networks of interconnected
multinational firms, including relationships across a possibly
large number of involved entities and integrated value-added
processes [9]. Each entity refers to a specific functional stage
in the supply chain, such as suppliers (e.g., raw material
supplier), manufacturers, customers (e.g., wholesalers), and
end customers. From the perspective of a specific entity,
functional stages are either located in the upstream (supply
side) or in the downstream (demand side) [4] [9] [27]. The
supply chain consists of physical flows organizing the
spatial-temporal transformation of goods, information flows,
and financial flows, such as credits, payment schedules, and
consignment arrangements [19].

In recent years, supply chains have become more
interconnected and complex and they are — in particular in
today’s turbulent and uncertain world —predisposed to
disruptive events [7]. Every organization somehow depends
on further firms, industries, and markets and even the most
carefully controlled processes are only as good as the links
that support them [10]. Disruptions have the potential to
cause heavy short- and long-term losses in stock price,
shareholder value, sales, and reputation, as well as to damage
relationships between suppliers and customers [16]. The
recent COVID-19 pandemic or the interruption of the Suez
Channel have highlighted how crucial supply chain
disruptions might be. Before a disruption occurs, its potential
is described by a supply chain risk threating the movement of
physical flows [37]. Basically two kinds of risks can be
distinguished in this regard: internal risks, such as late
deliveries, excess stock, poor forecasts, financial risks, minor
accidents, and human error and external risks in terms of
natural and man-made disasters (e.g., extreme weather
events, wars, terrorist attacks, outbreaks of diseases, or price
rises) [37].

For decades, trends, such as globalization,
decentralization, outsourcing and just-in-time, have
optimized supply chains mostly in the direction of being
highly efficient [13]. The other side of the coin has been an
increased vulnerability of supply chains towards shocks as,
for example, more nodes (entities) in a logistics network
increase the threat of disruptions propagating through the
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highly interrelated networks. Thus, even a local failure can
negatively affect businesses on a global scale. The number of
events causing such disruptions is growing. According to a
study of McKinsey & Company [24], companies should
expect supply chain disruptions lasting a month or longer to
occur every 3.7 years. Logistics managers have understood
the importance of resilient supply chains and, consequently,
Supply Chain Risk Management (SCRM) has increasingly
become a topic on their agendas. Basically, resilience is
concerned with the supply chain’s ability to manage the
consequences of an avoidable risk event and return to its
original operations [3]. Strategies to increase resilience are
related to an increased flexibility, agility, adaptability, and
visibility of the supply chain [10] [25]. Examples might be
postponement, strategic stock, flexible supply base,
validations of make-or-buy decisions, economic supply
incentives, flexible transportation, and revenue management.

But how should a SCRM be implemented and specified
to improve the resilience of the logistics structures? If you
open a standard textbook, you will find that supply chain risk
management should follow a cyclic risk management
approach in terms of identifying, analyzing, evaluating, and
monitoring risks threatening the smooth functioning of the
networks [e.g., 21]. Although this is relevant information, it
does not translate into a direct plan of action for the
managers. How can such a procedure be set into motion?
Where is the starting point? What data are required?
Approaching these challenges from the practical side,
managers could turn to one of many commercial SCRM
tools, which typically promise network transparency,
provision of global real-time information (e.g., weather data)
and assistance in the development of reactive emergency
measures. However, they focus on very specific resilience
issues like, for example, ad-hoc actions to handle a harbor
strike by switching the transportation mode from ship freight
to emergency air cargo. The tools do not provide what the
managers who are eager to implement SCRM are looking
for.

II1.

The simulation approach maps systems with their
dynamic processes for analysis purposes. It allows to
anticipate the behavior of processes at runtime and to
consider alternative solutions in different scenarios. System
Dynamics (SD), Discrete Event Simulation (DES) and
Agent-Based Modeling (AB) can be distinguished as the
main simulation paradigms for modeling complex systems.
Simulation tools typically allow visualization of the
simulation process.

Business processes represent the backbone of the
enterprise. The overarching goal of the Business Process
Management (BPM) approach is the achievement of
continuous improvement in organizations [30]. BPM
analyses business activities and their interactions, identifying
potential improvements as a support to decision makers.
However, the use of simulation models for controlling
business processes and related decisions (decision making)
proves to be limited [1]. In practice, BPM rarely captures the
dynamic characteristics of business processes, although this

BUSINESS PROCESSES SIMULATION
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would provide a better understanding in the event of rapid
changes by decision-makers in execution.

The design of business processes both within a company
and across company boarders leads from the as-is analysis to
the definition of a to-be model and its implementation, which
is increasingly characterized using IT solutions in the context
of digital transformation. Business process modeling acts as
an essential vehicle in this regard and, thus, Business Process
Modeling Notation (BPMN) has emerged as a de facto
standard. In principle, an extension of the BPMN modeling
language for simulation purposes is possible, as shown by
the Business Process Simulation Interchange Standard
(BPSim). However, there is still a need for research in this
context, for example to develop a fully elaborated resource
model [20]. By extending such a solution, simulation can be
integrated into the business process management concept.

Simulation has been used in the supply chain sector for a
long time. The focus is mostly on efficiency aspects and less
on risks and resilience. However, basically triggered by
global trends and corresponding uncertainties, it is
indispensable that a holistic management of supply chains is
required which additionally respects risk aspects [26]. Such
a holistic management enables logistics managers to adjust
their planning individually by steering and trading-off the
degrees of efficiency and resilience within their supply
chains.

IV. BUSINESS PROCESS SIMULATION FOR SUPPLY CHAIN
RISK MANAGEMENT

The objective of our research is to develop a practical
SCRM approach that supports decision-makers in simulating
the current (as-is) and future (to-be) resilience status of their
strategic supply chain processes.

Our approach suggests combining a data-based supply
chain model with a consequence-driven risk simulation. In
fact, we translate the data available within a company, which
describe the strategic supply chain processes in terms of
physical flows of goods into a data-based representation of
the supply chain. This data-based model provides a platform
for decision-making in resilient supply chain design. Firstly,
companies can directly identify and analyze vulnerable parts
of the supply chains as well as the consequences of specific
risk events. Secondly, the suitability of logistics strategies
(decision alternatives) to improve the current resilience
status can be simulated within the model. Thereby, the
consequence-driven risk simulation reverses the standard risk
management cycle by identifying vulnerable parts within the
supply chain (model) and subsequently backtracking
possible triggering risk events instead of predicting such
possible events first.

Our approach switches the focus from an efficient to a
resilient supply chain management (see Section 2) and
provides decision support for supply chain risk managers.
The main rationales behind the two core components — data-
based supply chain model and consequence-driven risk
simulation — are described in the forthcoming paragraphs.
The formulation of the steps included within these
components as well as their exemplary application is work-
in-progress and not the focus of this paper.
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Data-based supply chain model

The data-based supply chain model includes all physical
flows of the network under consideration for a certain
reference time (e.g., 12 months) from the perspective of the
company. It is the objective of the company to define the
scope of the analysis in terms of geographic regions of
entities, material groups, and organizational entities. From an
analytical point of view, a supply chain is defined as a
network of nodes and edges. Each node refers to each one
entity of the supply chain, such as suppliers, customers, or
company-specific facilities (e.g., factories, warehouses). An
edge defines a single physical flow in terms of a delivery,
which arises over time between each one sender (point of
origin) and receiver (point of consumption) location.

The necessary company data to develop the model refers
to transaction and master data, which can be gathered out of
the data warehouse of a company. In this regard, one major
benefit of our approach becomes obvious: instead of
investing in external tools to analyze and improve the supply
chain, we suggest applying the data which is already
available. Our approach, thus, ensures that SCRM can be
conducted incidentally by the companies themselves, which,
in turn, implies low cost, as well as high practicability and
acceptance.

The relevant systems defining the data warehouse are
widespread and might refer to Enterprise Resource Planning
(ERP) systems, excel, or Structured Query Language (SQL)
files. Our approach does not focus on the origin of the data
but on the necessarily required information (as possible
parameters in the consequence-driven risk simulation) within
the transaction and master data to represent the physical
flows. In fact, the data-based model captures transaction data
in terms of delivery positions and master data in terms of
material data and entity data:

. Delivery positions: each single physical flow in the
network refers to a delivery of a certain material across each
one sender and receiver location. Such a material-specific
flow is called delivery position; several delivery positions
can be part of a shipment (e.g., truck load), which, in turn,
includes various materials. Delivery positions provide the
basis of the data-based supply chain model as they include
all spatial information regarding the entities and temporal
information regarding the physical flows. Sender, receiver,
and material must be identifiable in an unambiguous manner
— which implies that each of them is specified by a unique
ID. Via this ID, further in-depth information can be captured
out of the entity and material master data (see below).
Moreover, delivery positions should provide information
regarding the sending date (start of delivery from the sender
location), receiving date (end of delivery at the receiver
location), material quantity (number of parts to be delivered),
and transportation mode (e.g., road transport, air cargo).

. Entity and material data: entities included within the
supply chain might be suppliers, customers, or company-
specific facilities, such as factories or warehouses. Master
data should be used to pull further entity-specific information
per delivery position via a sender ID or a receiver ID
referring to an entity ID. Such further information refers to
the entity type (e.g., supplier), entity country, entity city, and
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entity geo-information of latitude and longitude. As the
objective of our approach is to analyze resilience from a
strategic perspective, the aggregation level of geoformation
referring to a city is seen as sufficient. Optionally, further
details, such as addresses, can be used to further detail the
supply chain. Material-specific information per delivery
position should be captured from the material master data.
Via the unique material ID, such information might be the
material description, material weight [kg], material volume
[m?], material price [e.g., EUR] and material product group.

TABLE I. NECESSARY INFORMATION OF THE DATA-BASED MODEL

(PRI Gy Dataset Description
(source)
Sender ID Unique identification of sending location
Delivery rl Receiver ID Unique identification of receiving location
positions 'l Material ID Unique identification of delivered material
(transaction Quantity Number of materials delivered
data) Transportation mode | Road transport, air freight etc.
Sending date Date to which the delivery has started
Receiving date Date to which the delivery has finished
L<:Entitv 1D Unique identification of entity
Entity data Ent?ty type Characteristic, e.g.f supplie:r or customer
(master Ent!ty c_ountry Cf)untry of the. entity IQcatlon
data) Entity city City of the entity location
Entity latitude Geo-information of the entity location
Entity longitude Geo-information of the entity location
L—»Material ID Unique identification of material
Material data Material weight Weight [kg] of one piece of the material
(master Material volume Volume [m?] of one piece of the material
data) Material price Price [e.g., EUR] of one piece of the material
Product group Material category
Table 1 summarizes the necessary information

(parameters) of a single physical delivery to be gathered out
of the transaction and master data. The arrows in the table
highlight connections between transaction and master data.
In fact, entity-specific information of a delivery position can
be captured by via a unique entity ID (referencing to the
sender ID or receiver ID given in the delivery position);
material-specific information can be captured by a unique
material ID (referencing to the material ID given in the
delivery position).

It becomes obvious that the data-based supply chain
model consists of a database where each single dataset refers
to a delivery position specifying each one material-specific
physical flow in the network. Based on this data, further
information can be included to the database, such as
information regarding the considered part of the supply chain
(e.g., an inbound flow between a supplier and a company-
specific entity, an intra-company flow across company-
specific entities, or an outbound flow between a company-
specific entity and a customer), distance [km], which can be
easily included by using open-access web tools (distance
calculators), or further calculations, such as the total delivery
weight (material weight * quantity), delivery volume
(material volume * quantity) and total price (material price *
quantity).

In summary, each physical flow in the data-based supply
chain model provides sender-specific, receiver-specific,
material-specific, and transport-specific information. An
exemplary representation of this data is given in Figure 1.
For two nodes of the supply chain, A and B, the model
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includes two datasets with the respective information for the
physical flows 1 to n.
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« Total material volume
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Figure 1. Included data per physical flow

Consequence-driven risk simulation

The data-based model provides the ingredients for
simulations by changing the values of the parameters, which
leads to a modified structure and, thus, performance of the
supply chain. It can be used to evaluate the current and future
resilience status of the supply chain under consideration.
This is because the model allows to directly explore the
effects of risk events facing the supply chain as well as
logistics  strategies to hedge against the negative
consequences of such events. In difference to standard
approaches of risk management, we propose a procedure that
reverses the traditional contents of risk identification, risk
analysis and assessment, and risk mitigation (see Figure 2).
In fact, we believe that rather than answering to the question
“what is happening to the supply chain if a certain risk event
enters?”, the rationale of SCRM should be: “what are the
most vulnerable parts in the network that lead to the highest
consequences and how can they be mitigated?”.

Therefore, our simulation procedure starts with the
identification of the most business-critical and, thus,
vulnerable parts of the supply chain, which might be the
nodes or edges of the network. For instance, the most
vulnerable parts might be the top sending and receiving
nodes (e.g., nodes with high frequencies of deliveries, a high
value of materials), most exclusive material-specific sender
and receiver locations, or top materials (e.g., annual value of
deliveries). The data-based model thereby provides a
platform to rapidly identify and analyze those vulnerable
parts.

Based on the identified vulnerable parts, we suggest
simulating effects in the supply chain when the business
processes behind the vulnerable parts change (e.g., total
weight or value per supplier, outbound flows of warehouses).
Therefore, forecasts are implemented, which affect the
parameter values, e.g., price increases of certain materials or
disruptions of certain regions, sender and/or receiver
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locations. By modifying the parameter values, worst-case

consequences can be revealed when business-critical or

vulnerable parts fail.
Risk identification

Risk assessment / analysis Risk mitigation

Identification of business-
critical / vulnerable —»
processes

Forecasting of worst-case
consequences on these
processes

v
Implementation and evaluation
» of logistics strategies
(decision alternatives)

Backtracking and risk
scenario description

Future resilience status

of consequence-driven

Current resilience status

Figure 2.
simulation

Procedure risk

Rather than it is the objective of standard risk
management, the identification of risk events triggering
disruptions is the third step of our procedure. In fact, the
scenarios and narrative descriptions are developed leading to
the parameter changes, which have been simulated in the
previous step. Such scenarios might refer to geographic
issues (e.g., natural disasters), political events (e.g., tariffs),
drops in demand, or further events, such as disruptions of
key entities as warehouses due to strike events.

Finally, the data-based model can be again used to
simulate logistics strategies that hedge against the failures of
the most crucial parts. These logistics strategies might be, for
example, multiple sourcing strategies, additional entities in
the network (e.g., further warehouses in certain areas),
adapted frequencies in supplies, or further redundancies,
such as larger inventories. Again, consequences of the
logistics strategies must be translated into several parameters
of the data-based model, such as further supplier locations
for a previously single-sourcing material. In this way, the
effects in the supply chain can be evaluated and the targeted
future resilience status can be compared with the previously
analyzed current resilience status.

V. CONCLUSION

In this paper, we have discussed the relevance of using
business processes simulation in supply chain management
and, in fact, for the creation of resilient supply chains.
Therefore, we have presented the rationale of a novel
approach, which consists of two core components: data-
based supply chain model and consequence-driven risk
simulation. We have outlined the basic rationale behind the
two core components and, in fact, how a data-based model
and simulation procedure can be used for business processes
management in SCRM. The two core components include
various steps.

The specific steps of our approach refer to the
determination of framework conditions, data gathering, data
structuring, data modelling, and the application of
standardized key resilience indicators to identify vulnerable
parts and to analyze the consequences of risk events. Our
future research objective is to develop an easily
implementable “cooking recipe” for our SCRM approach by
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providing in-depth descriptions of those steps for the
logistics managers. In this contribution, we have exemplarily
outlined the result of the step of data structuring in terms of a
clear definition and links of the necessary data to stretch the
logistics network (see Table 1). The specification of all
further steps is work-in-progress.

Particularly the steps of data modelling and the
application of the key resilience indicators include various
mathematical formulations (e.g., delivery-specific volumes
and weights, percentages of disrupted entities in the
network). Those formulations are highly crucial aspects of
our “cooking recipe” and will be therefore addressed as the
next step of our future research. Moreover, an adequate
graphical presentation of the decision support results (e.g.,
as-is versus to-be scenarios) as well as sensitivity analyses
will be highly crucial.

The quality of simulation results strongly depends on the
quality of the input data. Business process simulation models
are intended to use real-life data sources for gathering
relevant data. The process mining approach, which is not
discussed further in this article, can make an important
contribution to the creation of conceptual models by
generating process models from event logs. Process mining
enables automated control flow discovery (process model
discovery), performance analysis (process bottlenecks),
conformance checking (process guidelines vs. actual
practices), enhancement (diagnostics), and resource
organizational structure (collaboration) [2]. A limitation of
contemporary process mining techniques can be seen in the
fact that they tend to focus on distinct process instances and
not on the multi-case setting of BPS [22]. To utilize a multi-
case context in business process Simulation, approaches,
such as the Multi-Event-Log from Celonis, can be applied
[33].
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