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Abstract—With advancement in technology, wireless portable 
medical instruments are quite common these days. However, 
these devices come with heterogeneous interfaces, which make 
them difficult to integrate the data generated in a common 
repository. Moreover, if a solution is created to integrate a few 
devices, adding a device with a new interface requires major 
effort and rework. This paper addresses this problem and 
suggests a method for integrating various health care 
instruments for use at home/small clinic on a generic Open 
Geospatial Consortium (OGC) Sensor Web Enablement 
(SWE) based Internet of Things (IoT) platform and exposing 
healthcare as a service. Finally the paper demonstrates how an 
example portal can be used to render the data on the server to 
end-users who may be patients, medical technicians or expert 
medical practitioners. This will enable governments or 
hospitals to offer a SMART Healthcare Services for citizens.  
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I.  INTRODUCTION  
In developing countries like India, the general mass is not 

aware of the role of medical history in case management. 
Even if the medical history is kept, it is in the form of paper 
reports. These reports must be carried along while consulting 
with a healthcare professional. Also, these reports are at a 
higher risk of getting mutilated or lost compared to digital 
records. Hence, there is a need to digitize & store medical 
data in a central repository, which can be accessed by 
different parties (patients, home physicians, expert medical 
practitioners, medical institutions, insurance parties etc.) as 
and when required with proper access and authentication 
mechanism in place. 

With the advancement in technology, wireless portable 
medical instruments are becoming reality. These devices are 
easy to operate, and can be used at home or small clinic with 
little or no training. These devices have the capability to 
communicate the medical observations to external world via 
digital interfaces. However, these devices come with 
heterogeneous interfaces and the data generated by them is in 
different formats. So, to store the data generated by these 
devices in a central repository, either manual intervention is 
required or a system must be there in place to take care of the 
idiosyncrasies of the varied interfaces & data. 

Numerous relevant studies [3][4][5][7][8][9][10][16] 
have been found, out of which [3] and [4] are closer to the 
problem at hand: 

Gavin E. Churcher [3] discussed the application of 
Sensor Web Enablement to a telecare application. It is a 
monitoring solution, which uses “dbFeeder” to directly insert 
data to SOS database. The major limitation of this work is 
not using the standard SOS interface to insert the 
observations.  

M.V.M. Figueredo [4] explains a telemedicine system 
where the monitoring device communicates the medical data 
over RS-232 channel to a mobile phone, which in turn posts 
the data to a server through internet. Server stores the 
medical data in a custom designed database and presents the 
data as printed form or xml. The major limitation of this 
approach is the custom database schema, which necessitates 
a lot of rework to add a new monitoring device. 

To address all these challenges, the authors have 
designed an Internet of Things (IoT) platform and offer 
healthcare as a vertical service to it. The IoT platform is 
generic enough to support other verticals as well. The bare 
minimum requirements for this IoT platform are as follows:  

• Open Source implementation of Sensor Observation 
Service (SOS)[12] from 52North.org[2], 

• Postgresql database with postgis plugin 
• Proxy to handle REST requests from the clients and 

convert them to SOS compliant XML 
• Tomcat servlet container  
This platform provides a unified XML interface to 

communicate with the clients, and uses its own schema to 
store the data irrespective of incoming data formats. It 
eliminates the need to redesign the schema if data in a new 
format needs to be stored. 

 To provide healthcare service as an offering from this 
IoT platform, we implemented the following modules: 

• A User Datagram Protocol (UDP) adapter 
• A Bluetooth adapter 
These adapters are small modules meant to bridge the 

gap between device interfaces (UDP and Bluetooth) and IoT 
platform interface (i.e. XML). We have chosen only these 
two types of adapters because we could get hold of wireless 
medical devices belonging to either of these two categories. 

 
Section II describes the architecture of the whole system. 

In Section III, we describe the application components and 
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data flow. In Section IV, we provide the results and 
snapshots from our portal. Section V mentions the 
concluding remarks, and finally, Section VI acknowledges 
contributions made by various people in the organization to 
carry out this work. 

II. SYSTEM OVERVIEW 
Figure 1 illustrates the basic architecture of our proposed 

system. It is a layered architecture, which comprises of IoT 
platform, Plugin layer and Device Layer. Now, we shall take 
a closer look at each of these layers from the architectural 
perspective. 

 

 
Figure 1.  System Architecture 

A. IoT Platform 
The major offering from the IoT Platform is Sensor 

Observation Service (SOS). SOS is a part of the Sensor Web 
Enablement (SWE) [1][15] initiative from Open Geospatial 
Consortium (OGC). OGC standard states that SOS provides 
a generic model for all sensors and the observations collected 
by those sensors. It acts as a horizontal service, which can 
accommodate & store the observations from all types of 
sensors. It provides access to the sensor data in a standard 
way irrespective of the sensor type. SOS heavily depends on 
Observation & Measurement (O&M) standard [13][14] to 
model sensor observations. The SOS standard is described in 
full length in [11]. 

We are using Open Source implementation of SOS from 
52North.org. It is a java web application and uses postgresql 
database to store the observations. It also supports spatial 
data types by using postgis plug-in from postgres. It accepts 
the sensor observations as O&M compliant XML document, 
and provides the response as O&M compliant XML 
document. This is the unifying ground on which observations 
from varied sensors flow into a common repository. 

As O&M compliant XML documents are quite complex 
and resource consuming, it is difficult for low power devices 
to generate this kind of complex documents. Also it will 
involve network overhead, as only a few parameters change 
across the observations for a sensor. Hence, we have 
introduced a Proxy component in the IoT platform, which 
assumes the responsibility of generating the XML document 
and provides a parameterized Uniform Resource Locator 
(URL) as its interface. It simplifies the job of the sensors and 
reduces network overhead. 

B. Plugin Layer 
Wireless sensors do not follow any particular guidelines 

to provide an interface or observation format. The interface 
and data format completely depends on the manufacturer's 
discretion. The conventions used to send data & data format 
is significantly different for all types of devices. 

So, it becomes necessary to provide a layer, which can 
listen on an interface supported by the sensor, parse the 
observation data and send it to the Proxy as a parameterized 
URL. We name this layer as Plugin layer. Whenever a new 
medical device is introduced with a different interface or 
data format, a module needs to be incorporated in this layer 
to support the interface and send the data to Proxy. 

C. Device Layer 
It is a virtual layer, which comprises of all the medical 

sensors. The diagram in Figure 1 depicts the devices that we 
have used in our work. Any new medical sensor will simply 
be added to this layer. Also, we are seeing another trend of 
new types of medical devices, which are coming out with a 
closed protocol. What we are observing that manufacturers 
of these devices are coming out with a portal of their own, 
and are also providing webservice Application Programming 
Interface (API) on request. So, the device layer can be easily 
plugged in as a module to get the medical data record from 
these portals as webservice API request. 

III. APPLICATION DETAILS 
We have worked with a few medical devices from 

ETComm such as Electrocardiogram (ECG) Machine [HC-
201B], a FAT analyzer [HC-301W], a Blood Pressure (BP) 
monitor [HC-502W] & a Blood oxygen meter [HC801B]. 
These devices are neither 6LowPAN compliant, nor HL7 
certified. So, we could not use these standards to 
communicate with the devices. All these devices map to the 
Device Layer as depicted in Figure 1. 

Based on the communicative capability, these devices 
fall into two broad categories. The devices, which belong to 
the first category, communicate with a gateway over 433 
MHz RF band. The gateway provides an interface to 
configure the IP address and port of UDP server where it can 
send the data. In our case, BP Monitor and FAT analyzer 
belongs to this category. The other categories of devices 
communicate with the external world via Bluetooth. In our 
case, ECG machine & Blood Oxygen Meter belongs to this 
category of devices.  

The data formats for the observations generated by these 
devices are quite different. BP monitors and Fat analyzer 

 

49Copyright (c) IARIA, 2012.     ISBN:  978-1-61208-225-7

SMART 2012 : The First International Conference on Smart Systems, Devices and Technologies



generates UDP payload where as ECG machine and Blood 
Oxygen meter generates a file. 

To handle these interfaces, we have developed UDP 
adapter and Bluetooth Adapter modules on an Android 
phone. The UDP adapter module listens on an agreed upon 
port, identifies the device (both BP monitor and Fat 
analyzer), parses the data and sends them to proxy as 
parameterized URL. The Bluetooth adapter accepts the file, 
identifies the device, extracts and forwards data to proxy as 
parameterized URL. If the data consists of some binary field 
(e.g. image), it is sent as attachment to proxy layer and stored 
in IoT server either in the database, or in file system keeping 
a reference in IoT database. For instance, ECG Machine 
generates binary data, which is sent to proxy as attachment 
along with URL, whereas text data generated by Blood 
Oxygen meter is sent to proxy as parameterized URL. These 
modules map to the Plugin Layer as depicted in Figure 1. 
The medical devices used in this project do not provide 
alternate paths of communication. Each medical device 
provides just one interface and Plugin Layer provides listener 
for that interface (Bluetooth & UDP). XML is used as SOS 
interface which is part of the IoT platform. Figure 1 depicts 
the transmission path and role of these technologies in the 
whole application. 

The parameterized URL contains a request string and a 
set of name value parameters. These request strings map to 
the SOS core operations. To store the observations, SOS 
provides two transaction operations: 

• RegisterSensor - This operation registers a sensor 
with the SOS. It is required to register a sensor before storing 
any observation for it. 

• InsertObservation - This operation is meant to insert 
an observation in the SOS repository. 

To access the observations, SOS provides following 
operations: 

• GetObservation - It is one of the mandatory core 
operation provided by SOS. It provides access to sensor 
observations based on the query. The query can involve both 
spatial as well as scalar data. 

These operations are based on XML interface. The 
template XML conforming to SOS standard must be created 
for each combination of device types and SOS operation. All 
the sensor specific details and observation parameters must 
be carefully captured and mapped to SOS terminology.  The 
following terms related to SOS demand a brief introduction 
as they are used extensively in our template XML 
documents: 

• Sampling Time: The time when observation was 
made. 

• Procedure: It is usually a sensor, which generates 
the observation. We have mapped the device identifier to 
procedure. 

• Observed Property: These are the parameters that 
constitute the observation.  

• Phenomenon: This is a characteristic parameter of 
the observation. 

• Composite Phenomenon: It is sum total of 
characteristic phenomenon.  

• Feature of Interest: It refers to the subject to which 
the observations relate to. 

• Result: It is the value of a parameter created by a 
procedure. 

• Observation: It is a process of observing. 
The snapshot in Figure 2 depicts the XML we had 

designed for GetObservation Service for Blood Pressure. 
 

 
Figure 2.  Request XML for BP GetObservation 

Now, we take examples of Blood Pressure monitor, and 
Fat analyzer and illustrate the mapping to XML. As BP 
Monitor is the sensor, its unique device identifier can be used 
as procedure (or sensor Id). The four parameters viz. 
“Systolic Pressure”, “Diastolic Pressure”, “Pulse Rate” and 
“Pulse Pressure” measured by BP monitor maps to four 
Phenomena. The group of these four phenomena is mapped 
to Observed Property & Composite Phenomenon. The 
observation belongs to the patient, and so we have mapped 
the patient identifier as Feature of Interest. The result is 
mapped to the actual value for all the four parameters as 
reported by the BP monitor. For Blood Pressure, we have 
mapped the group of parameters as observed property.  

For Fat analyzer, its unique device identifier can be used 
as procedure (or sensor Id). The Phenomenon will be 
changed to the five parameters measured by it, and 
accordingly the Observed Property & Composite 
Phenomenon will change. As, the observation belongs to the 
patient, so the mapping of Feature Of Interest will remain 
same as BP monitor. The Result is mapped to the actual 
value for all the five parameters as reported by the Fat 
analyzer. These mappings enable the creation of XML 
templates. 

On receiving the parameterized URL, proxy component 
picks an XML template meant for the request string and 
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device type, puts the parameters in the placeholders and 
sends it to SOS via HTTP POST. 

The response generated by SOS depends on the SOS 
operation. On success, RegisterSensor returns 
AssignedSensorId whereas InsertObservation returns 
observation id. On failure, an exception or error message is 
issued. 

It is evident from the above discussion that the medical 
instruments (even though provided by the same vendor) do 
not follow any guidelines to support uniform interface across 
all its devices and the same is true for the data format. 
Hence, we needed the plugin layer to handle these 
differences.  

The URL requests originated from Plugin Layer map to 
the SOS transaction operations (as the sensors only store the 
observation, they don't fetch it). The URL requests 
originated from Portal (as depicted in Figure 1) maps to the 
GetObservation. The snapshot in Figure 3 depicts a typical 
XML response from SOS. 
  

 
Figure 3.  Response XML from SOS containing BP Data 

The Portal is the reporting tool that retrieves data from 
SOS using GetObservation operation. GetObservation 
provides querying capability based on the parameters like 
feature of interest (i.e., patient id), procedure (i.e., sensor id), 
offering, observed property, sampling time etc. To access the 
observations in SOS, a request is send to the proxy as 
parameterized URL. Proxy parses the URL and based on the 
request string, it turns generates the XML and send it to 
SOS. The response to this request is an XML with all the 
values meeting the query criteria. This XML is forwarded to 
the portal, where it gets rendered in tabular format. 

Section IV describes the various medical devices we 
have worked with, the android code we had to develop for 
getting medical device readings via Bluetooth and the portal 
view of the data that has been kept in the central database 
using SOS. 

IV. RESULTS 
The Fat Analyzer and the BP Monitor belong to first 

category of devices, which communicate via vendor 
provided gateway and upload the medical sensor data via 
SOS using our UDP Adapter. Here, only the gateway needs 
to be configured for proper server IP and port for data 
posting. Once the data gets posted, the user can have a view 
of the medical readings in the portal. The snapshot in Figure 
4 is depicting a typical portal view of Blood Pressure data. 

However, for the second class of devices, where medical 
sensor data has to be captured via Bluetooth, we had to 
develop a mobile application to capture readings via 
Bluetooth and posting it to central database using SOS. The 
snapshot in Figure 5 depicts the landing page of our app, 
which waits for user input to take either ECG reading or 
Oximeter reading. 

 

 
 

Figure 4.  Portal View of BP Data 
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In the series of snapshots in Figure 8, we have depicted 
the steps one need to perform in our android app for taking 
the ECG data from the device, and getting it posted to the 
central database using SOS. 

 

 
Figure 5.  Landing Screen for the Android App 

The second class of devices also need to have a local 
viewer application in the mobile as the user can check the 
readings and then push it to database once verified. The 
snapshot in Figure 6 depicts how we have implemented the 
ECG viewing scheme in our mobile application on Android. 
Once the data gets posted in database, Figure 7 and Figure 9 
show the snapshot views from our Portal instance. 

 
 

 
Figure 6.  Local Viewing of ECG Data via Android App 

 
Figure 7.  ECG Data Portal View 

Figure 8.  Steps for taking ECG via Android App 
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Figure 9.  ECG Graph View from Portal 

V. CONCLUSION AND FUTURE WORK 
Our proposed application demonstrates healthcare as a 

vertical service to IoT platform. It also demonstrates the use 
of medical instruments with heterogeneous interfaces as 
web-enabled sensors, which contribute to a common SOS- 
enabled repository. The SOS layer enables the seamless 
integration of sensors by providing them a common ground, 
i.e. xml interface and SOS schema. Following are a few 
challenges and shortcomings of the system where 
improvement can be made: 

• There exists devices which are closed for 
interaction and upload data directly to vendor’s website for a 
portal view. Some of these vendors provide APIs to access 
this data from portal. The adapter, required at Plugin layer to 
incorporate these medical devices, needs to poll and gets 
these data as sensor observation into the IoT platform. 

• The Healthcare service can really be given as a 
SMART service once we can bring SMART Analytics on 
the healthcare data. Currently we have implemented only the 
portal view of the healthcare data, but analytics services need 
to be run over this data to give more meaningful services to 
various stakeholders. So, the platform needs to be adapted 
for more analytics services to run over it. 

• Mapping for medical streaming data to SOS 
compliant xml is not attempted in this application and can be 
taken as a potential future work. 

• REST interface is not available in SOS 
implementations. While developing our application, we 
experienced that instead of XML interfaces, REST interface 
will be more efficient. 

• Communication between Plugin Layer & Proxy as 
well as Proxy & Portal can be standardized using HL7. 

• Available open source SOS implementations do not 
allow removal / editing of erroneous/corrupt data from SOS 
repository. 

• The privacy and security of such sensitive data has 
not been taken care yet. Here, anybody with a credential can 
view anybody’s medical data. This needs to be taken care in 
future version of the platform.  
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